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SUE SCHULER: Great. Thank you. Okay, Jim.  

 

JAMES GALVIN: So, thanks Sue. Thanks everyone for joining us here today. I'm Jim 

Galvin with Donuts and I am here as one of your co-chairs with Brian 

Cimbolic having our Registry Stakeholder Group DNS Abuse discussion.  

 We are pleased to have with us today Sameneh Tajalizadehkhoob. We 

had asked for her to come and talk to us again to continue just a little 

bit the discussion about the registrar mapping problem space. The idea 

of knowing which registrar is the registrar of record for a domain name.  

 And we've had some discussion about that over our past couple of 

meetings as well as a brief discussion with registrars. So, one of our 

comments that we had made amongst ourselves about this was the use 

of BRDA, that the data that ICANN could use and would have available 

would be in there. 

 So, I had explicitly expressed to Sameneh that we'd like to hear more 

about her feelings, ICANN's feelings about the use of BRDA. I didn't 

recall specifically if she had said before that that's something that they 

had considered or not. 

 But I did put to her the question that we actually had about that and we 

would appreciate if she would tell us more about their potential use of 

that or non-use of that and the issues that went with that. And in 

general, we can use this opportunity to continue our discussion with 

Sameneh, if we have any other additional questions that folks would 
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like to ask for more detail from Sameneh in general about this registrar 

mapping problem space.  

 So, kind of an open discussion about this given that we had our little 

introduction before and we've had our own internal discussions, if folks 

would like to ask anything of Sameneh after she responds to the 

question about BRDA, we can have a bit of open discussion until folks 

are comfortable with all of that.  

 So, I think with that, let me just pause for a minute, see if anybody has 

any questions or comments about that before I turn it over to Sameneh. 

And I'm not seeing any hands. No, one's jumping out loud. So, perhaps 

Sameneh, could you begin and kick us off here by speaking about BRDA? 

And then we'll just see where the discussion goes from there. 

 

SAMENEH TAJALIZADEHKHOOB: Hi everybody. Hi Jim. Thanks for having me here today. As we discussed 

with some of you already before, this registrar mapping is a problem 

that we are already having for quite a while and we are looking into 

alternatives how to solve it. 

 Before going into details of an answer for a question that Jim posed 

initially, I would like to explain a bit what the problem is and why as 

opposed to other research groups we have not yet done an analysis on 

registrar level.  

 So, as you know, the DAAR project develop metrics for registries on 

daily basis. Now, regardless of the quality of the metrics, ideally, I would 

like to be able to have the same baseline for registrars. The issue we 
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had there was that for that we needed to query—basically, for that, we 

needed to have registrar mapping between domain and registrar or 

registrar ID for that matter on a regular basis, i.e. on daily basis.  

 And such mapping would impose—first of all, if we wouldn't use ICANN 

resources to keep the research reproducible, we wouldn't be able to do 

it given the rate limits of WHOIS. 

 And even if they would whitelist us as ICANN, we would pose a lot of 

load on service by doing daily WHOIS queries. So, that is the main 

reason we don't have such a metric in DAAR at the moment, because 

DAAR was aimed to be reproducible and replicable.  

 Now, an alternative is always our internal data which is BRDA. That is 

one alternative. The other alternative was to reduce the frequency of 

the metric. Let's say, at the moment we have daily metrics in DAAR for 

registries, we could have monthly metrics or less regular. 

 But we deemed, I mean, after our internal discussions or like snapshot 

reports like what other groups also published, we thought that these 

wouldn't be metrics that we could have consistent and reliable results 

over time to see trends and to also give more information to registrars 

themselves. So, we didn't go for that, or not yet at least. 

 As for BRDA, there are two things with it, and we are internally putting a 

lot of pressure to be able to use it. So before going into detail, the issues 

with it, one is that if we use BRDA, it would be ICANN's specific metrics. 

So, again, nobody else has access to this data which creates all kinds of 

discussions from the community that, why we are using the data that 

nobody else can reproduce. From research perspective, it's a valid point.  
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 Second is that we don't even have permission to use it for this purpose. 

At the moment as OCTO, me being SSR lead person, we only have 

permission to use that data for compliance purposes, which is what we 

did. But we don't have enough permissions to use it for metrics that we 

would be published for the community similar to DAAR for registrars. 

 But just in practice, internally, there is a Working Group working on this 

and pushing so that we can get the permissions, at least, if we need to 

use, we use it. So, I hope that answered your question to some extent, 

but I would like also to use—to grab this opportunity to discuss with you 

as registries that, what else do you think would be good—given that you 

are from the industry—would be good options to explore or 

alternatives? 

 

JAMES GALVIN: So, I think if I may, I want to ask the obvious question and then I'm sure 

others will probably have some more specific questions. But you say 

that you're not allowed to use the data in the BRDA. Can you tell us 

what specifically is the stumbling block? What's the block to being able 

to use that data? Is there some way that we could be helpful in making 

that accessible? 

 

SAMENEH TAJALIZADEHKHOOB: Sorry, Jim, I didn't fully understand. So, were you asking what are the 

terms under which we cannot use the data, was that your question? 
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JAMES GALVIN: Yes. Why is it that you cannot use the data, and who gets to make that 

decision? Who made the decision in the past that you couldn't access 

the data? 

 

SAMENEH TAJALIZADEHKHOOB: I mean, I know in general that is Legal's decision but I am not aware of 

the specifics of who made that decision in the past. But at the moment, 

the call is for Legal and there are internal groups from all sides that are 

basically bringing evidence and justification why it's useful to be able to 

use that data for other purposes such as the purpose that we want. And 

also, the community wants those kind of metrics.  

 So, I guess—and this is a wild guess, but I think given that you are from 

the community side, you could push on the fact that using that data 

would enhance—that you would like to see such metrics and using that 

data is more or less the only venue to achieve that. I can see that path 

but again, I would like to discuss it with you. 

 

JAMES GALVIN: Okay. Thank you. So, just to summarize that, we're down to two points, 

I think, here. One is you're commenting with respect to BRDA which was 

our suggestion, you're just saying that as far as you know, well, your 

understanding is that's there's a legal resistance to being able to do 

that, so that might be something we can sort out. 

 There might be other people on this call who might be able to say 

something about what that means and what that is. And now I see 

Brian's hand go up. And the other second question, just to say it first 
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and I'll go to Brian, you are actually explicitly asking if we have any other 

suggestions for how you might get at this data that you could explore 

explicitly. So, Brian, let me go to you, please. Thanks. 

 

BRIAN CIMBOLIC: Thanks, Jim and thank you for joining, Sameneh. I'll get on camera too, 

[although] a little casual today. So, I guess my question is if there was a 

way that we could have like a waiver where registries say, "You can use 

this BRDA data for mapping purposes," that's something that would 

probably almost necessarily be opt-in. We can't speak for all registries. 

 We can't necessarily unilaterally say, "Great. Now you can do this for all 

TLDs." But if we had some opt-in system that registry operators could 

say, "Okay, for PIR, you can use .org. For other TLDs you can use this 

data" and it represented a pretty robust but not complete landscape of 

gTLDs, would that be helpful or is this an all or nothing thing you need 

to be able to map all of it or it's not helpful? Or is it, if we get you 70%, 

80%, for example, of all registrations by certain parties opting in, would 

that accomplish what you need from us? 

 

SAMENEH TAJALIZADEHKHOOB: I think so. Yeah. I'm quite positive. Having in mind that you are not the 

only group from the community who would like to see this. There are 

others also, so I think eventually it would be joining forces. But since 

you guys have been quite active in this regard, I think opt-in is also 

possible. Why not? It's not that technically it will be difficult. And it 

could be that it starts maybe with 50% and then once more parts of the 
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community also put in energy. Yeah. I think it would be effective from 

personal capacity. 

 

BRIAN CIMBOLIC: Thank you.  

 

JAMES GALVIN: That's great. That's good to know that that by itself is an option. And so, 

take that as a suggestion from us. Thanks, Brian for that and it's 

something to think about if there was an opportunity for you to think 

about what a registry or registrar could do and cut off into that would 

be helpful to you, that would be something to offer. 

 And we'll have some additional discussion about that and see if we can 

create any kind of an endorsement of the opt-in process which might 

help motivate additional people to want to join and be part of it, but 

we'll think about that too. Okay. I don't think we have any other 

suggestions at the moment other than the discussion that we had 

before about what else we might do to provide this. 

 I guess, our position, our feeling about it when we were getting into this 

discussion ourselves after the last joint discussion that we had was just 

trying to avoid creating additional work than what was already present.  

 And I see you're nodding your head, which is good, so you do 

understand sort of that model. That's why as we were having our 

discussion, we got around to the BRDA stuff and we're thinking, well, 

gee, the data's already there and that gets around the technical issues 

that you have. Can you say more about the commitment to the 
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community being able to reproduce this? Can you say a little more 

about why that's such a strong motivation and so feels like it's so 

important to you? 

 

SAMENEH TAJALIZADEHKHOOB: Yeah. Very good question, Jim. So, part of the feedback that we keep 

receiving from the community on DAAR at the moment, given that we 

are not publishing names which is also something that the community 

should request—we cannot just start doing it, I'm sure you know—is 

that we are developing metrics [inaudible] criticism that they are black 

box.  

 But in reality, the metrics can be reproduced by anybody because the 

data is public. The zone files are public, the blacklist data is public. Most 

of it is even free.  

 So, we see it as a factor of transparency, so especially if in the future 

there would be lists published with names if that's what the community 

wants, at least it's good that the community can also go and check if, 

okay, can I produce the same results? What are the scores based on? 

Can I validate this?  

 Scientifically, this research should always be like this because in any 

point in time, a research should be reproducible in order to keep its 

validity because the person who produced this might, for whatever 

reason, go away or not be there and the others should be able to 

reproduce it. 
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 Now, especially with us working with the community, we thought it's a 

good transparent feature to have. And of course, for some things, it 

goes at the cost of not even being able to start the work, which is what 

we had with registrars. But also given that internally, Göran is really 

pushing for this, I think, because the community wants this.  

 So, at some point we will have to compromise or at least get a start with 

something and maybe, meanwhile that we are doing it, we find other 

ways to also cover that reproducibility feature. Another thing about this 

is that internally, we are in full, ready capacity to produce such a thing, 

because we've developed code and all kinds of workarounds to work 

with the BRDA data and work with—all the technicalities around it are 

already [inaudible].  

 So, basically, given that you also pointed out that you didn't want to 

create extra work, in line with that is that everything else apart from the 

permission is ready. It's just that we don't have that permission to use. I 

hope I answered your question. 

 

JAMES GALVIN: You did. If I may, I don't want to put words in your mouth but I do want 

to try to summarize this and make sure that I've captured this correctly. 

So, one technical point to capture is that you are actually prepared to 

use BRDA if you get approved to do it, so that actually is a path that 

you're prepared to head down at full speed if that comes around. So, 

that was one point that you just made at the end, right? 

 



RySG DNS Abuse-Feb04       EN 

 

Page 10 of 36 

 

SAMENEH TAJALIZADEHKHOOB: Indeed.  

 

JAMES GALVIN: Okay. I think I heard the answer to my question about why is 

reproducibility so important? I think I heard two things and I just want 

to make sure I've captured them correctly. One is that you are just 

trying to stick with the general ICANN principles of transparency, you're 

feeling a certain amount of community pressure to stay on that side of 

things and so that's just consistent with how you do things. And so you 

don't want to do anything that would not be reproducible from a 

community point of view and you believe that that's the pressure that 

you're feeling from folks.  

 And the second thing which I'm sure is a position that's very, very 

important to you as a researcher is this is ordinary research standards. It 

should always be possible to reproduce anything that you're doing. So, 

you're doing some analysis on some data and you want other people to 

be able to do that too. So, I believe those are the two points that you 

were passing on. Did I capture those fairly? 

 

SAMENEH TAJALIZADEHKHOOB: Indeed. 

 

JAMES GALVIN: Okay. All right. That's all that I had to ask. Let me again, open the floor 

here as I look for hands. I did see a hand pop up and down there at one 

point but it kind of went away. Does anybody else have any questions 

for Sameneh about anything? And I'm not seeing any hand, Sameneh. I 



RySG DNS Abuse-Feb04       EN 

 

Page 11 of 36 

 

don't have an immediate response to you regarding other options for 

doing this.  

 I now take that as an action of an explicit question from you. We've 

talked about different things along the way here a few times but we 

haven't established a particular position from our side to offer to you, I 

mean, other than the kinds of things that we've already talked about.  

 So, I think we're going to leave that question hanging for the moment. 

We'll have some other discussions about it internally. We'll see if we 

have something for you and certainly, I wish you a lot of luck in getting 

access to the BRDA data. That would be a good thing. I think it's fair to 

say that we're certainly supportive of that actually succeeding so 

hopefully all of that will come together for you and then this can move 

forward. 

 

SAMENEH TAJALIZADEHKHOOB: Indeed. And internally, we have some things went forward, I will get in 

touch with you. And I guess I will hear also from you more what are the 

options you concluded that would be useful from your side to push or to 

proceed? 

 

JAMES GALVIN: Okay. Sounds good.  

 

SAMENEH TAJALIZADEHKHOOB: Okay. Then— 
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JAMES GALVIN: And with that, yes, thank you very much again for joining us today. 

Really appreciate it. I mean, it was relatively short notice and there's 

only a couple of days so I appreciate you having the opportunity to jump 

in here and talk to us. 

 

SAMENEH TAJALIZADEHKHOOB: Thanks for giving me the opportunity. It's a pleasure always to talk with 

you. And, yeah, I will be hearing from you then. Have a nice meeting. 

 

JAMES GALVIN: Okay. All right. Thank you.  

 

SAMENEH TAJALIZADEHKHOOB: Bye-bye. 

 

JAMES GALVIN: Bye-bye. Okay. Before we draw a line under that conversation, is there 

anything that anyone would like to add now that Sameneh is not with 

us, anything just specific to the registries at the moment? And I'm not 

seeing any hands go up. There was a hand there. I saw a couple. Alan, 

you have your hand up. Go ahead, please.  

 

ALAN WOODS: Sorry. Couldn’t find the goddamn hand. So, obviously I was just saying 

this in the back channel [summary] that—and I wouldn't say to 
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Sameneh. But the fact of the matter is our contracts clearly say that 

they can use it for testing registrar compliance. 

 And if they are using it in the registrar [of it] which apparently, they 

currently are, I don't understand why they're pushing back on this. So, I 

appreciate that Sameneh might not know and maybe ICANN Legal have 

given them this point, but there's a certain point in which we just can't 

do their job for them. They have the ability in our contracts to use that 

BRDA data. They can't use GDPR because they made it [thin] in the 

temp spec. I mean, my mind is blowing here going, what is their actual 

problem here?  

 So, I think we can help educate them from our point of view to be 

helpful in this. Maybe we can say, "Oh, look to this particular provision 

of our contract and maybe this will help you if you are having issues 

over it." But I think we might have to lead them down the garden path a 

little bit. 

 

JAMES GALVIN: So, thanks for that, Alan. I was wondering myself about what was really 

going on there. I see Brian’s hand. I'll add one little comment here. It 

might be helpful to do a little bit of—before we get lawyers involved in 

trying to talk to anybody because it's hard for lawyers sometimes to 

have an ad hoc conversation with the lawyers at ICANN. 

 But maybe giving a phone call to John, I could call John Crain and see if 

he's got any additional insight he's willing to share about what's really 

going on so that we at least have a picture. I don't know, as you say, I'm 

not feeling compelled to do their job for them but if they seriously can't 
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figure it out, I don't know if there's an option for us or not. And even if 

there is, we may not want to get involved in it. And sure, Alan, lawyers 

are lovely when they can find their goddamn hand, right? And with that, 

Brian, your hand is up. Go ahead, please. 

 

BRIAN CIMBOLIC: Yeah. Someone had to show me, my son had to show me how to find it. 

So, the one thing I will say—and to ICANN's defense in one way here, I 

agree that I think that the view that we need to opt-in or grant a waiver 

is probably an overly conservative reading of things.  

 But at the same time, we all know that there are parties out there that 

love picking fights with ICANN and will take the complete opposite view 

and say, "How dare you? This is clearly not what's contemplated" and 

then all of a sudden we're publicly bickering with ICANN over a 

potentially vague, although not really that vague in my opinion, 

contractual term.  

 And so for their perspective, they're probably just more comfortable 

having that affirmative opt-in even if it means that it's not uniform. So, I 

get where they're coming from. I agree that practically speaking, most 

of us that are working on this wouldn't have an issue if they just used it. 

But I do get the fact that they don't want to have to go on 20 rounds on 

something that if they can just get permission, they'd rather do that.  

 

JAMES GALVIN: Right. So, thanks for that, Brian. I'll just read out, Crystal had posted in 

the chatroom. I mean sure but it's registries against registrars and I can 
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see where some of that could be an issue too. Donna, you look like you 

want to say something? 

 

DONNA AUSTIN: Yeah, thanks Jim. I'm on the phone so I can't see what's going on. But I 

guess it's a fundamental question for me here. I mean, it's great that 

we're having conversation with ICANN to help them find a way where 

they can get information for registrars.  

 But I think at the end of our last call, there was a conversation about our 

relationship with our registrars is probably more important on this. So, 

are we going to have a conversation with the registrar DNS Abuse Group 

about this? Because I think—I don't know that we want to be actively 

out there telling ICANN, “Well, this is where you can get the information 

for registrars.” I think our work here is done and it's now for ICANN to 

have those conversations with the registrars. Thanks. 

 

JAMES GALVIN: Right. So, thank you, Donna. I mean, we did broach this topic jointly 

with the registrars before. No one has objected yet. But on the other 

hand, we haven't made a formal issue of getting a formal position from 

them, so a little hard to say.  

 I think what I'll do at the moment here is I think it's fair if no one 

objects, I'll take as an action to give John a call, John Crain and just see if 

there's any other insight that he wants to offer about what's going on 

from their legal side.  
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 And as Brian is pointing out in the chatroom, we can certainly press on 

this issue again with our registrar friends here at our next joint meeting 

and see what comes from that. Alan, old hand or new hand? 

 

ALAN WOODS: Yeah. New hand as well. It's funny. It's clear that myself and Crystal 

worked for because our brains are thinking the same way. Not only in 

this one—and this is possibly me being cynical end-of-day Alan, but 

we're not just being pitted against the registrars. This may be again 

where ICANN are coming from. It's also pitting us against the rest of the 

community as well because this could rise or fall. 

 Even though Sameneh and I agree that part of the data is better than all 

of the data. But again, it's those registrars and registries who don't talk 

to us or those registries that don't opt-in could be seen as standing in 

the way of the progress whereas— 

 They're putting us in a position to basically, pardon the bluntness of the 

term, to hang ourselves with the rope as well. And that's not their 

motivation probably, but I would want us to be mindful of a maneuver 

which I can see happening there but perhaps I'm just being, as I said, 

overly cynical. 

 

JAMES GALVIN: No. I think it's a good point to keep in mind. We do have to keep in mind 

for ourselves the bigger picture of what all of this means if we are ever 

actually visible in taking a particular position. So good point. Crystal, go 

ahead, please. 
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CRYSTAL ONDO: Yeah. Thanks. I agree with Alan and the other concern, I think from a 

bigger, wider community standpoint is if ICANN has the right in their 

contract which I arguably would say they do as it's drafted, then there's 

nothing we're doing proactively to change it.  

 I'm worried that if there's a waiver system that allows that we registries 

say, "ICANN, of course, you can use this data to map registrars.” What 

about other security researchers who want to use this data for the same 

reason?" 

 There's nothing to stop anyone else saying, "Hey, how come you're 

giving a special grant to ICANN, why don't you give us access to this data 

too?" I just see it spinning a little bit out of control as opposed to if it's 

already contained in the four quarters of the agreements we already 

have it at least doesn't add to that conversation. 

 

JAMES GALVIN: That's a good point too. Thanks for that, Crystal. You're right. If we start 

going down this waiver path, then yeah, it opens the door putting the 

camel's nose in the tent and who else is going to want to come begging 

and treasure hunting if you will. So, all things to be careful of.  

 Okay. Let's draw a line under this for right now. We'll let Sameneh go 

forth on their BRDA adventure. I will give John a call, see if there's 

anything to be learned from there and just so that we have that 

information for ourselves. And we will talk to registrars again in our next 

joint meeting next Tuesday and we'll see what that takes us. And I think 
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with that, let's move to our test updates. Crystal, [hand went up quick.] 

Want to say something? 

 

CRYSTAL ONDO: Just to let you guys know, for the registrar ICANN abuse audit that went 

out this week, they definitely used DAAR data. So to the extent that 

they're claiming OCTO and DAAR is not for compliance purposes, I 

would love to have that rationalized with the questions we received on 

the registrar end. 

 

JAMES GALVIN: Maybe someone, anyone here want to speak to how we felt about that 

audit when we got it in that same respect? I'm going to resist. 

 

CRYSTAL ONDO: Believe me, Yan is not happy that I'm now doing Google domains, 

because same fun fight. 

 

JAMES GALVIN: Yeah. Okay. Don't need that rathole right now. We feel your pain. Okay. 

So, let's move to our task updates and Keith, I thought I noticed that you 

are with us, so if you wouldn't mind jumping in and saying a few words 

about what we know about the outreach that you've been conducting. 

 

KEITH DRAZEK: Yeah. Thanks very much, Jim. Hi everybody. Yeah, we've made some 

progress in terms of the outreach with the first group that we identified 
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which is NCSG, ALAC, and SSAC. We're planning a meeting during the 

joint meeting with the registrars next Tuesday with NCSG. I'm waiting 

for them to confirm that they are in, but I expect that that will happen.  

 So, we'll plan at least a portion of next Tuesday's call with colleagues 

from NCSG. Then we're targeting and have confirmed the following 

Tuesday, the 16th with the ALAC, and ALAC has actually responded with 

some detailed responses by e-mail that I forwarded to the list. Thanks to 

Donna for reminding me that I needed to do that but you should have 

that. 

 And then SSAC responded saying that they needed a few weeks to get 

back to us because they're still working on finalizing their DNS Abuse 

Work Party paper that's been in the works for quite a while. And Rod 

basically told me that he thought it would be helpful to have that 

published and out there prior to having the engagement with the 

contracted parties.  

 So, that's essentially where we are on the outreach and planning for the 

cross-community discussions with other parts, other SOs and ACs. And I 

see Susan, "Who was the first group I mentioned?" It's NCSG and it's 

going to be next Tuesday at the normal time for our meeting. So, no 

problem.  

 So, that's really the update. I guess next steps would be to schedule 

something with SSAC when they're ready and to identify the next group 

of three that we want to start engaging with and that I'll report out on 

that separately. Brian, go ahead. 
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BRIAN CIMBOLIC: Thanks, Keith. So, just for purposes as we head into—because being 

mindful of the fact that this is our first meeting with another 

constituency SO/AC, we want to be mindful of what the goals are and 

this is sort of, I know everyone here will be toeing the line and 

everything but we're not trying to be antagonistic in these.  

 We're trying to be reaching across the aisle in many senses. And the 

NCSG I don't think is going to be naturally antagonistic to us just given 

their posture on, they don't want a very broad view of DNS abuse just 

given their generally accepted views on things like censorship. 

 But we want to, in these conversations, one, I think always be mindful 

of what the CPH endorsed definition is. And if things start to veer away 

from those, gently bring things back. But two, recognize that we're 

heading to some potentially choppy waters with some of these other 

ACs and SOs and just—and this is I'm saying in part for myself too but 

make sure cooler heads prevail.  

 And if we have a disagreement, we have a disagreement and if it's 

fundamental, it's fundamental but we want to make sure that we're 

able to let the other side have their say and hear them out fully. So, just 

level-setting ahead of our first meeting but especially with some of the 

other constituencies that we know are coming down the pike. 

 

KEITH DRAZEK: Yeah. Thanks, Brian. And I'll just note that the NCSG in their response 

basically said, "We'd like to have two meetings with you all, one to just 

compare notes, kick things off and then they'd like to circle back with us 
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after they've had a chance to do their internal coordination on some of 

the questions that we've posed.  

 So, this is going to be a very preliminary meeting, I think on Tuesday 

next week. And I'll coordinate with Zoe and Sue to make sure that we've 

got all the invitations out to the right people and all of that. So, Jim, I'll 

hand it back to you. Thanks. 

 

JAMES GALVIN: Yeah. Thanks, Keith. And I actually, given that NCSG wants to meet with 

us twice, I count that as success. This is what it's about, is engagement. 

So, I think that that's good for us in the long run, is to keep the 

conversation open and going. So however that works out is a good 

thing.  

 So, thanks very much, Keith, for taking a lead on pushing all of that 

forward. And so we have our next couple of meetings on Tuesday here 

are all set up for us and that's a good thing. So, moving on, I did not 

actually put the PSWG on the list there.  

 I knew the agenda was going to be displayed so I didn't put all the 

details in the agenda when Sameneh was here. But Brian, maybe you 

want to say a little something about PSWG? But Susan, you have your 

hand up. Back to you, please. 

 

SUSAN PAYNE: Thanks so much. So, just one thing, I think it counts as kind of outreach 

which is why I put my hand up now. I think on the registry call 

yesterday, Brian, I think if I heard you correctly, you mentioned a Q&A 
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session at ICANN 70. And apologies if I missed a call where that was 

discussed or where we talked about what was envisaged for that. But I 

wondered, if this isn't going over ground that you've all covered many 

times before, could we perhaps talk about that either now or as AOB? 

 

JAMES GALVIN: So, ICANN 70 planning is an excellent topic for us to add in our agenda 

here. Maybe we can put that right in front of the SSR2 discussion and 

we'll get to that and we'll come back to that.  

 

SUSAN PAYNE: Thanks. 

 

JAMES GALVIN: So, with that, we just had some OCTO discussion so we know where 

that is. I think what I wanted to do in the test updates is Brian, go to you 

if you want to talk about the work products output and I thought maybe 

you could add up a few words about our PSWG interactions too. And I 

think that covers all of our outreach tasks, right? You can fill in if I forgot 

something.  

 

BRIAN CIMBOLIC: No. That's great. Thanks, Jim. So, yeah, to the work tracks, the output 

group, we had a meeting—the small drafting group that actually 

expanded in a good way, we had good attendance on that. [The 

takeaway] is taking a first crack at the output document. 
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 I think I'm going to finish it today, so I will share it with the small 

drafting team initially, get feedback from them and then hopefully early 

next week, we can share with this group. And what that is, it's a two 

pager on choice of action for a registry operator.  

 You know, just level-setting for the community, what can a registry do 

once it's identified malicious DNS abuse and making the distinction 

between maliciously registered domain and compromised domains.  

 So, we should be in a position to get our first one of these out relatively 

soon. We need to decide what our second one will be. The PSWG work, 

this is something that we mentioned last week, getting a framework 

together very similar in the same vein as the security framework or the 

framework for registry operators to respond to security threats that 

Alan chaired several years ago with the PSWG, having something similar 

focusing specifically on malware and botnets at scale, basically 

addressing domain generating algorithms and things like that.  

 So, Gabe Andrews is our point person with the PSWG. He is going to 

circle back with them, but he's very excited and think that it's going to 

be very well received by the PSWG. And I think that that is it, but if 

anyone else has—if you have questions on either of those two tracks, 

please let me know and if you think I missed anything, please chime in. 

 

JAMES GALVIN: Thanks, Brian. I'm not seeing any hands or hearing anything. Go ahead, 

Donna. 
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DONNA AUSTIN: Yes. Sorry. Thanks. Brian, I wonder if it's possible on that last one 

whether someone could put together a one pager that just scopes out 

what the issue is, so what is DGA algorithm and just a little bit more 

context because as was evident last week, I had no idea what they 

were.  

 And I just think it would be helpful if we're going into a discussion about 

a framework that we've actually got a level set of what these things are 

and what usually happens in the process just as an education piece for 

registry operators that aren't as familiar with this as what others may 

be. Thanks. 

 

BRIAN CIMBOLIC: Sure. Donna, I'm happy to provide some—I don't know if—a one pager 

to describe what's ultimately probably going to be a one and a half two 

pager makes sense but I'm certainly happy to put some narrative 

around what it is we're trying to accomplish.  

 But it is an issue that has been increasing not just in frequency but the 

scope of TLDs that are affected. All the legacy TLDs certainly affected 

but also new TLDs are becoming increasingly used in these, not just 

anecdotally but we know from law enforcement that that's increasingly 

the case.  

 But specific to your point, specifically for those registries that it's never 

come up, you don't know it's an issue until you have to deal with it for 

the first time. So, point taken and happy to level set around what it is 

we're trying to solve. 
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DONNA AUSTIN: Thanks, Brian. 

 

JAMES GALVIN: Yeah. Thanks for that comment, Donna. You're right. We should try 

and—for ourselves and for all of us, make sure that we're all on the 

same page and we know what work we're actually doing, what we're 

looking for here, so take that back and make that happen.  

 Okay. I believe that is Sue who is editing in real-time our agenda doing 

her usual super awesome job. Very grateful to her for putting all of that 

out. So, yes, we'll draw a line under our task updates and move into an 

ICANN 70 discussion. Thanks, Susan Payne for the suggestion. And Sue 

has also pointed out to us that we do actually have a meeting slot, a 90 

minute meeting slot on the agenda currently there.  

 This opportunity is taking shape at the moment. I'll say a few words 

about it and maybe Brian want to fill in a little bit. We're not cast in 

stone yet but the current model under which we're working, we had an 

opportunity to grab the slots, so we did. 

 We have talked briefly with Ashley and Graeme on the registrar side. 

They're on board with this model. We think that in lieu of a plenary 

session on DNS abuse—so the current model is maybe we can make this 

an open session, might be a good thing for us to do. This would 

probably take a—hopefully, it could potentially take a DNS abuse 

plenary session off the agenda and this allows us to have something in 

which we are completely in control.  
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 We could use the meeting opportunity, roughly speaking, registrars 

would get to say a few words about what they're doing and the work 

that their Working Group has been completing or what they're working 

on. 

 We would do the same thing with respect to our Working Group here. 

We'd say a few words about what we've been up to and in fact, with 

any luck, we might have something substantive to say about the 

outreach we've been doing.  

 I mean, at a minimum, we could certainly speak to the fact that we've 

having some outreach but maybe we'll have something that we can say 

what we're doing there. And then we could have essentially an open call 

to the community. We might think about if this is where things get a 

little fuzzier and a little more open for us to discuss here, but we could 

make it an open call to the community to provide us feedback. So, just 

as we've been doing with these particular groups, we'll put our three 

questions up on the screen. We'll make that what we distribute to the 

community. 

 So, our definition of DNS abuse and of course our three questions and 

we could have an open mic where people could come up and talk to us 

and speak to those three questions and we'd have a set of people 

representing registries and registrars, not too many, who could speak to 

whatever questions that they might have. 

 But otherwise it would be a way for us to gather broad input from the 

community as a way of providing some engagements. And of course, 

probably the most important thing in all of this is we at least get to 
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control this and control the messaging as opposed to some of what's 

happened in plenary sessions.  

 That's the current model under which we're working. None of this is 

cast in stone yet so plenty of opportunity for feedback and other ideas. 

Brian, have I captured that fairly, did you want to add anything to that? 

 

BRIAN CIMBOLIC: No. I think well put. No. That's it. Yeah. I think it's a good opportunity to 

show that—and I think people will end up shooting arrows at us in some 

form or fashion but it is what it is. This isn't just window dressing. We 

want to hear from people. We want to hear what concerns are, and 

come discuss abuse with us.  

 

JAMES GALVIN: So, I hope, Susan Payne, that that answers your question from before. 

And of course, now consider it an open question to folks here. We'll 

have more to say about this as we go along. We're going to have to 

obviously put together a description and talk more to the registrars to 

make sure that they're completely on board with what we're doing.  

 But it's an open opportunity. If people have any thoughts, comments, 

questions, concern, this is your chance and it's not the only chance so 

the door is certainly not closed on this discussion. Susan, you have your 

hand up. Go ahead, please. 
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SUSAN PAYNE: Yeah. Thanks. So, I do like the idea of being able to talk about positive 

activity and perhaps to talking about outreach activities and so on to 

be—I think getting on top of the narrative is never a bad idea. I would 

say, I don't believe this is in lieu of a plenary because I don't believe 

there's any proposal for a plenary on DNS abuse for this particular 

meeting.  

 Although, I guess, in some of the previous meetings we have had At-

Large or ALAC sessions that have ended up being de facto plenaries. So, 

I can't speak for that but certainly in the formal plenaries, there's not a 

topic on DNS abuse that we need to be worrying about if you like. I 

guess I'm a bit nervous about open Q&As. In an open Q&A, you 

immediately don't control the narrative, if you know what I mean. 

 You don't know what you're going to be asked and you don't control 

what you get asked or indeed you probably do know what you're going 

to be asked which is perhaps even worse. Just, for example, having 

started to read some of the final recommendations in SSR2 just now.  

 And I say this as someone who, as you all know, participates in the IPC. I 

am not at the extreme end of an IPC view on this topic by any means 

but I know what some of my colleagues in the IPC would say in such a 

session. So, I guess I'm nervous on your behalf. 

 

JAMES GALVIN: So, thank you for that, Susan. Very good point. We are sensitive to that 

too. I know that at least, Brian and I have had that discussion as we 

were thinking about potential model for this thing and what to do. 

Yeah, there's no easy answer to that question. I think that you're right. 
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You don't really control, fully control the dialogue in an open session, 

open Q&A but that's a risk that we have to decide how to manage that 

and what we want to do there.  

 I mean, currently, we're still leaning on the side of doing something like 

that but maybe as we go along here as we see where we get to, after 

we've had a couple of these outreach sessions with some of the others, 

maybe we'll find a more substantive opportunity for us to do messaging 

out instead of an open Q&A opportunity and so we get a little more 

control over that. We'll have to see. Brian, you have your hand up. Go 

ahead, please. 

 

BRIAN CIMBOLIC: Thanks, Jim. And point very well taken, Susan. And I do think that there 

was maybe—Jim and I didn't quite explain some of the structure. It's not 

just going to be like show up and like, what do you guys want to talk 

about? But I think that in part of it, at least the introduction about some 

of what we've learned in our work just as a CPH abuse group, the 

registry abuse group, the registrar abuse group but also those 

conversations from our friends in the various constituencies.  

 So, I do think that there's going to be a summary, a little, potentially, 

presentation in the beginning. But ultimately, yes, I do think it's 

important that we do have at least a significant amount of time 

reserved for open Q and A. We know we're going to get daggers and 

knives but I'm always prepared to filibuster and just like read a chapter 

of Harry Potter out loud to kill time if we have to.  
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 So, but I think we're big boys and girls and we know what they have to 

say. I think we're largely comfortable with where we are, but point well 

taken that we don't want it to drag on too long. 

 

JAMES GALVIN: So, being a little conscious of time, let me draw a line under that for 

right now. It's not the last chance that we'll have for talking about 

ICANN 70 but give some people some time to think about all of that and 

see if we can have some more concrete suggestions in the future. 

 All right. You know, interesting, I really thought that we would have a 

little more time in this meeting to talk about the SSR2 report, but that's 

okay. We've had some excellent discussion here up to this point. So, 

let's jump to talking about that a little bit. For those who were on the 

registry stakeholder group yesterday, this particular item was brought 

up. The comment period closes in March. The usual 40-day kind of 

thing. 

 It's only been out for just about a week now, I think. And, yeah, this is a 

very consequential set of recommendations for registries and registrars. 

And I had made a suggestion in yesterday's meeting that I think that 

although we probably still want to put together a set of responses about 

some of the specific recommendations, I'm feeling quite strongly that I 

think we need to put together a more strategic response to this 

document and the set of recommendations.  

 I don't know exactly what form that should take, I mean, the process of 

doing it. Let's just hold that out for the moment in terms of how we 

actually accomplish that. But I think that we need to think about a 
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broader picture perspective of what the set of recommendations mean 

to registries and really, we have to get a much more fuller response to 

the board in some way about how to evaluate these recommendations. 

 I mean, in general, we have to consider the fact from my point of view, I 

look at this process overall and as a rule, the board doesn't really have a 

way to say no to recommendations. I mean, I know that they have in the 

past but stuff comes out of the community and they tend to take that 

on board and that's a real concern here. 

 If they take a lot of this stuff on board without any real dialogue about it 

and any real concern for the consequences and in fact how it compares 

to what's already in place and going on. That's an issue. To me, that's 

the piece that we need to get in front of.  

 And the last thing that I'll say in this, I see your hand, Brian. Sam had 

actually suggested yesterday and I think the question to us here—my 

bias obviously is in favor of doing this is, this is probably the right group 

of people to take on board actually looking at this particular document 

and considering what our response should be both in the specific in 

terms of an ordinary public comment response.  

 But we should have a larger discussion about whether or not it's 

possible and what we might say if we were to do this, a more strategic 

response that goes with these particular documents and how we might 

approach that. We probably can't really get into that today being 

conscious of time but Brian, you had your hand up, so why don't you 

jump in here? 
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BRIAN CIMBOLIC: Yeah, thanks, Jim. Just wanted to agree wholeheartedly and just suggest 

to the group and Jim and I haven't had the benefit of really talking 

about this but maybe even we want to dedicate essentially next week to 

this. I mean, just almost a whole hour, a couple updates in the 

beginning.  

 But really, we need to have more than just these 10 minutes to talk 

about this and formulate things. But I did want to point out that just on 

the legal side of things, I mean, the SSR2 recommendations are in a lot 

of ways, mutually exclusive to ICANN's compliance with our contract.  

 There are recommendations there that the ICANN board just cannot 

accept without tearing up our contracts. And so obviously, we need to 

respond in some way. We do need to be strategic about it. But also just 

recognize that this was—I mean, the review was captured from the 

beginning, had to be paused. They had foundational concerns expressed 

throughout the process that bore out to be true.  

 So, I think we need to treat it as such and it was incredibly flawed 

output from an incredibly flawed process. So, I think we really need to 

be ready to come down like a ton of bricks on this. 

 

JAMES GALVIN: Hey, Brian. Why don't you tell us what you really think? Sam, you have a 

hand up. Go ahead, please. 

 

SAM DEMETRIOU: Thank you, Jim. Although, I'm very intimidated about following up Brian 

on that one. So, I would definitely support the idea of using the next 
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meeting of this group, a dedicated block of time to really dig into this 

question. Again, to just repeat some stuff that I said on the call 

yesterday.  

 I think it is important that we have a both substantive and strategic 

response to this report and I think it would benefit from a deeper dive 

discussion. So, I put my hand up primarily to support that suggestion 

but also to give you folks a quick update that I learned a little bit earlier 

today.  

 So, yesterday on the Stakeholder Group call and I mentioned this also 

previously that this coming Monday which is the 8th of February, the 

ExComs, both the registries and the registrars are having a meeting with 

ICANN senior staff. That group includes Göran Marby, Theresa 

Swinehart, Russ will be present for it and possibly a few other members 

but at least those core three. 

 We'd been finalizing the agenda for that discussion and this morning, 

ICANN asked to add the SSR2 report to the agenda. So, during an ExCom 

call that we had a little earlier today just to sync up on the agenda, both 

the registries and the registrars, we agreed that we're going to let 

ICANN lead this discussion.  

 We're not prepared right now to be replying to their questions with 

substantive responses from our entire stakeholder groups. Obviously, 

this is something that needs a lot more discussion. But it's clearly 

something that's on their radar and has potentially gotten under their 

skin about so I'm very interested in just letting them talk and hearing 
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what they have to say as opposed to representing any fully formed or 

pretending to represent any fully formed responses as of right now.  

 So, I'm more than happy to—you guys will get a read out about that call 

anyway but I'm more than happy to provide any details that might be 

relevant when this group meets again next Thursday and hopefully that 

can help inform some of our conversation. But just wanted everyone to 

know that that that is out there. It's something that they're concerned 

about, so, good times. 

 

JAMES GALVIN: So, thanks very much for that, Sam. I'm not sure if that's good or bad 

but thanks for letting us know here. And Susan Payne asks in the chat if 

the call is recorded? Can you speak to that, Sam?  

 

SAM DEMETRIOU: I believe that we typically have recorded these calls. I'm actually looking 

to Donna to remind me of when we've done calls like this in the past, if 

that's been the case. I think we do. 

 

DONNA AUSTIN: Sam. Yeah, look, I think they are but just to make sure, we need to clear 

it with, ICANN senior staff. So, yeah, I think a request to Russ saying we 

want the call recorded for the rest of the membership because Göran 

has sometimes been a little bit funny about that. So, a good question, 

Jim. 
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SAM DEMETRIOU: Okay. Sue, can I ask you to follow up on that since you've been 

handling?  

 

SUE SCHULER: Yep. No problem.  

 

SAM DEMETRIOU: Okay, perfect. Yeah. So, sorry, just for everyone else's benefit, Sue's 

been handling all the logistics, coordinations because she's amazing and 

I am terrible at stuff like this. Okay. Thanks guys. 

 

JAMES GALVIN: Yeah. Thank you. And Sue has posted in the chatroom what you had 

said, Donna, too, as you were saying about Göran unusually pushing 

back on recordings. So yeah, we'll do that outreach up front and we'll 

see what we can do there. And Beth does reports in the chatroom that 

we do usually get notes from them but notes are never quite the same 

as hearing the voice, having it on record but okay.  

 I won't say anything political at this point. Lots of things going through 

my mind here recording. Oh my goodness. All right. We're just about at 

the top of the hour and I think that brings us to the end. Brian and I had 

not coordinated but I was going to ask the same question about next 

week.  

 I think it's fair to say that we will make our next week primary agenda 

item the SSR2 report. We'll do the brief updates in the beginning as 

we've been doing here and then we'll have that big topic and we will 
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spend that meeting talking about the SSR2 report and what we're going 

to do and how we're going to approach it and what some of our 

comments might be. So, last quick—any other business from anybody? 

And if not, I'm delighted to give you back 30 seconds to your day. 

Thanks very much everyone. 

 

UNIDENTIFIED MALE: Thanks, Jim.  

 

SUE SCHULER: Thanks, Jim. Julie, we can end the recording. 

 

 

 

[END OF TRANSCRIPTION] 


