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SUE SCHULER :  Perfect. Thank you, Kristine.  

 

KRISTINE DORRAIN: Wow, that’s awesome. Alright, thanks, everyone. This is Kristine 

Dorrain. Jim Galvin is on the call as well. We are the co-Chairs of the 

Registry Stakeholder Group – DAAR Working Group, and this is our 

December 3 meeting. Thanks, everyone, for joining. It looks like we have 

a good turnout again this week. We also had a really good turnout last 

week as well. It looks like we have Samaneh on the call today, so thank 

you very much, Samaneh, for joining. 

 Just a little recap from last week and then I thought would be kind of 

useful to just start off with a little bit of level setting as far as 

expectations and where we’re at before we dive in to more substantive 

discussion. Last week we had a really good discussion about Montreal. 

We all thought it was really useful and effective. And I think John and 

Samaneh, and particularly Samaneh for presenting the work she’s been 

doing to date, and so that was really helpful. We spent a fair amount of 

time really thinking. One of the things we came away with from 

Montreal was that we had asked Samaneh to take a certain cut of the 

data looking at the highly regulated string, the category 1 strings, and 

take a look and see if that was a viable way to cut the data. As it turns 

out from Montreal, that was probably not a viable way to cut the data 

but we have to experiment to find out whether or not these things are 

going to work. So we sort of came away thinking, “Well, maybe that’s 

not the right way. Let’s think harder about ways to cut the data.” 
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 So we had a really great conversation last week thinking about ways to 

categorize data. There were some suggestions from different people. 

And then we kind of jumped from there to discussing the concept of 

data cutting and the macro level ideas that we could think about when 

it comes to cutting data. I mean we came across like I think Jim Galvin 

proposed something we’ve been talking about for quite a while which is 

this open versus restricted Brand TLDs, sort of TLDs with Spec 13 versus 

other forms of restrictions, which is a little bit … sort of amorphous and 

a little bit harder to define, and then geos. That might be one way to do 

things. 

 Then we proceeded to just kind of throwing, spit balling ideas about 

ways to cut data, the downsides of different ways to cut data and the 

upsides of different ways to cut data. I think we’re going to probably 

dive a little bit more into that today, so we’ll be thinking about that. 

Hopefully, for those of you who are on the call last week – and this was 

an internal discussion, Samaneh, so you weren’t copied on the notes for 

that – but just trying to think about what ways we could cut the data 

that we would want to propose, I think one of the things we’ve thought 

about is we have to be real careful with what we propose as well, and I 

know you’ve said the same things, Samaneh, because we’ve got to also 

think about the ramifications of the proposals and how the registries 

might feel about it. We may propose something that the registries don’t 

buy into and that sort of thing, so we need to think a little bit more 

broadly about what our suggestions are. 

 As we pick that back up, let’s be mindful of that as well that even if we 

throw ideas out there, they may not be ones we ultimately even agree 
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with. We’re just brainstorming in the vein of no bad ideas. Just coming 

up with whatever we can think of. 

 We had a few follow-up action items from Montreal that we are hoping 

we could hammer out maybe today. So I guess the first one and maybe, 

Samaneh, just open up a conversation with you, a recap, as far as where 

things you stand as far as you’re concerned. So we talked a little bit 

actually over the past several months about some new ways of cutting 

the data that you’ve already put into place such as not cutting 

everything by legacy versus new gTLD contract, and possibly including 

some efforts of mitigation. We showed some data in Montreal about 

not a point in time but basically an average – I think we decided on 

median over the month. Can you talk a little bit more about those 

efforts and about where you’re at with those and when we can expect 

to see reports with those changes, the ones that we’ve already 

identified as things that you’ve agreed are good to have and hear more 

about your timeline there?      

 

SAMANEH TAJALIZADEHKHOOB: Sure, Kristine. Thanks for the recap from the previous week. In short, 

first I have to say that after Montreal, soon after I had a week of IETF. 

And last week, when I was back, I was sick. Actually, since this Monday I 

got back to work. But what was happening on the background since 

Montreal was that I put a request to our data provider that we need 

detailed data because we regularly on every month we see the file from 

our data provider which then process an input to the monthly report, 

which means that I process this file and generate analytics. 
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 What I have been busy with and the contractor in the background is 

that we will have detailed data other than aggregates. I have been 

working since yesterday on transforming all the current analytics in the 

monthly report, basically transforming the script to have everything in 

detail, basically median that we agreed on.  

What else is going to change is that we are going to get rid of everything 

that represents totals, so we are not going to have any plots that 

present total abuse but everything that’s going to be break down by 

type so that the aggregates are not highly biased by one type versus 

others. For those who do not know the background of this discussion, 

it’s because more than 50% of the abuse data that we are using is spam. 

So any total that we show will be basically majority talking about spam. 

After discussions that we had with you guys but also discussions that I 

had after my presentations in IDS and other places about DAAR and 

offline with people, we concluded that this is the best way to grow and 

it’s more transparent.  

These two changes are on the pipeline to happen for the basically 2020 

report. There are things that I haven’t done anything on and I’m sort of 

exploring and maybe waiting more on the input from this group and 

other sources that I have discussion with. One of those is how to cut the 

data. So, as of now, we haven’t really figured out what is the best way 

to go, so I will continue with what already exists, and we will continue to 

work through it, of course. Yeah, as far as I can remember, these are the 

updates from my side and I will share more as we go through if I 

remember more. 
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KRISTINE DORRAIN: Thanks for that update, Samaneh. Oh, Jim, you’re next. I have a quick 

question first. You say that you’re going to be re-launching these two 

changes which is the median for the month and the breaking down by 

abuse type. My first question is – you said on track for 2020 – does that 

mean that at the end of January when you would normally release that 

January 31st report, we’ll be seeing those changes at that January 

report? Then secondly, where you break out the spam, will it be clear 

that whether or not that spam that you’re pulling out is also another 

form of security threat? So where there’s let’s say a hundred reports of 

spam, we’ll know like of those 10 of them are phishing and 5 of them 

are malware, will it be broken down or will it just say spam or will there 

be any other definition there? I’ll let you answer and then I’ll turn to 

Jim.  

 

SAMANEH TAJALIZADEHKHOOB: The first question, yes, that’s what I’m aiming for. The January 2020 

report would include these changes. On the second question, 

unfortunately, not yet, although that’s something that we want to 

achieve. But as of now, our data provider does not have that kind of 

data. But we are working through that. So for now, the breaking types 

would only be into the four types that we have and we are not going to 

further break spam. We don’t have that distinction yet.  

 

KRISTINE DORRAIN: Thank you. Jim, you’re next. 
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JIM GALVIN: Thanks, Kristine. As a follow-on to clarification, so you commented, 

Samaneh, that you’re still looking and considering different options for 

cutting the data. We had talked in Montreal; we used the word 

“categories” or “types” I guess just broadly, some way to distinguish 

between the TLDs, and you had made one type cut across that. Is that 

on your list, or what is the way for us to interact on different cuts across 

the data? Could you clarify what you mean by you’re still thinking about 

how to do that? Is that about having access to the data and whether or 

not you can do it? Or are we still looking for suggestions on the types of 

cuts to make?  

In particular I am sort of interested in following on from Montreal in our 

suggestion to try and divide up TLDs into some kind of broad categories 

that we haven’t actually agreed on yet, nor have we figured out exactly 

how one determines how a TLD fits there. But nonetheless, we’d 

appreciate if you could say more about the future of what you mean by 

different cuts across the data. What are the next steps to getting that? 

Thanks. 

 

SAMANEH TAJALIZADEHKHOOB: Yes, Jim, thank you for your question. Basically, what you explained, 

actually, in my mind, I have tried a couple of ways to do it and we’ve 

discussed it in Montreal, both in the session that we had with you guys 

and also in the public session. From the session that we had with you 

guys, it came out that some data can be improved and we really 

collectively didn’t fully think that this is it, this is going to be a very good 

way of cutting the data. How I understood it is that we are going to from 

both sides. Still taking a step back and see, first of all, what do we want 
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from different ways of cutting the data and what is a good way of doing 

it?  

My plan was actually to continue this discussion with you guys and keep 

receiving feedback from you in a sense that what variables do you think 

is useful. For instance, what I have already tried was Spec 11 TLDs, the 

TLD types in terms of restriction under Spec 13. We discussed some of 

the categories within each category change, and you guys suggested 

that you will look into it and come back to me later. On my side, I’m also 

going to look at other options to see – of course, with discussion with 

you guys because I would only know if one way of cutting is useful if you 

find it useful.  

So that is the plan. I am open to try new things and to look basically to 

explore together and find variables that we agree, “This is useful and 

this should be included in the report.” That’s it. 

 

JIM GALVIN: Okay. Thanks. A follow-up, if I may. Just to be clear, you’re putting an 

action on us. So we have an action to provide you … if we decided the 

Spec 11 at the time was not an appropriate distinction but the notion of 

categories is not completely off the table, so you’re waiting for us to 

specify if there are going to be some kind of categories, what are they 

and how would a TLD fit into them? So that’s an action that you’re 

looking to us to take responsibility for and I just want to clarify that 

that’s true. Then second, in any case, you’re thinking about other ways 

to cut the data and you’re open to us thinking about other ways and 

suggesting them to you, then you’ll try them and present that to us so 
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that we can all see what it looks like and then see if that’s where we 

want to go. Thanks. Is that correct? 

 

SAMANEH TAJALIZADEHKHOOB: Yeah, that’s exactly what I meant. Yeah, I’m open for discussion and I’m 

actually looking forward to [hearing] from you guys. 

 

KRISTINE DORRAIN: Thanks, Samaneh. I think now would be a really great time and I expect 

this is going to spark a little bit more hand-raising as well. We talked a 

little bit last week and we’re keen to get your input on a couple of 

thoughts. I’m going to start with a hypothetical and then I’m going to 

lead in to another question that goes to your analytical expertise and 

sort of helping us understand for thinking about this, okay?  

So let’s assume that the categorization of TLDs happens as we’ve 

hypothetically put forward. Samaneh, let us know what the abuse levels 

are by TLDs that are one, restricted .brand, so by Spec 13 – those are 

abuse reports – tell us the abuse numbers for geo TLDs. That’s a pretty 

definite list. Let’s assume we can come up with all other sort of really 

restricted TLDs and let’s assume that we can define that as your .banks 

and your .pharmacies, etc. Then everybody else is some variation of 

open in this hypothetical. We anticipate – and I think that you may 

agree – that what we’d likely find is that the restricted brand, restricted 

other, and geos would probably come by with very, very low abuses. 

Just because of the way they authorize people to get into the TLD, 

they’re pretty hard to get in and there’s lots of people watching. So, 

we’re probably not going to find a ton of abuse problems in those 
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categories. Really, what we would be saying is if the hypothetical and if 

our hypothesis work proves true, that basically the remaining TLDs or 

the “open TLDs,” that’s where you’re going to find the abuse.     

Let’s just assume for a moment that that hypothesis is correct. We still 

don’t have a really good solution, right? We basically are showing what 

we anticipate to be true, that it seems to be people that aren’t being 

super draconian about how they let people in. And so from there, do we 

learn anything? Even if we did cut it that way, my first question to you 

is, do we learn anything is we prove that hypothesis? 

My second question to you is if we do learn it, what do you think we 

learn? If we don’t really learn much and in order to learn anything, we 

have to further cut those sort of abuse TLDs into other ways, is it 

possible that we can take a look at that remaining field of TLDs and look 

at all of the data across them? Is it your position or viewpoint that the 

categories will make themselves evident once we, sort of the experts, 

look at the data? And then we can sort of backdoor our way to a 

hypothesis of what we think might be the key contributing factors and 

then ask you to cut the data that way. Or what dangers do you see in 

that?  

And this is for everybody. What I want to do is especially if you weren’t 

on the call last week and you didn’t get a chance to participate in this 

really rousing discussion of how to cut data, feel free to challenge my 

hypothesis for starters, anybody. But let’s assume that for a moment 

that the hypothesis is correct – are there designed flaws, problems? Do 

we just open ourselves up to a whole new set of issues that we’re not 
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going to be able to solve if we say this is the way we want to cut the 

data and these are the categories that we think Samaneh should apply? 

 

I want to kick off – that’s where we left off last week. I had allowed 

people to come in and anybody who is [inaudible] of these ideas, give 

them an opportunity to raise their hand and advocate for them or to say 

why they think these are bad ideas, then most importantly – and I’m 

going to turn to Samaneh now – what everyone else is thinking, what’s 

your reaction to that? Do you think that we create more problems than 

we solve here, or what’s your sense? 

 

SAMANEH TAJALIZADEHKHOOB: Thank you, Kristine. It’s a long discussion, I would say. I don’t have that 

immediate short answer. I was just thinking when you were talking. But 

the very short answer that I can give is that it’s very important – and I 

tried also to emphasize on this in my DAAR presentation in Montreal – 

that from my experience working on abuse and doing my PhD in this 

area – and this is the fact of how it is operated – that we cannot find a 

single factor that we are able to say, “This is it. This is what is explaining 

abuse concentration.” The reason for that is that we have a set of 

immediate factors and latent factors that contribute to concentration of 

abuse in certain operators that we can measure, so that we have proxy 

for. The instances of those are the things that we’re already using to cut 

the data, for instance, new versus legacy as we define that, and others 

that you just mentioned, open versus restricted or Brand TLDs. But 

there are others that we are not able to measure or they are really hard 
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to measure. For instance, the amount of staff that is put on abuse 

handling or the amount of costs that an operator is putting into it, the 

price of the domain, and other things. So if we have that in mind, we 

know that no matter how we cut the data, it’s not going to be the 

answer. It’s just going to be a sub-view of what is there. 

 Now, if we know that, if we know that whatever we come up is not a 

comprehensive answer then we can discuss, okay, now that we have 

this kind of cut, that new versus legacy in the monthly report, we can 

act with the restricted versus open, and we are going to see that there 

will be more actually questions coming up after we together dig deeper 

into that discussion, which is not scary. It’s just that we are together 

exploring what’s going on. And after all we conclude that, okay, no 

matter what we do, there will be a limitation. But for me, the usefulness 

of such discussion is that collectively we explore something and 

collectively we understood something from this whole landscape. That 

was one part of my answer and I’m trying to review each section of your 

question. 

 The other part is that I don’t know how much you recall, but from the 

plot I’ve made for Montreal, part of it was looking into … they were two 

things related to this. One was looking into basically building a model 

that included all of different variables that I looked into, and that was 

the restriction types, the brands, the generic restricted, generic and 

others. I don’t recall each category name right now. And other things 

like the size, legacy versus new, and Spec 11 and Spec 13, I think. From 

the model where all the variables have equal weight, it came out that 

the most important factor is in determining where abuses concentrated 

versus size and new versus legacy and also restriction type for certain 
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[inaudible]. So we already know that these are important factors. That is 

already established. 

 As you suggested, we can further dig into if, for instance, we know that 

.brand attracts less abuse, then for the category, let’s say the generic 

category, that attracts more abuse, what are the specifications like the 

other specifications of TLDs in that category that we are able to 

measure or explain? I cannot think of something now but I’m sure we 

would be able to think of something together something to measure 

and further dig in. 

 To summarize, I’m all up for looking into it but having in mind that it will 

for sure generate more headaches and we will not have the definite 

answer, but we will learn stuff. And maybe we conclude that, “Okay, 

let’s put these two different cuts in the report,” and we will do that. 

 

KRISTINE DORRAIN: Thanks, Samaneh. That’s very helpful. I have like a million questions but 

I will defer to Jim and Kurt. So, Jim, you’re next. 

 

JIM GALVIN: Thanks, Kristine. Thank you for all of that, Samaneh. Let me try to 

succinctly just say a couple of things. One thing that you were observing 

is that there is no single answer for the reason why abuse exists and/or 

where abuse exists. We currently seem to have some indicators of some 

properties that are relevant, in particular, restricted versus not 

restricted, in a very broad sense it seems to weigh heavily in what 

affects the presence of abuse or not of it. But I think that this gets me – 



RySG DAAR Discussion Group-Dec03                                   EN 

 

Page 13 of 29 

 

me at least, personally speaking – to two things that are important 

about DAAR in general that I think are lost in messaging overall that I 

really think is a place that we need to get to in this. One is the fact that 

we really don’t control abuse. There are quite a number of variables and 

separate from that, you really just don’t know what the malefactor is 

going to do or why. Let’s just pick on price because it also seems to 

come up every once in a while. It is true that low-price domain name 

does tend to attract abuse. But bad guys also just curate domain names 

over time for any number of reasons, say different reasons for gathering 

up domain names and curating them. Price is certainly one of those 

factors but it also means that they use names over time. So, all of that 

just sort of happens.  

It concerns me that numbers will show that abuse exists and that the 

community at large will paint that as there’s some kind of systemic 

problem. So we seem to have a messaging problem about the fact that 

we really can’t control the source here. At best, even what DAAR shows 

is kind of a leading indicator, and I think that’s important. I don’t quite 

know how to make that a specific messaging point, but I think we have 

to be thinking about that here.  

It does lead me to the issue of it would be nice to be able to not just call 

out TLDs with issues but because it’s about malefactors using domain 

names and they have lots of sources of those domain names. It’s not 

just about the TLD and the domain name, it’s also about the registrar 

that they get it from. I know that you have suggested before that you 

are considering moving DAAR in the direction of showing for registrars 

the same thing you show for TLDs, and I think that that’s important and 

useful too. Again, that’s just another indicator of behaviors, of a set of 
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characteristics. It’s not intended to point one explicit finger because as 

you were saying, there is no single cause of these things. 

That’s one point in this. Given that there’s no single answer to all of 

these, we don’t control abuse, then I think that an additional cut here 

really is to include registrars go down that path. That’s one thing I’d like 

to ask you to comment on.  

Let me comment on my other thing though. The other thing that all of 

this gets me to – and we’ve mentioned this before here and I still think 

that it’s important – part of the messaging has to be not just that abuse 

exists but whether or not abuse is mitigated in any way, that there is 

some activity against abuse both from registrars, if we go down that 

path, and registries. I think that in addition to showing the leading 

indicator of the presence of abuse, we need to get to a place where we 

can somehow show that TLDs are doing what they can and behaving 

actively on the positive side of mitigating abuse and of course similarly 

for registrars, if we go down that path of showing where abuse tends to 

exist there. So those two points, I’d appreciate if you could comment on 

those. Thank you. 

 

KRISTINE DORRAIN:  Thanks, Jim. Samaneh, and then I’ll have Kurt go. 

 

SAMANEH TAJALIZADEHKHOOB:  I tried to make notes so that I go one by one. Thanks for your 

comments. About the first conclusion at the remark that you have, I 

have to say I slightly disagree. The fact that there is abuse is a product of 
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several factors, it’s true, but it doesn’t mean that the operator cannot 

control it – in my opinion, this is my personal – the TLD operator or the 

registrar, both. I’m talking about the responsible entities. It’s because 

part of it is derived by the business model of the operator, which means 

that [inaudible] surface and that is, for instance, if we are talking about 

bigger TLDs, it’s quite natural that there is more attack surface in terms 

of number of domains and hence, there is more probability to be 

abused. This is something that cannot really be controlled.  

But what can we control is the measures that they put in place and the 

policies that they have. Those policies include the prices they have but 

also other types of policies. This is on one hand. On the other hand, 

what also influences if a domain is abused or not is the registration 

policies which registrars control or the security measures that the 

webmasters, in the case of compromised domains, the security 

measures the webmasters, the owners of the domains, or the hosting 

providers have in place. I agree, it is a combination of factors that not all 

of them is in immediate control of the TLD operators or registrars, but 

they are some things that can be done either as proactive or reactive 

measures. 

Certainly, adding the registrar is one of the most important ones. We 

acknowledge that. Ever since I joined ICANN, that was the goal to 

actually get into registrars. Believe me, in the background we are trying 

to get the data necessary for such an analysis. We are looking into trying 

to see how we can get that data ourselves through WHOIS even if we 

have to adopt sampling strategies. We are looking into what would be 

the best sampling strategy to have a representative and reliable 
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conclusion and/or we talk with Verisign and other entities to see if we 

can just get the registration data in bulk from them. 

So, that is at least on my list to follow up for the first point that you 

made. On the second point, you’re absolutely right. Part of looking at 

this landscape is what is already there and what is being done about it. I 

don’t know if any of you recall, but in one of our first meetings, I talked 

about that the ideal way, I think – again, personal point of view – of 

showing how operators are performing in terms of abuse is to look at a 

metric that we call occurrence, basically, if an abuse exists or not. 

Another metric that – let’s say we call it uptime or mitigation time or 

something that measures, “Okay, now that the abuse exists, how are 

they reacting to it?” 

Only the combination of these two gives us a very reliable view on how 

each of the TLDs are performing or registrars are performing. That 

problem maybe you guys can solve or can partially solve is that there 

are … To make the long story short, we don’t have that data now. We 

looked and we are looking with, for instance, blacklist providers to see if 

we can get the uptime data. Basically, I define uptime the amount of 

time that the domain is up after the first time that it’s been abused.  

At the moment, some of the blacklists that we are having are providing 

this variable. Again, in my point of view, the downside of what is there is 

that first, we only see uptime from the point of view of the blacklist 

provider. This means that the uptime is measured from the moment 

that the blacklist provider detected this domain as being abused. 

Uptime is in minutes. Some of the domains are taken on very quickly, so 

every minute is important if you want to precisely measure. Now, we 
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don’t know if the domain is detected quickly after it was abused or it’s 

basically detected by the blacklist provider very quick or it came late on 

the blacklist itself, hence, the uptime that they are measuring is not very 

precise. 

There are other issues with it. I can go into the details of it but I think for 

keeping everybody engaged in the discussion, it’s better to stay at a 

high level for now. If we decide to explore this further, then maybe we 

could dedicate a session on it and then discuss the upsides and 

downsides of what already exist. Plus, if there is any kind of such data 

that you guys can provide to us so that we can include it and measure, 

that’s also another very interesting discussion that we would like to 

have with you. 

 

KRISTINE DORRAIN:  Thanks, Samaneh. There’s a lot to unpack there and I know Kurt has 

been waiting patiently. I’m just going to read Jim’s and Maxim’s 

comments in and then let Kurt get to his point. I do agree with you that 

we’re probably going to have to have a separate call just to go over 

mitigation. I mean, starting with understanding what it is you see and 

then we can think about what the issues are with not only what you see 

or what we’re able to track.  

Jim’s response, I guess, while you were talking Samaneh, he said, “I 

agree that there were points of control. Not all are on the registries nor 

all on the registrars. An important question is whether or not we can 

measure and show the effectiveness of those points of control.” It 

seems to me in this discussion that we are finding that we cannot really 
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do that. That is my point when I speak of control, and I think that that 

was something you just mentioned as well.  

Then I’ll skip ahead from Jim and that says, “Uptime data from 

reputation providers only works if the reputation provider has a high 

quality feedback loop and that varies.” Again, I think that that echoes 

what you were saying.  

Maxim says, “There are questionable ideas, full third party freedom to 

shut down any domain will be the best formally.” Also says, “The 

current direction of things might lead to a creation of powers of 

cybersecurity services of we shut down any domain, pay this amount.” I 

agree that we have to think about how much power we give these 

services as well. Jim, I think, is echoing that as well. We need to get high 

quality feedback and credit for mitigation. Huge conversation there that 

I think we could easily spend the remainder of this time on and maybe 

we will. Kurt, go ahead. 

 

KURT PRITZ:  Thanks very much. Thanks for the conversation so far. To me, Samaneh, 

the most important thing that you said was that there’s no single cause 

for abuse. There are multiple causes and those causes aren’t 

independent, they’re interrelated, so that as we continue to study and 

refine data and dig deeper into it, we’re likely not to get answers right 

away but to raise more questions that require additional research. That 

is an important point that I think ICANN needs to be the champion of.  

To elaborate on that a little bit, I think we agreed in Montreal that 

perhaps the distinction between categories of legacy versus new is 
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invalid because the contractual restrictions in legacy TLDs are sprinkled 

among the continuum of all the restrictions in all the new TLD. Then 

we’ve been talking as we kick off the discussion about additional 

categories. We had this discussion last week, but we’re likely to find 

that if we categorize by contractual restriction, restricted TLDs, Brand 

TLDs, geo TLDs, we’re going to find out that most of the abuse is in open 

TLDs, which will lead to an immediate discussion in the community of, 

open TLDs need additional restrictions, but we here know that that’s 

not the answer, that there’s a wide variety, a continuum of open TLDs, 

some of which are relatively abuse-free and some of which are not and 

some of which are concentrations of TLD. So that leads to the next step 

in the story.  

Even the next step, where we might decide that price is one of the 

factors that encourage abuse. Well, we don’t know that price controls 

will be effective because abuse will just move up the price chain 

through the $2 domains, through the comp price domains, through the 

new TLD price domains and so forth until it gets to some ceiling and it 

takes an army of economists to try to figure that out. 

The discussion goes not only into what are the causes of abuse but then 

would restrictions at the registry level be at all helpful for this. That 

requires some thought. My point, therefore, is that ICANN really needs 

to be the champion of thoroughness in this and not let others proposing 

restrictions jump to conclusions that aren’t justified by the data but 

rather that we take a systemic an learned approach to this, so that we 

do discover the root causes of abuse and that we understand that 

certain actions will actually help curb that abuse. 
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What I wish I said in Montreal that I didn’t say, when I was saying, “No, 

you should look out for this and you should look out for that,” you and 

John were both nodding like, “Yeah, we already know that.” I wish I said 

that, especially you have the analytical expertise to take this study into 

the next steps and continue to progress the refinement of the slicing of 

the categories of the data or analyzing the data to understand what 

categories there are amongst the open TLDs so that you can arrive at 

some conclusion. For us, we sort of look at you as the expert – you and 

the rest of the ICANN staff – that can drive this analytical exercise in the 

right direction and also manage the community expectations that we 

want to get to a place, not just where we’re taking action so everybody 

shuts up for a couple years but take actions that actually curb abuse. 

Thank you. 

 

KRISTINE DORRAIN:  Thank you, Kurt. Samaneh, would like would you like to respond before 

I turn to Rick? 

 

SAMANEH TAJALIZADEHKHOOB:  Yes, I will be very quick. Thank you, Kurt, for your comments. I fully 

agree with you. That is my goal, for sure, and our goal as a team 

working on this. Just two things that came into my mind. One is that it 

might not necessarily be within the scope of the DAAR project because 

doing such an analysis talking from experience is not something that we 

need every month to repeat every month and to publish every month. It 

needs a one-time or a two-time deeper understanding of the landscape 
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and that would already give us indications of where to focus on what is 

important. That is for sure the direction that we’re heading to.  

I would like to emphasize that let us not remember that the point that 

we are now is we are at this point because we collectively reached it. In 

the beginning of when I joined ICANN or even before, somebody would 

come up and say, “Hey, I think these factors are important,” and we 

discard the rest but there would be a lot of resistance. Still would be a 

lot of resistance with the rest of the community for even the stuff that 

we are discussing among ourselves, because we discussed … I overtime 

understood how important it is to take people up to speed into stuff. 

On the second point you made, yes, I have the analytical skills to do 

such analysis and I am aiming for it, but what I lack and I really need you 

guys input is the operational factors that are important. From research 

experience and from literature, of course, I can find stuff and from 

talking to people, but the most important part of that comes from you 

guys. Yes, we are going to [head] there and we are going to do it with 

your help. 

 

KRISTINE DORRAIN:  Thanks, Samaneh.  I see Richard Roberto has a comment, which I will 

read after Rick has a chance to go. Rick and then I’ll read Richard’s 

comment into the chat. 

 

RICK WILHELM:  Very good. Thank you very much, Kristine. Rick Wilhelm, Verisign for the 

record. Want to comment a little bit on something that Samaneh had 
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stated earlier prior to Kurt’s comment when she talked about detecting 

the domain as being abusive and being placed in a blacklist. I wanted to 

clarify, for the … I think something that all of us kind of understand, but I 

think there’s clarification that what we’re talking about is really whether 

or not the domain is placed on the list by the particular service, which is 

not necessarily indicative of whether or not that domain is involved in 

abuse. 

This has echoes of some previous comments that folks like Maxim have 

made, and also is related to Richard’s comment that’s about to go into 

the transcript but is currently just in the chat. When we talk about these 

things go in the list, it has to do with what a particular algorithm says 

about a particular name at a particular time, or it has to do with – 

depending on the reputation provider – perhaps some crowdsource 

information about what certain individuals are doing as far as clicking 

and reporting on that particular name at that particular time. That’s an 

important thing that when we get to looking at what’s happening in the 

dynamics of list is that there’s really rather an important distinction 

between detecting abuse on the name and a particular list categorizing 

a name as being abusive. As we heard from the Spamhaus folks in 

Montreal, different factors can contribute to what their algorithm does 

with particular names at particular times. Thank you. 

 

KRISTINE DORRAIN:  Go ahead, Samaneh. 
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SAMANEH TAJALIZADEHKHOOB:  Yes, Rick, you’re right. What I meant is that if a particular domain is 

listed, that’s a better way of describing listed as being abused. 

 

KRISTINE DORRAIN:  Thank you very much. Kurt, I’m not sure if that’s a new or old hand. I’ll 

let you decide while I read Richards comment into the chat. Then I just 

wanted to tie a few loose ends up. Richard says, “Measuring this in 

minutes may not match the scanning frequency of a reputation list. In 

fact, I’m certain it doesn’t for at least some sources. Or the scanning 

frequency of a registry, not to mention the rescanning post mitigation, 

which is Jim points out, varies by provider possibly a lot.” Maxim then 

says, “RBLs can be manually increased and the latter is an issue with no 

transparency is highly dangerous.” 

A couple of things then before I turn back to Kurt that I wanted to just 

draw some connections to. These are things that we talked about last 

week a bit as well. Thinking a little bit about … I think it was Kurt who 

most clearly stated something that we’ve kind of been circling around, 

which is this idea that – Samaneh said about the abuse data being 

complex and multi-factor and that we really need to dig into it more. To 

Samaneh’s point about needing possibly a deeper dive, I mean, we’re 

sort of all circling around this idea of how does mitigation play and what 

are the registries that are doing a good job do, how do we capture that 

data, how do we demonstrate that, how do we share it? This brings us 

back to another point, which I think is part of the thoughts that this 

group has had over time, which is, we know that that there’s a couple of 

different initiatives within the community to sort of cram the CCTRT 

report down everybody’s throat and say, “This is the answer. The ICANN 
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community should just adopt it,” which basically says the DAAR report is 

the end-all be-all definition on what’s abuse, therefore, it should be 

used to make decisions and decide that X thing causes abuse and 

something should be done about it. 

I think we’ve all agreed that the DAAR report doesn’t say that. I think we 

have all agreed that the DAAR report is a great discussion tool and it 

gets us looking in different directions and it tells us what rocks we need 

to look under. One of my concerns is thinking about putting too much 

pressure on the data and the reports and giving them too much weight 

and not considering these other very, very complex factors that tie into 

it, and how ICANN can champion it, and how we can make changes and 

put some messaging out there into the community related to these 

limitations. We agree that the DAAR report can be useful. We are 

working on ways to make it more useful, but it should not be the basis 

of deciding whether or not registries or registrars should be allowed to 

proceed in subsequent procedures or whatever it is. 

While we’re over here circling what the data is doing and how to make 

it better, we do need to be mindful of efforts within the community to 

elevate this data and this report to be on something it’s not. I would 

love to hear if you have to share a similar concern, Samaneh. I think 

John has hinted in the past that he shares a similar concern. If there’s 

anything you think that you or we could collectively do about it. I’m 

going to let you think about that because I think that might be a new 

hand from Kurt since he hasn’t put it down. So, Kurt, go ahead and then, 

Samaneh, I’ll give you the last word. 
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KURT PRITZ:  Thanks very much. Kristine, that’s a pretty good segue to what I was 

going to say, which was to agree with Samaneh’s point that some of my 

explanation went beyond the DAAR and went into the rest of the 

organization and next steps went beyond DAAR. The point I want to 

make and agreeing with that is that this should not be a handoff from 

DAAR into a community discussion but rather DAAR should be 

integrated in with the community discussion.  

For example, DAAR might continue to be refined and refined until the 

authors, Samaneh and others might say, “We think these are the causes 

of abuse.” Then that would suggest possible mitigations for that abuse. 

Samaneh and her team and others from ICANN and the rest of the 

community would then talk about, “Yes, we agree. Those are causes,” 

and start to discuss solutions and whether those solutions would be 

effective, would be partly analytical discussion, too. 

So, I agree with Samaneh that part of what I’m talking about is beyond 

DAAR but that the analytics and quantitative part of the discussion 

should not and then be a handoff to a policy discussion but should 

continue to be integrated with it. Thanks. 

 

KRISTINE DORRAIN:  Thank you, Kurt. Samaneh, I’ll give you the last substantive word before 

I draw the meeting to a close with a few administrative points. So, 

Samaneh. 
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SAMANEH TAJALIZADEHKHOOB:  Basically, I don’t have much to say. I fully agree with the last points that 

were made by Kristine and by Kurt. We’ll try to have that. That’s it. 

 

KRISTINE DORRAIN:  Alright, thank you very much. Kurt, is that a new hand. No? Okay, 

awesome. Well, we’ve got four minutes left. We’ve made really good 

progress again today. I know it feels a little bit like we’re circling on a 

theoretical discussion. What we have, just to recap, there’s two firm 

actions that we know are coming out in January, which is we’re going to 

see an updated report with the median monthly feed and we’re going 

to see the abuse breakdowns by type so that we’re not clearly 

dominated by one abuse type. We’re not going to have any mitigation 

efforts yet because we don’t know how that works. Maybe that’s where 

we take next week’s call. We’ll have to think about that. 

I do want to really be thinking … Next week, I think we should come at it 

with some ideas for breaking down categories. And if everybody shows 

up with something to think about, we’ve thrown a lot of ideas into the 

mix. Samaneh is willing to experiment. I think if we’re willing to come up 

with one or two suggestions that we’d like to see and if she’s willing to 

take that and make those one or two cuts, to give it a little bit of an 

attempt and we’re not too afraid of the data. I think, Samaneh, one of 

the things that we’re concerned about is we want to just, again – this is 

a very collaborative kind of closed discussion – we just want to make 

sure that we don’t accidentally propose something that’s going to be 

terrible for us. I think just knowing it and having your word that we’re 

going to try these things out and maybe they will or won’t work.  
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The other thing that we did not get to today, which we’ll probably get to 

next week is we want to hear a little bit more from you, if you don’t 

mind, about how you plan to integrate ccTLDs into the future iterations 

of DAAR reports. We’ve noticed there was a press release about that. 

Some of us are pleased to hear that, some of us are not sure that it was 

exactly what we were envisioning when we suggested ccTLDs. We’d 

love to hear more about what you’re thinking and then maybe share 

some of our concerns or ideas about ccTLDs as well.  

Next week, I think same time and place. From there, I think we’ll discuss 

what are people’s schedules. Show up next week with your ideas for 

categories. No idea is a bad idea. We really want to give Samaneh some 

stuff to work on. Then think about our calendars. Where’s everybody 

going to be? We want to be mindful of being respectful with people’s 

time, it’s not going to be useful to just sit and come on calls and have 

academic discussions if we’re not moving the ball forward. If we have 

things that we can accomplish, Jim and I are willing to chair these calls, 

any weeks that people can make it. But if people are heading out for the 

holiday season, bring your calendars next week so we know what’s 

going on. Thanks, everybody. Samaneh, go ahead. 

 

SAMANEH TAJALIZADEHKHOOB:  Kristine, just a quick note. Next week, the whole week, I will be having a 

course in London so I won’t be able to join the meeting. I mean, if you 

guys decided to have an internal discussion, then I will just hear 

summary of the suggestions you have. Otherwise, I will be glad to see 

the notes of the discussion. Also to emphasize one more time that I 

perceive the discussions we have as something as trial and error, so 
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nothing that I try is going to be published or going to have 

consequences. It’s just how it should work, I think. 

 

KRISTINE DORRAIN: Okay, thanks a lot, Samaneh. I appreciate it. Jim messaging in the chat, I 

think this is great. We’ve got a couple of suggestions. Let’s meet 

anyway. We have a lot to discuss. We can really throw our ideas out 

there, come away with a couple of ideas. Martin is suggesting we do it 

on the list. I started a conversation last week that nobody picked up on 

so I will restart it this week.  

No offense, Samaneh. I think we’ll probably keep it amongst ourselves 

for now and then get back to you. Are you available on the 17th? Does 

your calendar show time for you then? 

 

SAMANEH TAJALIZADEHKHOOB:  Yes, 17 is possible for me. I’ve already accepted the invitation. 

 

KRISTINE DORRAIN:  Fantastic. Thank you. Hopefully everyone else will be able to meet as 

well. But do bring your diaries next week so we can learn better. We 

don’t want to waste Samaneh’s time with only two people showing up 

on the 17th. So, let’s plan to meet the next two weeks. Next week will be 

internal only, we’re going to throw all of our terrible ideas out there and 

see what we can come up with. On the 17th, we’ll go over those ideas 

with Samaneh.  
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Thank you very, very much. Have a wonderful rest of your day. Thanks 

so much, Samaneh. Bye-bye. 

 

SAMANEH TAJALIZADEHKHOOB:  Thank you all. Have a nice day. Bye-bye. 

 

KRISTINE DORRAIN: Thanks. You too. Bye-bye. 

 

SUE SCHULER: Michelle, we can end the recording. 

 

 

[END OF TRANSCRIPTION] 


