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KRISTINE DORRAIN:  … everyone for joining. 

 

SUE SCHULER :  Thanks, Michelle. 

 

KRISTINE DORRAIN:  Thanks for starting the recording. Yeah, thank you. 

Like I just said, I am in the last few minutes of my commute here so I 

apologize for any awkward [inaudible] for the first couple of minutes 

here while I get inside. Thanks everyone for joining. We do have 

apologies from Maxim and Rick. 

Today we have John and Samaneh with us again. This is our last meeting 

as the DAAR Working Group for the year. We have a few action items on 

our agenda today. We want to talk a little bit. One of the things we’ve 

kind of been holding over on our agenda, just running out of time, that 

we kind of wanted to kick off with a little bit is we know that ICANN 

announced that there are ccTLDs that are going to have the option of 

receiving DAAR reports. And so we’d love to hear a little bit more from 

Samaneh about sort of how you guys are imagining you would 

incorporate that, how you might imagine incorporating that data into 

the DAAR report that are published for the public. I know that the 

ICANN e-mail that I read yesterday said that they would be able to log 

into the MoSAPI–I’m not sure how people pronounce that–account to 

get their own data, but are you planning to publish it as part of the 

DAAR reports as well. We’d love to hear a little bit more about that. 
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The second agenda item is going to be talking a little bit more about 

what we’ve been calling categorization for lack of a better word, just 

ways to break down the DAAR data in a way that we hope is meaningful 

and then the last bit was … Help me out, Sue, on the first thing on the 

agenda. 

 

SUE SCHULER:  Sorry. Beginning discussing the mitigation including limitations and 

 potential solutions. 

 

KRISTINE DORRAIN: Thank you. Yes, that’s right. Discussion of mitigation, which is a really 

critical part of what we’re doing here because one of the things that we 

know is that different entities handle the way they run their TLDs 

differently and some people put restrictions on the way that people can 

get in and some people prefer an approach that allows, that thinks 

more about a mitigation strategy than a preventative strategy. 

 And so thinking a little bit about how those two types of models interact 

with one another and how we could report on mitigation. So those are 

some of the things that we want to get started on because we do know, 

we’ve been told, there are some limitations for how we report on 

mitigation. So trying to think a little bit about ways to overcome those 

challenges. 

 So without further ado, if Samaneh–I hate to throw you right on the 

spot–if you’re willing, would you walk us through a little bit of what 

you’re thinking as far as the future of ccTLDs on DAAR reports? And 
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then, Sue, if there’s a queue, I’ll be up at my office in just a couple 

minutes so either we can hold the queue ‘til I get there or feel free to go 

ahead and manage the queue. Thanks. 

 

SUE SCHULER: Okay. 

 

SUE SCHULER: Samaneh, if you’re talking, we can’t hear you. You might still be on 

mute. 

 

SAMANEH TAJALI: Yeah. I was waiting to make sure that it’s finished. So going on to the 

first point, the long story short, so at the moment, we are encouraging 

ccTLDs to join and they will give us, provide their zone files to ICANN 

repository which goes to the same infrastructure as the CZDS data and 

they can access it the same as gTLDs through the MoSAPI. That is as far 

as we are at the moment. 

 Now we still need to internally discuss–and we haven’t done it yet–of 

how we are going to, if and how we are going to include ccTLDs in the 

report. We have had ideas discussed with John that maybe we don’t 

include them in the general report. We make another report for them. 

Sorry, gTLD reports. We have two separate reports or include them but 

two different sections so that they don’t come across as comparisons. 

 So yeah. In short, we still have to have that discussion internally. Of 

course, we welcome ideas from you guys if you have any on this topic. 
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JOHN CRAIN: Just to follow-up on that, at the moment, we only have roughly a dozen 

or so ccTLDs onboarding, so the data is really sparse at the moment. So 

there’s not really data there to make a report from, at least not a public 

one. 

 

SUE SCHULER: Okay. Jim, I see your hand. Go ahead. 

 

JAMES GALVIN: Thanks, Sue. I guess two questions for Samaneh and John. I guess 

they’re related, so I changed my mind. Let me just make this one 

question. You talked about wanting to distinguish between gTLDs and 

ccTLDS. Maybe could you say a little bit more about why you think 

that’s important? I mean, I realize, Samaneh, you did end by saying if we 

have other suggestions, you’re open to that and actually, we’ll have 

some of that discussion when we get into other items on the agenda 

here, I know. So I don’t want to jump ahead. But I am interested in 

whether or not you have any particular motivation for believing that it’s 

important to distinguish them. So I see John’s problem with only 12, if 

you distinguish them, but if you didn’t, then you wouldn’t have that 

problem. So yeah, interested in the motivation for thinking that you 

need to distinguish them. Thanks. 

 

SAMANEH TAJALI: Yeah, Jim. So actually, I didn’t mean that. I didn’t mean that we need to 

distinguish them. In Montreal, I think if I’m not mistaken, it was at the 
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end of the preparation meeting for the DAAR session, the meeting that 

we had with you guys, we had this discussion with Rick that he asked, 

“How are we going to do this?” and he suggested that because ccTLDs 

have different operations than gTLDs, it’s not completely fair to put 

them in the same bucket and say, “Look, this is how [inaudible] is 

distributed over this versus the other.” 

 And that, we agreed with and that is why we need still to have the 

discussion of how not to do that or how not to present it in a way that it 

comes across that we want to make this comparison. That is what I 

meant. 

 

JOHN CRAIN: The other part of this, Jim, is that one of the things we wanted to use 

DAAR for in the original design was to sort of measure if policy had an 

effect, so if we made a change of policy over time would have an effect 

but of course, the majority, well, the ICANN policy doesn’t directly tie to 

the ccTLDS, at least the stuff that goes into contracts. 

 So it really isn’t apples and apples, as you well know. And the question 

in my mind is, in the report or any kind of reporting, how do you make 

that clear to people reading it? Because they may not know as much as 

we know about the industry. So I’m a little bit worried if we combined it 

all, that people would consider them apples to apples and they’re not. 

 

JAMES GALVIN: Okay. Thank you. I want to highlight one thing that you said and then 

we’ll pause and go back to Kristine so we can manage the agenda here. 
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But you talked about the goal of DAAR or at least one of the original 

goals–let me be a little more open about that–was to measure the 

effectiveness of policy and I think that’s just an important detail to 

highlight at the moment as we get into talking about the kinds of 

categories that we want to use. 

We’ll have to come back to that discussion and how that fits into this 

bigger picture because the one observation that I do want to make is on 

the one hand, sure, there are policies that are in place and ccTLDs 

versus gTLDs may have different policies and some policies are 

managed within ICANN and others are just, in ccTLDs’ case, they just 

decide what they are. 

But on the other hand, we’re all just registries and we’re doing the best 

that we can in our job and one of the visible elements of our job is the 

presence or non-presence of abuse. So I think that we can make an 

important distinction here between measuring the presence of abuse 

and how abuse is managed versus measuring the policies under which 

different TLDs operate. I think that you were sort of talking about that 

and I want to highlight that distinction and then leave it there and open 

up for others and leave it for Kristine to manage here. So thanks. 

 

SUE SCHULER: J.C., I see you have your hand. Go ahead. 

 

J.C. VIGNES: Hi. I want to second what was just said. I don’t think we should be too 

clever for our own good. Yes, we know that ccTLDs and gTLDs are not 
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apples to apples to us, but as Jim just said, abuse is abuse and a TLD is a 

TLD is a TLD. Because the general public doesn’t make the difference 

and because, quite frankly, sitting here as a registrar as well, I can tell 

you that a phishing attempt made using a ccTLD looks exactly like a 

phishing attempt used with a gTLD, I think what you’re talking about, 

John, is I would say, at best, an asterisk where we would say, “ccTLDs 

are not governed by ICANN consensus policies.” 

But when looking at abuse, and more importantly, when the general 

public will look at abuse, they won’t care for the distinction. And when 

they do care, they spread false statements, like the GAC when the GAC 

says that ccTLDs are better actors than gTLDs. This is simply not true 

when you look at TLDs in their globality. So I think that’s what we should 

care about for starters. And then when we have established a baseline 

for TLDs, we may look into differentiations. But to me, we’re talking 

about fine print here much more than what is and isn’t abuse in the two 

realms, gTLDs and ccTLDs. Thanks. 

 

KRISTINE DORRAIN: Thanks, J.C. I am now fully online and on the computer and everything, 

so thanks a lot, Sue, for helping to kick us off and get started. 

 I think that’s a really great conversation and I think it’s time to maybe 

open up agenda item number two because it’s related. So we’ve been 

talking a little bit about the ccTLDs are just another TLD. One of the 

things that Jim and I were exploring in our prep call yesterday was that 

very statement, right? So one of our concerns–and I expect that this is 

sort of what Rick shared with you, Samaneh–was this idea that the 
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ccTLDs, so all the gTLDs regardless of our policies or anything else about 

ourselves, we’re sort of, we don’t get to choose if we’re part of DAAR. 

You’re gathering all of our data. You’re including it. You’re reporting on 

it, right? So we don’t get to self-select as whether or not we’re in. 

 The ccTLDs get to self-select. So I don’t know about you but if I were a 

sort of bad actor ccTLD that had a lot of abuse–and maybe not even a 

bad actor, but maybe a bad victim, right? A lot of abuse–I might not 

raise my hand to be part of DAAR. I might. I can imagine that the dozen 

ccTLDs that you’re onboarding are quite possibly the ones that have 

very strong either registration policies or anti-abuse policies or 

mitigation measures. They have teams of people that either pre-vet 

registrants or they have to have some sort of a validated, a verifiable 

presence with the country, maybe they have a local business filing. 

There are a lot of really stringent requirements to belong to some 

ccTLDs and so I can imagine that those might be the types of ccTLDs that 

would raise their hand because they care pretty deeply about not only 

the abuse in their zone but also making sure that they share a good 

message about their successes, right? 

 So I can imagine that that might have been one of Rick’s concerns 

because it’s one of mine as well. So one of the things I’d like to throw 

out there for this group and this is really brainstorming. We don’t know 

if this is a good idea or a bad idea, but one of the things I want to throw 

out there for discussion is this idea of if we think about–we’re going to 

use the word “categories” again, I know it’s a terrible word–but we 

currently are categorizing TLDs anyway, right? We’re just glumping 

them as new Gs and legacies. So we’re trying to think of a better way to 

split the data. 
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And so one of the things we were thinking about is what if you divide all 

TLDs, legacy, new, CCs, all TLDs into two camps to start with. One is 

open and unrestricted. The other is restricted. And restricted can be a 

variety of restrictions. It could be kind of registration policies that just 

validate that you’re a member of a particular community or maybe that 

you’re … I mean, they don’t all have to be sort of dot-bank level 

restrictions, right? So it could be dot-US is a restriction because you 

have to have a bona fide presence with the United States. But any form 

of restriction that says you have to be a member of a particular group, 

so that would include dot-brands which are highly restricted. Maybe 

that even includes the spectral of community TLDs depending on how 

you get in. 

This would involve work on the part of the registry operators. We would 

have to sort of agree to lump ourselves into one of two camps. But it 

might be easier, from our perspective, because we wouldn’t necessarily 

be further sub-dividing ourselves which we think may cause additional 

problems. We feel like a first cut might be between various types of 

restrictions and then just completely open. 

And then as we run those numbers, we can compare–and this is one of 

the things that came up in our call last week–was we compare among 

ourselves. So within open TLDs, let’s see where, what’s happening, what 

the factors are for abuse. And then among restricted TLDs, let’s see 

where the bulk of that abuse lies. I’m imagining some of those TLDs will 

have no abuse but some might have some and we could learn a little bit 

more about it. 
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And then we can, as time goes on, sort of figure out other ways to self-

select that and on the restricted side, we might say eventually, “Well, 

let’s look at dot-brand, Spec 11 additions, additional picks, Spec 12, 

Spec 13.” But then we’d be comparing those within their restricted 

selves, not to general open. 

So I wanted to throw that out there. Brainstorm, spit balling, throw your 

ideas out there. Jim, go ahead. 

 

JAMES GALVIN: So thanks much, Kristine. I was looking to see if there was any other 

hand that was going to go up but since no one did for the moment, I’m 

going to be a bit more provocative than Kristine and let me press on 

this, especially given the opening remarks here in this meeting. I’m now 

feeling quite good about this. 

 DAAR, as an acronym, stands for Domain Abuse Activity Reporting. It’s 

not about gTLD abuse policies and whether or not they’re effective or 

not. I mean, if we take that in its most general interpretation, I’m 

actually thinking right now out loud and I want to be a little provocative 

and press on this point and see what folks have got to say, and also 

interested, especially, in what John and Samaneh think about how this 

matches the kinds of discussions that ICANN has had about it. 

If this is about domain abuse reporting, I very much like this distinction 

between you start and you do two levels of slicing the data. The first 

level of slicing the data, as Kristine just said, is it’s either an open, 

unrestricted TLD or it’s in some way restricted and we really don’t care 

whether it’s a ccTLD or a gTLD in that context. And we shouldn’t. 
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ccTLDs, the obvious restriction that some of them have is that you have 

to be a resident in that particular country. But whatever other 

restriction they might have, and whether they do any pre-preventative 

mitigation or they do post-preventative mitigation, so you can imagine 

being restricted where they might let anybody assert anything but they 

do an analysis after the fact of whether or not you’re in the community 

versus the dot-bank model of lots of upfront overhead in checking 

everything before you can have a registration and on the restricted side, 

you can divide things up then. 

Then if you want to compare and you want to see whether a policy 

works or not, on the gTLD side, you could create under the restricted 

category, other categories of TLDs based on the different measures that 

they take in managing their abuse. So you could have a Spec 11 group 

and then you compare all of them to each other. You can have a Spec 12 

and 13 group and compare all of them to each other. And whatever 

other group you want, brands, I mean, we can make that up as we go. 

We don’t have to know what they all are now. 

On the open side, what you fall into is that you don’t have any upfront 

mitigation. You have after the fact mitigation and that’s what gets us 

into a discussion of how do we deal with abuses going to be present. 

How do we measure the fact that service providers are actively engaged 

in mitigating abuse? They’re reactive in some way. Let’s take a look at 

those reactive policies and divide up the open TLDs based on that and 

then show those groups of TLDs only comparing them to themselves, to 

those individual groups and you leave it at that. 
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So we don’t actually assume that we’re trying to compare everybody to 

everybody else. You’re only comparing the way that they operate, the 

different TLDs and the way that they operate and we pick the elements 

that they operate by in which to group them. And I hope that’s not a 

little too long-winded. I was going to say more about an analogy but let 

me just pause there and see who else wants to add. Thanks. 

 

KRISTINE DORRAIN: Thanks, Jim. I’ll add on to the long-windedness, seeing no further hands, 

in that–and I put a little bit of this in the chat but it’s meant to just sort 

of compliment said because Jim has exactly captured our discussion 

yesterday perfectly–really, it’s about this idea. We were really 

concerned that the outcome of a DAAR report might lead the 

community and the public to say, “Everybody needs to have a dot-bank 

registration policy or whatever it is.” But perhaps that’s not the only 

answer because as Jim has repeatedly and consistently pointed out on 

these calls, mitigation is key and many TLDs are very good mitigators of 

abuse. They know that it’s going to happen and they’ve got lots of 

strategies in place to mitigate. 

 And so the point is to allow for the greatest number of business models 

without saying one is necessarily better than the other. But sort of 

showcasing the best of everybody. So of the restricted–we’re calling 

them restricteds–of those, what are the best ones looking like? And 

maybe they’re kind of obvious. Maybe dot-brands is like, “Well, no 

abuse in those.” But even of the others, what can we learn from where 

the least abuse is? And for the opens and those that prefer to mitigate, 

what are they doing that’s super-successful? 
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 And it forces the conversation to be about the wide variety of options 

and the buffet of options rather than trying to focus just on assuming 

that one option is necessarily going to be the right one. 

 And I see Kurt said in the chat, “Restrictions and restricted TLDs is not 

necessarily designed to curtail abuse. They maybe provide value to 

registrants to provide exclusivity. I want to be careful about defining the 

purpose of restrictions to prevent abuse, to provide exclusivity.” That’s 

a correction. Okay. 

 And yeah, I agree completely. I was being very generic. We probably 

don’t all have those restrictions to prevent abuse. I think it’s viewed as 

maybe a bit of a side effect, right? Of just sort of having a deep 

understanding of who your customer is. John, would welcome your 

contribution and anyone else, really. I understand that this is the first 

time you’re hearing this. Jim and I have had a few days to sit with this so 

we have a lot to say on the topic. But I really encourage people to 

explore their thinking. Even if ultimately we walk away from this call and 

decide this is a terrible idea, it would be great to explore it. So don’t be 

afraid to put your hand up. John, go ahead. 

 

JOHN CRAIN: Yes. I’m not sure whether it’s a brilliant idea or a terrible idea yet. I 

really need to think it through. I’m assuming to some level, this would 

be self-categorization which is fine, and we could sort of do some basic 

checks, maybe self-categorization with a quick explanation of why they 

are one or the other, which I guess is fairly easy to do. 
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 For the monthly reports, I think this level of simplicity might be good. 

And of course, it doesn’t prevent us, as a community, having a 

discussion about going deeper into other reports if we wanted to. Not 

the monthlys but one-offs or white papers or stuff. So I’m not opposed 

to the idea. I just really need to think through how you’d get the data 

and then how you would deal with changes over time, etc. if we decided 

things wanted to change. Because I’m assuming some registries also 

change over time, at least from restricted to unrestricted. I’ve seen that 

happen. I don’t think I’ve ever seen it happen the other way but these 

are all details. So in short, I’m not opposed to the idea. I really just need 

to think it through. 

 

KRISTINE DORRAIN: Thanks a lot, John. And that’s fair. And that’s really what the purpose of 

this call is. I see Samaneh and Jim. I wanted to just say that we did talk a 

little bit. I mean, ultimately, at the end of the day, any TLD policy-based 

categorization is probably going to involve work by the registry 

operators. We’re probably going to have to … It’s easy to say, “Who has 

Spec 13? Who has Spec 12? Who has Spec 11?” and then we can guess 

from there at some low-hanging fruit but it’s going to require some 

work on our part and there may be a [inaudible] process to, like you 

mentioned, recategorize or change the categorization if we got it 

wrong. If a registry comes forward and says, “No, wait. No, we have 

restrictions,” or “No, we don’t.” 

And then Jim had thought of this idea yesterday that perhaps in the 

next round, there’s a tick box that just says, “Are you going to be 

completely open or are you going to be restricted?” and then maybe in 
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your naming services portal, if you release your restrictions or release 

your terms, maybe you go in and untick that box so that it’s an easy way 

for DAAR to pull that data. But that’s just sort of, I guess, one of the 

many, many operational or procedural ways we could capture that if 

that would work. But go ahead, Samaneh, and then Jim, you’re next. 

 

SAMANEH TAJALI: Thank you for the suggestion. I completely agree with John that we 

need to think it through and also discuss with you guys if you have that 

data and how we can get that data for gTLDs, how we can get it for 

ccTLDs correctly raise by John. 

 But another point that I wanted to make was that at the end of the day, 

no matter how we do this categorization, it is a categorization, just 

exactly the same as legacy TLDs versus new ones. Anyways, there will be 

operators that won’t be happy because we are pre-indicating that we 

expect differences in abuse in this category versus the other. Now, I’m 

not against it. I would just like to raise this point before delving more 

into how to do it. 

 In terms of technicality, it’s completely doable. We just have to have the 

right data and if I understood you correctly, the sum of the suggestion 

was that we make the initial two categories of restriction versus 

unrestricted and then for each, we create more, dig more into other 

specifications that they have like specs, and maybe even still new and 

legacy and other things that can be there. That’s all from my side. 
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KRISTINE DORRAIN: Thank you, Samaneh. Yeah, those are obviously very, very thorny 

problems that we’re going to have to work through. I think to your point 

about people will protest any form of categorization, I’ll let Jim speak to 

that a bit, but honestly, yeah. They might. They will probably. Feel free 

to show up and provide a different way to slice it. That’s fine. 

But we think that this actually provides a little bit more of an egalitarian. 

By lumping like with like so that we’re not compared across and so that 

it’s actually a better, a more consistent way of applying the data and 

while we … 

The point of these meetings is to improve DAAR and make it more 

useful. While some of us may wish DAAR would completely go away, 

and while some of us may not want to be categorized with anybody else 

at all, I think one of the things that we’re all here is that we recognize 

that one of our sort of chief operating principles is that DAAR is here 

and we are here to work to make it better and if there’s a way that 

makes it better, even if we’re not completely in love with it, then we 

need to explore that idea. Jim, go ahead. 

 

JAMES GALVIN: Thanks, Kristine. I want to agree. We’ve already highlighted and pointed 

out a couple of times here and I don’t want to categorize them is, there 

are operational issues with, essentially, operationalizing this concept. 

But I do believe that, I firmly believe that those things are solvable. So 

we don’t have to spend, at least not right now, a lot of time talking 

about how we’re going to make that happen. In particular, whatever 

groupings we decide, somehow the groupings have to be created. 
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Everybody has to be assigned to a grouping and your assignment has to 

be managed. But I think all of those are solvable problems and we’ll 

figure that out. 

 The important thing here, in my mind, is focusing on whether or not the 

groupings, the categorizations are a relevant thing to do and what do 

we hope to achieve by having these groupings? And I think that really is 

a really important point that we have to tell ourselves and also make 

sure that we consistently message. I think my analogy here makes me 

think that it would be useful in this point and in this space. 

When I’ve been thinking about this process here and this categorization 

and I think about automobiles in the world, there are a lot of 

automobiles and automobile makers in the world, and automobiles fall 

into all kinds of categories from cheap little death traps to high-end 

luxury vehicles to high-end safety plus or minus luxury, that kind of 

thing. And you get to spend whatever amount of money you want to 

spend to get whatever you want out of it and it’s essentially a “buyer 

beware” kind of market. And I’m thinking to myself, especially for 

gTLDs, maybe similarly for ccTLDs but maybe a little less so if you really 

kind of have a monopoly to deal with in your own country, but that still 

applies to the automobile industry. That’s what we’re trying to create 

here. 

We’re just trying to create information about where abuse occurs. 

There’s useful information to know about the effectiveness of different 

kinds of policies and a buyer can make their own decision about 

whether or not they care about that in any given TLD. There are useful 

things to know from a security researcher’s point of view about the 
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origins of abuse. Maybe particular TLDs tend to be more attractive for 

abuse and it might be useful to really think about that and see that and 

consider that and so that TLD might alter its policies or not. I mean, in 

the case of ccTLDs, maybe you’ll get regional mappings or gTLDs, you’ll 

get regional mappings of abuse and you really get to ask yourself why. 

Overall, it raises the level of the industry. The important thing is not to 

focus on any one thing being the answer. You have to allow and agree 

that all forms of TLDs should exist and that’s the way we present this, 

and all we’re trying to do is create some information that gives the 

community at-large, and specialized communities like security 

researchers and cyber security analysts and that kind of thing, some 

data to work with and it also gives TLDs who are looking for back-end 

service providers data to work with in terms of being able to see how 

things are managed and what kinds of things work. And I think that’s 

what’s important here. So it’s not about driving us all to one place or 

another. It’s just about acknowledging, “This is what the industry looks 

like. This is what you’ve got to work with.” Think of it as the JD Power of 

TLDs as opposed to of automobiles. Thanks. 

 

KRISTINE DORRAIN: I think that’s a really helpful analogy, Jim. Thank you very much. I sort of 

put Samaneh on the spot in the chat, so I’m going to just make a 

comment while she’s thinking about whether or not she’s willing to 

comment on Kurt’s hypothesis and whether or not it’s the type of thing 

that we’d be willing to sort of put out there. 
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 So I’ll back up a little about Kurt’s hypothesis which I do actually like. 

One of the things, and maybe we didn’t explain this to John and 

Samaneh when we first met with you, but we had quite a number. We 

had several months of meetings before we invited you to join because 

one of the things we really wanted to do was establish what we were 

here for and what our purpose is. And sort of what I said a moment ago 

is really where we landed. We are here because we think DAAR can be 

made better and more effective and we want to help. 

 We are not all, everyone on this call, we are not all in agreement that 

we think DAAR was great and that we really are glad that it was 

invented. We’ll be perfectly honest with you. But we’re here because 

we have a good faith belief in trying to make it meaningful and helpful 

and useful. And so I think when we do things like make statements like 

Kurt’s hypothesis, I think that’s our way of putting forth sort of a goal or 

what can we learn from DAAR that will help the community. And I’m not 

sure if you guys have sort of your own working hypothesis as well. I 

need to go back and read the preamble of the DAAR report and dig into 

that some more. But I feel like every so often, revisiting sort of why 

we’re gathering data and the types of data we’re gathering and 

reporting on really provides a framework for how we can think about 

the data we gather and report on and what it’s going to mean to the 

community. 

 So with that, I’m not really seeing any other hands. Samaneh is willing. 

Okay, go ahead Samaneh. And then I encourage others to jump in. I 

know you guys are thinking great, wonderful thoughts. So Samaneh, go 

ahead. 
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SAMANEH TAJALI: Thank you, Kristine. So first, I agree with having a working hypothesis as 

a next step. I would like to highlight that behind, so there are two 

phases in which we do data on our meetings. One is exploration, which 

we don’t make any hypothesis. We just look at what comes up. That is 

like one of the previous sessions you saw my screen where I am just 

cutting the data and plotting in different diagrams, just to see what is 

there and what can be useful. The other is testing a hypothesis which is 

what we are doing for the DAAR report. Although in the report, it’s not 

explicitly written that we are, that this is our zero, or the so-called null 

hypothesis, which we say, for instance, we think legacy gTLDs are 

subject to more abuse than gTLDs and then we test that through either 

plots or with a statistical model. 

 Now you have seen an example of both. In the DAAR report, we have 

plots and more analytics. And in the preparation meeting that we had in 

Montreal and also actually in the DAAR meeting itself, I included a 

statistical model in which we tested several variables separately and 

also in the same model and there was this hypothesis behind the model. 

There should always be a hypothesis behind the model because that 

determines what you’re testing, your dependent variable. 

 So long story short, definitely. I agree with that and we have already 

been doing it. We can put it more in words and be more explicit about 

it. The more and also include, we had this discussion earlier in that we 

would like to include the mitigation factor as well and we should in the 

future, but we still don’t have that kind of data to test any hypothesis 

with but it is in our agenda and we will work towards that. 
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 Now actually I think a more useful discussion to have, or actually, after 

this step is to brainstorm what you guys think how we can get that data 

or if you can provide that data to us of your own actions, for instance, 

so then we get mitigation data, etc. Yeah, I hope that answered Kurt’s 

question and suggestion that he put forward. 

 

KRISTINE DORRAIN: Thank you very much, Samaneh. I think that’s really helpful and I’ll look 

for Kurt to raise his hand if he wants to ask a follow-up. 

 I want to sort of jump into, you had a lovely segue into this conversation 

about mitigation and so I want to kind of jump into that a little bit and 

talk a little bit about next steps. So you said something that really struck 

me. So you talked about two different ways you pull data. The first way 

is you don’t go in with a working hypothesis. You just pull all the data 

and see what the data teaches you and you ask questions from the data 

about what can you learn just from looking at the raw data. That’s what 

I understand your first, the first method of working is. And the second 

method of working is you start with a hypothesis and then you 

specifically and scientifically test that hypothesis. And you’ve done a 

little bit of both and we understand both of those things. 

 I think that that provides a little bit of a framework for how we would 

think about going forward to talk about mitigation and I’d love to get 

your scientific viewpoint, because I am not the scientist, about what 

that would look like. So we know that on the restricted side of things, so 

again, we’re kind of lumping everything into two columns. On the 

restricted side of things, that would involve the registries sitting down 
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and sort of self-sorting ourselves and our colleagues into various 

buckets and then sort of giving people an opportunity to raise their 

hand and say, “No, no, no. I have this restriction. I belong in the other 

bucket,” or “I don’t have any restrictions. Sorry, I belong over here,” and 

there would probably be a little bit of movement across the aisle but 

eventually, we would hopefully come up with a list of ways to categorize 

ourselves in either restricted or open. 

 But to your point, so that is the testing a hypothesis of “We think that 

there’s people that restrict and people that don’t, and we think that 

there’s meaningful data there,” and we would be testing that. 

 To the next point, to mitigation, and you’ve mentioned that there’s no 

good way to capture that, this is not speaking on behalf of the group or 

with my co-chair hat on. This is literally just me as a dumb lawyer that 

doesn’t know anything about data. What would be … Talk to me about if 

there would be any harm in saying, “We are going to test the 

hypothesis. All the open TLDs are going to give us X data.” Now you’re 

going to go to working method number one to analyze that data. So 

you’re going to get a bunch of data out of all of the opens, for instance. 

And we don’t know what mitigation strategies everyone’s using and we 

don’t have a really good way of capturing how, like the up time of 

domains, etc. 

 So is there any harm or benefit then of the open TLDs which we assume 

are using a reactive mitigation strategy, of saying, sorting them amongst 

themselves and then inquiring of them or finding some other scientific 

way of determining what the most effectives ones are doing, the ones 

that may be taking domains down quickly or the ones that may be doing 
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other things, working with registrars, whatever it is they’re doing. Is 

there a way to first, break everything down using our “test the 

hypothesis” method and then use the “see what the data shows us” 

method to figure out our next steps, to figure out mitigation. Or is that 

not a very scientific way of doing things? And I’ll pause and maybe my 

question wasn’t clear but Samaneh, go ahead. 

 

SAMANEH TAJALI: Kristine, just to summarize if I understood correctly, what you were 

asking for was if we assume that we actually have this data, then can we 

find policy and we have this , we make a hypothesis and we go ahead 

and make a model, let’s say. There is no need for categorization. We can 

just put all of the variables in the model. Let’s say we say we want to 

know if restrictions to our hypothesis that if restricted TLDs are more 

effective in mitigating domains down unrestricted. Then we would like 

to know if yes or no, and if yes, what are the effective policies? Was that 

what you suggested? 

 

KRISTINE DORRAIN: No, and thanks for giving me a chance to clarify it. So for mitigation, 

sorry, if we’re looking at the restricted TLDs, we might have a ranking 

from least to most abused TLDs in restricted. And so we would look at 

that data and we would say from that data, some TLDs appear to be 

more abused than others. Can we get information about their either 

preventative or reaction mitigation based on how the data shakes out 

after the fact? So you were saying sort of gathering all the data and 

looking at it later to see if ideas rise to the top, and so I was actually 
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saying it from the open side. But it could be either side, so on either side 

of the categorization, we want to know more. So the raw data of abuse 

in open versus restricted is not really what we’re going for. It’s the 

comparison within a category and so how do we determine within a 

category what the key data points are. So if I want to guess at what … If 

I’m looking at an open TLD, how do I know it’s effectively mitigating or 

not? Are there data points that could rise to the top just by looking at 

the data, meaning we don’t have to make a new hypothesis? The data 

will show us. Will it be evident? That’s, I guess … Hopefully I’m asking it 

better. 

 

SAMANEH TAJALI: Yeah. Now I understand. Thanks for the explanation, clarification. So I 

would say from the top of my mind that this is doable. Of course, we 

can do it. But again, we need to know. Let’s say that we rank TLDs based 

on their abuse and we select the top ten and we want to know what are 

there or if their mitigation has been any related to the amount of abuse 

they have, their mitigation strategies. We still need to get to know 

actually their mitigation strategies and to know that, we need to know, 

for instance, their, how quick they were in taking down. And at the 

moment, the only way to get that data is through RBLs and some of the 

RBL is provided, some not. 

The other way is through the registries themselves. For instance, what 

just came to my mind and this, for instance, I thought that we could do 

a case study–and this is not for the DAAR report for sure because it 

would be a case study–of if any of you guys are willing to provide such a 

data to compare two, three just as a case study and look at their policies 
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in the case where we don’t have comprehensive data on mitigation for 

all the gTLDs. 

But in terms of work and looking into not limiting ourselves only to look 

into restricted versus not, but going further, this is definitely the 

direction and what would be more useful and more insightful. If we had 

the data [inaudible], we would do the same. 

 

KRISTINE DORRAIN: Thanks, Samaneh. Yeah, I think that answers my question. The thing I 

also wanted to just point out and I see Kurt’s hand in the queue so I 

don’t want to take a lot of time. And Jim and I talked a little bit about 

this yesterday, which is it’s all well and good to look at the open TLDs 

and say … I’ll pick on my own TLD, for instance, so we have dot-[muah], 

and we can say, “[Muah] gets and it has 1,000 domains under 

management and 100 of them at any given time are abusive. 

But gosh darn it, Amazon registry takes those domains down right away 

when they’re bad, right? So at all times, it will show a 10% abuse rate. 

So the DAAR report will only show the absolutely level. It won’t show 

how fast I’m responding. I think. 

And so my concern is, and I think this goes to our mitigation question 

and it digs deeper into it, is, “Is there a way that the data could be used 

to draw that out and to help us learn more about how to inquire?” 

because I agree with you that I think at some point, we end up having to 

go back to the registries to say, “Okay, you appear to have consistently 

low numbers,” or “You appear to have consistently high numbers, tell 
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me more.” But then we’re still leaving it up to people to voluntarily put 

this data forward which some of us may or may not be willing to do. 

So I’m a little bit of a concern about that and I think Jim is commenting 

on it on the chat as well. I do want to let Kurt get in the queue right now 

and then Jim who I think will probably speak to this as well. So Kurt, go 

ahead. 

 

KURT PRITZ: Thanks, Kristine. So I [had] the sort of same idea that Samaneh had at 

the same time she just thought of it at this minute, but in order to 

measure the effectiveness of mitigation measures, we don’t need 

across-the-board data from all the registries and then pick the ten 

worst. We need to identify mitigation strategies put in place by different 

registries and measure their effectiveness, how long, what’s the lifetime 

of an abusive domain given a certain mitigation strategy and even over 

time, if registries are identified as having good mitigation strategies, are 

they kind of left alone by DNS abusers? 

 So I think James is talking to this a little bit, that we have to be careful 

about how we would do it. But I don’t think we need the DAAR, the full 

DAAR data or a full data set in order to measure the effectiveness of 

mitigation strategies. What we want to do is for this part of the analysis, 

identify different mitigation strategies and identify not just the 

effectiveness but the cost effectiveness. So 9the benefit cost analysis of 

each one, so we could identify for the industry, which are the best ones. 

Thanks. 
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KRISTINE DORRAIN: Thanks, Kurt. I’m hearing a proposal there to start with the strategies 

and work backward. I like that. That’s really interesting. Jim, go ahead. 

 

JAMES GALVIN: Thanks, Kristine. I guess I want to say three things. One, I want to 

leverage off of something that Kurt just said about cost effectiveness of 

strategies. 

 My caution there for us, I guess, as registries and I’m sure that registrars 

would have a similar caution in this space, is I don’t want, I’d like to try 

and avoid DAAR making value judgments about any data that it’s got 

there to the extent possible. I think it’s a little hard to present data that 

suggests whether a particular mitigation method is a good idea or not. 

 I get that we can argue that DAAR itself is a value judgment because 

you’re automatically saying that the presence of abuse is bad and this is 

where it exists. And I think that this has always been my concern with 

DAAR because I think that that is short-sighted and kind of misses the 

point, and is really stressing or really pushing for a particular kind of 

solution and not at all allowing the industry to exist in the way that it 

does. So there’s a little bit of subjectivity going on there. But I’m feeling 

a little bit of caution about trying to find a way for DAAR to explicitly 

represent value judgments. 

 The second thing that I want to say is to take a little bit of a step back in 

all of this and just say that part of what is going on in my mind and I like 

to, we’ve said this already a little bit and I want to take an opportunity 

to repeat it and I think we’re going to have to remind ourselves of this 

many times over because I think it’s really super important. In this 
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business of a value judgment, we’re sort of going down this path of 

suggesting that open TLDs are bad. Ultimately, one can imagine that a 

worst case scenario is that’s a downstream consequence of all of this 

and I think it’s important that we keep in mind that the purpose of this 

is simply to talk about abuse and present the fact that it’s there and 

then also talk about what’s being done about it and just make it visible 

and make all of that visible. 

 It is not intended and I hope that it should not be intended that open 

TLDs are bad. That absolutely can’t be a goal here and therefore, I just 

want to say that out loud again and be very explicit and direct about it 

because I think that’s important. Open TLDs have mitigation strategies 

and we should talk about those and highlight them, and that’s a good 

thing because it does bring me to the third point that we’ve also said 

many times. 

 In the end, we really don’t control abuse. Even in a restrictive TLD, you 

don’t control abuse. Abuse is a given. It’s absolutely always going to be 

present and all of this discussion about what is the silver bullet that’s 

going to end abuse? And let’s rank everybody and find who’s got the 

most abuse and kill them off kind of thing. That just drives us towards 

this model that abuse should be zero, and I’m sorry, that’s simply not 

going to happen. We don’t control the malefactors. You just don’t. So 

it’s always going to be present. 

 So this is about putting some data up there and you’ve got to put good 

data as well as the bad. And this is why my issue that I’ve said a few 

times and I’m going to repeat it here too, and I think one of our 

discussions, we have to get into figuring out how to represent the fact 
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that mitigation that reactive strategies are in place in force and they 

work. You have to know that they’re there and I really think that being 

able to find a way to represent that data is good. 

 We’ve got these reputation providers that give you a straight-forward 

way to represent at least some kinds of abuse and at least reasonably 

responsibly or within an order of magnitude that it’s present. Well, you 

can’t just paint all registries and registrars with a bad brush. The critical 

thing here is how to represent mitigation and I said in the chat, I think 

tracking mitigation is a real operational issue that we have to step back 

and think about. I’m assuming that ICANN will take on the job of taking 

in whatever data we can create to get to them and they’ll track it and 

then they’ll present it in DAAR. 

We have to figure out what the best way is to gather that data and 

collect it and then make it available so that we can deal with DAAR as an 

informative tool to the community and not as a compliance tool, to put 

a really negative spin on it, but certainly not because we’re trying to 

rank people so that we can kill the bad guys because you just … DAAR is 

a leading indicator, but it’s not going to tell us who the bad guys are 

because the real bad guys are the malefactors and we need to keep that 

in mind. Sorry for going on a little bit. Thanks. 

 

KRISTINE DORRAIN: Thanks, Jim. I think that’s a really timely reminder and a really great way 

to end this call and the year. This has been a really … We’ve had a really 

good year. We’ve had a lot of really great discussions. We’ve had people 

with a lot varying interests and different TLD models. We’ve had ICANN 
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show up to these calls. It has been … I have to say I think we’ve done a 

really good job. We’ve done a large number, a large percentage of what 

we set out to do here and we’re getting into the thorny weeds of it and I 

think that this has been really constructive and 100%, I agree that we 

need to be really careful and it’s always good to have that reminder 

about what we’re trying to accomplish and what we’re not trying to 

accomplish, what we’re trying to avoid. So I think these are really good 

things. 

 Thanks, everyone for joining. Donna’s jumping. She’s got another call. 

I’ve got another call. So I do want to end on time today. Next, we do not 

have a call again until January, I think 7th. It should be on folks’ 

calendars. I think what we set up to do, and Jim, correct me if I’m wrong 

here is I think what we’ve done is we’ve started to add John and 

Samaneh to every other call. So that will allow all of us time to go away 

and do some work time and hopefully accommodate I know Samaneh’s 

doing other work besides just doing DAAR, so allow us time to sort of 

come up with our own, do our own side work as well. I think one of the 

things that I would highlight is this idea that I think we will take an 

action item and I know we’ve talked about this a few times, but we 

wanted to circle back on this way to categorize. 

I think as registries we’re going to have to go back to the group and see 

how we can break ourselves up into the two different groups. And I 

think we’re going to try to make that attempt next week. And then I 

think we do need to continue the discussion going forward about 

mitigation and ways to capture that and how we can capture it or have 

a volunteer collect that data or however it is we’re going to do it. I think 

that’s a conversation we’re going to need to keep having over time. 
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So next call will be just registries. John and Samaneh, I hope you’re able 

to join us for the Tuesday after that. I think that would be about the  

14th maybe. Thanks, everyone for a fantastic year of work and for 

almost year, I guess. We kind of chartered ourselves in March and I will 

leave you all with a reminder to have a fantastic holiday and happy new 

year and talk to you in the new year. 

Oh, goodness. Amazon picked the greatest song ever. I don’t see 

commercials so now you’re going to have to Skype me and tell me what 

song it is. Thanks Sam and thanks a lot to my co-chair, Jim, for all of your 

work this year as well. Thanks, everybody. Have a happy holiday. 

 

SAMANEH TAJALI: Thank you, Kristine. You have a happy holiday as well. 

 

KRISTINE DORRAIN: Thank you. Bye-bye. 

 

SUE SCHULER: Michelle, we can end the recording. 
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