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SUE SCHULER:    Great, thanks. Okay, Donna.  

 

DONNA AUSTIN:  Okay. Thanks, Sue. So, thanks, everybody, for joining this call. 

The call is a precursor to a conversation that Russ has requested 

with the interested folks about the disagreement we have of the 

interpretation of spec 11.3(b). 

 Now, I appreciate that we have been pretty clear about what we 

think spec 11.3(b) means, and of course I think Jamie said to us, 

and we just have to agree to disagree. But what happened as a 

result of the compliance audit is that the final report had a 

recommendation or a finding that there needed to be a 

conversation between the registry operators and ICANN about 

spec 11.3(b). So, that’s why we’re going to have this conversation. 

I don’t necessarily think that our position is going to change a lot. 

But what we probably do need to do—and this is the conversation 

we had with Russ. As I said, I don’t expect our position to change 

but maybe what we could come to agreement on is how do we 

fulfill that obligation compliance seems to think that we have in 

providing reports. 

 So, what I just want to go through quickly is Jamie actually did a 

pretty good job of outlining the issue in a deck that he provided 

during the Montreal meeting but he didn’t actually speak to it, so 

we didn’t get a chance to go through it. So, I think that’s where I 

want to start. Does anyone have any questions before I kick it off?  
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 Okay. Sue, if you could bring up that deck, please. Skip to the 

next slide.  

 So, we all understand what’s in … I’m just going to assume that 

people know what’s in spec 11.3(b). But it’s there as a refresher 

and it should say the RA, not the RAA.  

 So, the registry operator will periodically conduct a technical 

analysis to assess whether domains in the TLD are being used to 

perpetrate security threats such as farming, phishing, malware, 

and botnets. Registry operator will maintain statistical reports on 

the number of security threats identified and the actions taken as 

a result of the periodic security checks. Registry operator will 

maintain these reports for the term of the agreement unless a 

shorter period is required by law or approved by ICANN and we’ll 

provide them to ICANN upon request.  Next slide, please, Sue.  

 So, Jamie has identified where there are areas of agreement and I 

don’t expect that we’ll have any disagreement with this. So 

registry operators must periodically conduct a technical analysis 

scan of their TLD zone to identify domains used to perpetrate 

security threats. So, the purposes of this provision and the recent 

audit security threats are phishing, malware, and botnets. Registry 

operators must maintain statistical reports on the number of 

security threats identified and the actions taken as a result of the 

periodic security threats and registry operators must maintain the 

reports and provide them to ICANN upon request in the form of 

security threat reports.  
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 So, I think that’s pretty accurate in terms of areas of agreement. 

Are there any others that we may have missed? Okay, next slide, 

please, Sue.  

 So, this slide talks to areas of disagreement. I think this is more 

about …. Jamie is using some of how some registry operators 

responded. So, because of the threat of enforcement from 

compliance, I think there were a number of registry operators that 

actually provided additional information to the audit but noted that 

they considered it was outside the scope of spec 11.3(b). So I’m 

not going to go through this bit because it’s more related to what 

was provided in the audit that—Sue, if you can go to the next 

slide, please. 

 So, this is where Jamie has identified the primary areas of 

disagreement among compliance and registry operators are—

where the registry operators must provide detailed information 

with ICANN compliance regarding their DNS security threat 

programs including a list of the names identified by the registry 

operator as security threats and whether it is appropriate for 

ICANN compliance to identify and provide to registry operators the 

variance in reported DNS security threats included in registry 

operators’ security threat reports versus those listed in [RBLs] 

reputation—somebody help me out. But I think we all know what 

[RBLs] is.  

 To address this issue, ICANN Org proposes to enter into a 

dialogue with registry operators to develop a shared 

understanding of the scope of specification 11.3(b).  
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 So, that’s where we are. Russ wants to have that conversation 

about developing a shared understanding of the scope of 

specification 11.3(b).  

 My personal view is that I don’t think we’re moving [off] what we’ve 

stated before. So I’m interested to understand whether, given a 

period of time where there’s a softening of position of the RySG or 

whether we’re still pretty firm in that regard. So, any comments on 

that? And I notice Rubens has got a definition of statistics in the 

chat. Kurt, go ahead. 

 

KURT PRITZ: So, the discussion is not about whether compliance can ask 

questions in addition to the scope of the audit or ask for additional 

information. It’s just about the interpretation of the term and what 

compliance can do to measure compliance with that. Correct? 

 

DONNA AUSTIN:  Correct. So, given that I don’t believe we’ve moved from the 

position that we stated back in November of last year and what 

some registry operators responded to the compliance, to the audit, 

in the same fashion and some provided more information than 

others because of that threat of enforcement from compliance.  

 What I want to understand is are there other ways that we could 

work with not compliance but whether we could work with GDD to 

provide this information going forward, whether it’s something that 

GDD could do or something we do separately. Or is there just …  
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 Because what we said in the letter is that we would be willing to 

work with GDD to provide that extra information but we would not 

provide it to compliance because it’s not required as part of our 

contract and we’ll stick firm on that.  

 So, when I’ve had a conversation with Russ, I said I think that’s 

still our position but I will check. But probably where we need to go 

with this conversation is understanding whether there are other 

ways that we can make that information available.  

So, does anyone have any views on that? Is this something that 

we think we could agree to provide separately as part of a GDD 

survey on an annual basis or something like that? So, Sheri and 

then Jim.  

 

SHERI FALCON: Yeah, Donna. I think it’s a great idea to do it as a survey. 

[inaudible] anonymously is going to get the best response that 

really can’t be tracked. But I think that would be consistent with 

our positions on the subject historically which is we’re very happy 

to be communicating around this to make the system better but 

we definitely don’t want this to be part of a compliance contractual 

audit. 

 

DONNA AUSTIN:  Thanks, Sheri. Jim?  
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JIM GALVIN:  Thanks, Donna. The question I want to ask is do we have a sense 

of—or maybe a definite knowledge of—what the goal is that 

they’re trying to achieve by wanting access to this data? I can 

make a suspicion but I’m wondering how close to accurate that is.  

 The reason why I asked the question is, as I know you know, 

Donna, and many on this call, we’re obviously having a related 

conversation with respect to DAAR and what data is shown there. 

It occurs to me that they’re just looking for ways to evaluate what 

is being done about abuse. Separate from the fact that our 

contracts certainly don’t put them in a place of where they can do 

that directly, which is the purpose of this discussion. I think its 

useful to keep in mind that it’s possible that a partial answer to 

that question will naturally form out of the evolution of DAAR. So 

maybe this question goes away if that’s really what they’re after. 

So I don’t know. I just wanted to make sure that we had full 

context here in this discussion as to what we’re after here. 

Thanks.  

 

DONNA AUSTIN:  Thanks, Jim. My recollection of conversations that we had with 

Jamie throughout the audit process is they were hopeful that what 

would come out of the information is that they would be able to 

say maybe there’s a number of best practices that rise to 

throughout the—as a result of the audit. So, there may be 

measures that some registry operators are taking to mitigate or 

respond to abuse that may be more successful than others.  

 So, I think what Jamie was looking for was maybe there’s best 

practices we can point to but I don’t think it was anything more 
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specific than that but I can’t … That’s as far back as I can stretch 

my memory. I don’t know if others have a recollection.  

 

SHERI FALCON: I think it’s always been a little ambiguous, to be honest with you. 

So, I think it would be helpful to understand from them what the 

point is. If it’s purely … Part of it was maybe while DAAR was 

expanding in its role and maybe they were trying to overlap that. 

Maybe they still are. Maybe they still aren’t in light of all the 

feedback. It’s hard to know. 

 But I guess it would be helpful as a part of the process to figure 

out what their true desire is. If it’s just a best practice inquiry and 

survey, then it should be framed in that light, so that it’s shared 

accordingly.  

 

DONNA AUSTIN:  Okay. Jim, new hand?  

 

JIM GALVIN:  Yes, please. I guess the little bit of context I want to add to this 

idea that even if turns out it’s about looking for best practices and 

that’s what they’re after, I do know that from our discussions in 

DAAR—now, we haven’t come to any final consensus, but the 

idea of disclosing necessarily the specifics of what we do, I would 

say is not generally on the table. We’re not generally interested in 

wanting to do that. There’s really just a question of whether we’re 

doing something or not and that’s fine. We’re certainly not 

obligated to expose currently what we do and it really shouldn’t be 
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necessary to do that. So, best practices really can’t be a goal, 

either. That’s a whole separate thing if that’s what they’re after. I 

just wanted to make sure that that’s my position about that and I’m 

hopeful that others will concur with that. Thanks.  

 

DONNA AUSTIN:  So, Jim, if I could just check with you. There seems to be 

agreement with Sheri’s first statement that an anonymous survey 

to—maybe annually—about how we respond to security threats 

and monitoring might be something that we’d be willing to provide 

but I’m just not sure what you just said is consistent with that.  

 

JIM GALVIN:  So, I guess, strictly speaking, I wouldn’t agree with that. I would 

want to shy away from that. But when Sheri suggested that it be 

anonymous, I’m willing to continue to explore that and see where 

that goes. 

 What I worry about is once we start talking about some of the 

specifics of what we do, you know that the next step is going to be 

that that’s what we’re all going to have to do and maybe that’s not 

the right thing. That’s been a key point of discussion in the DAAR 

group, so we just want to be cautious of that here because I don’t 

think that’s a path we want to head down. At least not yet anyway. 

Thanks.  

 

DONNA AUSTIN:  Okay. Thanks, Jim. Kurt? 
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KURT PRITZ: Thanks, Donna. Three points that are kind of scattered. One is 

that it seems to me in the chat Rubens has the winning argument 

about what’s required to deliver to ICANN because he highlights 

the word “number” of security threats in the clause. So that’s 

about number, not identity. So, I don’t see how anyone could 

really win an argument advocating number one here for the area 

of disagreement.  

 The second thing is that when we’re talking about surveys or 

additional information, I think we should take it out of Jamie Land 

right away because then it’s no longer a compliance issue. So, I 

think we should have a discussion with ICANN about what 

additional information that registries could provide. But I don’t 

think it should be with Jamie. I think anytime you give compliance 

an additional task that’s outside of the role of compliance, it sets 

up a natural conflict of interest for that department. So we really 

need to be very careful that we don’t expend the conversation with 

the compliance department.  

 And third, with regard to surveys, I think surveys are a really good 

idea but it’s all about not conducting the survey but how you set it 

up and what’s the goal of the survey. That’s the really hard work. It 

doesn’t seem to me that the goal of a survey should be to identify 

best practices. The goal should really be to understand more 

about abuse and how it might be mitigated. Then that might lead 

us to identifying best practices but we really need to get at the root 

cause or root reason why we’re conducting a survey and then 

carefully construct it.  
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 Then, if it’s carefully constructed right—if it’s carefully 

constructed—then it’s pretty easy to execute the survey and there 

would be a high expectation that we’d get something meaningful 

out of it. Thanks.  

 

DONNA AUSTIN:  Thanks, Kurt. All valid points. I don’t think there’s any suggestion 

that this would be—if we did go down this path, that it would be 

conducted …. That we would be willing to have it conducted by 

compliance for the same reasons that we decided when they put 

out [inaudible]. So, I think if this is to be done, it would be done 

under GDD. And also, it’s not just … Some thought has to go into 

the survey to make it meaningful and I certainly agree with that.  

 So, does anyone else have anything else to offer? I’ve been pretty 

open in my conversation with Russ and I said, look, I don’t think 

we’re going to get very far with this and I don’t want to prolong the 

conversation if we’re not going to come to some agreement. So 

I’m not expecting this to be a series of long, meaningless 

conversations. It will be … We can either reach agreement early 

on what we want to do or we just stop talking because I don’t see 

any value in just talking and not getting anywhere.  

 So, there was some suggestion I know in Montreal that perhaps 

some registry operators were amenable to modifying the clause in 

the registry agreement. And I don’t think Brian Cimbolic is actually 

on this call but that specifically came from Brian. I don’t believe 

there was support for that idea and agreement, but is anybody 

here amenable to that kind of suggestion?  
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 So, Rubens, when you say you’re not willing to provide anymore 

information to ICANN, you mean in terms of by way of a survey 

but also in terms of modifying the agreement? For compliance. 

Okay. But you might do that as a separate exercise? Okay. All 

right.  

 Okay. So, I don’t want to belabor the point if there’s nothing else 

that folks want to add here. Have I missed something? Maxim, go 

ahead. 

 

MAXIM ALZOBA:  There is one thing I think we’re missing here, that the number of 

cases—that there were a number of cases where there were false 

alarms. And as I understand, everybody still taken as granted that 

everything they dump into DAAR from those sources is true 

information and it wasn’t. I’m not sure that … I’d say mainly in our 

contracts in favor of those want to do that without proper 

grounding is a good way forward—without making those sources 

at least more or less reliable, it’s … We basically not have a basis 

for that. Thanks.  

 

DONNA AUSTIN:  Sorry, I was on mute. Maxim, I just wanted to ask in follow-up to 

that, the work that’s being done within the DAAR Working Group, 

would that overcome some of your concern about the false alarm 

or false information? Does that work address that aspect of it?  
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MAXIM ALZOBA:  Not necessarily because DAAR group works on how to dissect 

statistics and how to interpret that. In situations where you have 

not reliable raw data and you rely on your statistics on the fact that 

everything you get is true, it doesn’t matter how you dissect it. You 

will have the same, I’d say, quality of information. So, not 

necessary.  And [inaudible] during the DAAR conversations, there 

was some confirmations from the CTO office side, they don’t do 

this basic sanity check if those claims are true or not. Thanks.  

 

DONNA AUSTIN:  Okay. Thanks, Maxim. So, I guess the possible implication of what 

you’re saying, compliance has done this audit. I t’s not beyond 

the realms of possibility that they would target specific registry 

operators and do the same thing again and ask for the same 

information. So, I guess maybe, as a separate effort, we need to 

challenge that underlying data that they were claiming was 

problematic and the registry operator doesn’t necessarily have 

agreement on that. But I think that might be a separate 

conversation.  

 Ray, to your—who in ICANN is proposing to enter into a dialogue? 

So, this was a finding that came out of the compliance report and 

the dialogue we would have—my understanding is that we would 

have that with Russ. So it would be with the GDD. I don’t think 

Jamie is going to be involved in that at all. Kurt and Matthew, I 

agree, that any amendment to the agreement would have to go 

through normal processes. We’re not in a position to do anything 

outside of that.  
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 So, Sam, you’re right. The most important thing at the outset is 

getting ICANN to be very clear and specific about what they’re 

trying to achieve here. And I have [inaudible] that on a number of 

occasions. Effectively, what they want is for us to see their point of 

view and agree with their point of view. And I’ve said to Russ 

that’s not going to happen, so you need to think about what else it 

is you want to get out of this. Otherwise, we get nothing. So that’s 

why I said this could be a very short conversation. But we will see 

how it goes.  

 So, I think, in summing up, we’re agreeable to having a 

conversation about helping—having a discussion about how we 

can provide this information through some other means. Maybe an 

anonymous survey that’s done by GDD but that survey has to be 

meaningful so that they’re getting the right data out of it. I don’t 

know that we’re really in anything beyond that. 

 Jim, I take on board your concerns about providing anything that 

could be construed as a best practice and then ICANN starts to 

look for ways for everybody to do things the same way. I would 

hope that we have enough diversity within the Registry 

Stakeholder Group that we can push back pretty firmly on that but 

we operate different registry operations, so what works for one 

isn’t going to work for another. It’s the same as that. The GAC 

seems to think that the CCTS are the … We should be raising to 

that bar. But it’s impossible because we’re not … C’s and G’s are 

very different.  

 So, Kurt, when ICANN says their point of view, you’re referring to 

the areas of disagreement on the slide. Can you just talk to that? 
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KURT PRITZ: Yes, sorry, Donna. A minute ago you just said if somebody asks 

what does ICANN want, your answer was that ICANN wants us to 

agree with their point of view and I was just clarifying what their 

point of view was. Is their point of view that we agree to their side 

of these areas of disagreement?  

 

DONNA AUSTIN:  Pretty much. Russ wasn’t that specific, but I think that’s what he 

was getting at. So, I would take it that they want to overcome 

these areas of disagreement by us agreeing to them is the way 

I’ve understood Russ.  

 I’m just scrolling back up to the chat. Sam, I agree. At the outset, 

that’s … When we get on the call with Russ, that is the first 

question we will ask and we’ll see what he repeats for us. And if 

it’s anything like the conversations I’ve had with him, I think we’ll 

be … They want compliance to be able to monitor for the—I don’t 

know if monitor is the right word. They want compliance to be able 

to request this information. We still have an [open mic].  

 Okay. So, Kurt, is that an old hand?  

 

KURT PRITZ: No, it’s a new one.  

 

DONNA AUSTIN:  Sorry.  
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KURT PRITZ: This is kind of a different question, but number two here has to do 

with ICANN compliance receiving reports from their [RBLs] and 

we all have our own monitoring service where the registry I work 

with pays [Trivago] to monitor all the different reputation providers 

[inaudible] provide a summary report. But we all pay for this in 

some way. Is there an appetite for turning number two around and 

maybe asking ICANN to give us their reports? So maybe that 

would save costs or give us a comparison. Is there any appetite? 

Or what are the bad reasons for asking ICANN, “Why don’t you 

just give us the data that you’re receiving from [RBLs] for each 

registry?” That could be a question really born out of ignorance 

but I was just wondering.  

 

DONNA AUSTIN:  Does anyone have any thoughts on Kurt’s question? And I’ll go to 

Maxim in the interim. Maxim? 

 

MAXIM ALZOBA:  Two items. First, the current contract of ICANN with their sources. 

As I understand, they have provisions saying that they cannot 

share information. It’s one of the things I heard a few times from 

ICANN side.  

 And the second thing. They still believe that the fact that registries 

didn’t give compliance everything they want. It’s something bad. 

Because, in our case, ICANN Compliance, for example, wanted 

the [inaudible] reports of how our law enforcement works. And in 

our case, a situation where for a not-for-profit, want details of how 
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law enforcement works, [inaudible]. And it’s not bad that we 

denied them this information. We just followed our law. We didn’t 

want to go to jail for some reason. Thanks.  

 And we’re still not saying that not everything they wanted is a 

good question—I mean, that the questions were legit. They say 

that everything they wanted was a real thing everyone needed, 

the community needed, everyone need. No, it just was the list of 

questions from ICANN Compliance, not necessarily taken into 

account the jurisdictions of the responders. Thanks.  

 

DONNA AUSTIN:  Thanks, Maxim. So, maybe the … So, to Kurt’s question about 

whether it’s appropriate for ICANN Compliance to identify and 

provide the [areas] of variance in the DNS security threats report 

and whether we should have that information provided to the 

registry operators as a matter of cause by ICANN, I think what I’m 

hearing is that it might be helpful if you have two sources that you 

can try to balance one against the other. So, one is [inaudible]. 

Maybe that’s ….  

 Sorry, Jim. I’m just reading through your comment. Okay. Sorry, I 

completely lost my track of thought.  

 So, I think we’re okay to move forward with a call with Russ. I 

think our starting point is, “What’s your objective here and what 

are you trying to get out of this?” He might surprise us. He might 

come up with something different to what I stated. But my aim with 

this call was just to confirm where I thought we were at, as the 

stakeholder group, and see if we’ve shifted off where we were in 
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November. I don’t believe we have. So, we’ll have a call with Russ 

and we’ll see where it goes. But I think there’s a willingness to 

provide some of this information but sometimes it’s not through 

the compliance mechanism.  

 Anything else anyone wanted to add? Only when hell freezes 

over, okay. Could be closer than you think, Rubens, given what’s 

going on at the moment.  

 Alrighty, folks. Thanks for joining the call. I won’t take any more of 

your time. You can end the recording. Sue.  

 

SUE SCHULER:  Thanks, Donna. Julie, please stop the recording. 
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