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SUE SCHULER: All right, thanks. Okay, Rick. 

 

RICK WILHELM: Very good. Good morning, good afternoon, good evening, everyone. 

Welcome to today’s call for the RDAP Working Group. It is the 12th of 

November. Rick Wilhelm, Verisign, hosting today, and we’ve got a good 

crowd in the chatroom here. So, thanks, everybody, for coming and 

showing up. We’ll be talking a little bit here. 

 We’ve sent out our normal agenda this time, so everybody had a chance 

to hopefully look at that. And we will be having a call for any other 

business, of course, at the end; but if anybody will take a second for 

agenda bashing. So, if anybody has any comments regarding the agenda 

that they would like to bring up now, please feel free to do so.  

Looking for hands. Not seeing any, so we will go ahead and charge in.  

 Implementation status. Any implementation comments. We’ve got the 

links there if anybody is curious about the numbers. We’ll just go ahead 

and look for hands. Anybody got any implementation topics that they 

want to bring up? I guess that’s sort of a cousin of AOB, but who’s to 

know where the line is? Not seeing any.  

Okay, we will go straight into our topic from last week. Well, last 

meeting to be more precise. We’ve got, here, my own summary. This is 

me kind of going through the meeting thread and such to sort of see 

what folks had to say on the thread.  
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This got started by a great question from Sarah, I think, that she was 

bringing over from the IRT. So, I’ve characterized it there. I’ve got 

summary from some of the discussions that we had on the list.  

I augmented a little bit in the middle. You can see there currently in the 

profile, “Redaction is communicated via remarks.” This something that, I 

think, Gould brought up on the thread, but then I went ahead and did a 

little bit of help to go ahead and give you the reference sections as well 

as the link there so you can have it handy. 

Also, as everybody probably knows or remembers, maybe, from the 

previous time that we looked at this, to refresh everybody’s memory, 

one challenge to field-specific redaction is any [place overvalue]. For 

example, the token REDACTED—all caps, no underscores, no nothing—

is not syntactically valid in all cases.  

It's unclear to me if it’s going to require protocol … If use of that would 

require protocol change, it would likely require some server signaling 

and, of course, client adaptation to that. And then also, perhaps 

obviously, this empty field is ambiguous if it’s just in double quotes. It’s 

unclear if it’s actually not empty, if it’s not present. Then we, of course 

[have the] topic of redacted. 

Then at the bottom here we’ve got what I call our two key questions. 

What kind of response do we need to the IRT? And are there going to be 

possible tweaks required to the profile? 

And with that, let’s go ahead and see if anybody has any comments 

they’d like to share with the group or additional thoughts, or thinking 
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either that this set of things brought up to them or that they’ve been 

cooking on in the background for the past 10 days or so.  

Looking for hands. Marc, please go ahead.  

 

MARC ANDERSON:   Hey, Rick. Can you hear me okay? 

 

RICK WILHELM:   Fire away. 

 

MARC ANDERSON: All right, great. Thanks for the recap and the discussion within the RDAP 

group. And thank you, Sarah, for raising this. Sarah and I talked about 

this a little bit ahead of time, and I guess seeing the discussion in the 

RDAP group makes me feel a little bit better with how I’ve been 

struggling with this within the IRT. So, I guess I feel like this was a good 

question to ask and that the discussion was helpful.  

 One thing that I would like to add to this is, I don’t think that ICANN or 

others in the community will find it acceptable if, in the response, it’s 

not clear exactly which fields have been redacted for privacy. So, there’s 

discussion about the use of REDACTED to indicate if … 

 There’s discussion about just putting in a general flag to indicate if data 

has been redacted. And that’s one of the options, but I think that won’t 

fly in the IRT. I think the IRT will insist on being able to know exactly 

which fields were redated. I think that’s the reason why the initial 
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discussion within the IRT is that there will be a set of required fields and 

that any fields that don’t have data would still be returned in the 

response, but blank. Or if they’re redacted, they’ll also be returned, but 

with REDACTED as the value after them.  

 So, I think it’s important both from ICANN staff’s perspective and others 

in the community looking at this to be able to understand that from the 

response.  

 I hope that helps. I think this has been a good discussion. It has helped 

me, at least, understand some of the different options and the 

challenges.  

 

RICK WILHELM: Very good. Thank you very much, Marc. I think that’s a good point that 

Marc brings up. His opinion is that we need to be more clear where we 

are regarding the use of redacted fields. 

 In the chatroom I pasted the language from the response profile. 

Everybody has it handy. This is where the current specification does not 

require a specific indication of the field-by-field level redaction, which 

does represent the so-called state of the art. And I think that’s really 

what Marc is honing in on as the key point.   

 So, one, let’s try and have a quick discussion on, do we have agreement 

related to, or anybody have any other thoughts about what is the 

requirement, setting aside how it might be implemented? That might be 

a good way to unpack this a little bit.  



RySG RDAP-Nov12      EN 

 

Page 5 of 34 

 

 Marc is proposing, I believe—and Marc, you can feel free to disagree. 

But I think you’re saying that we, the RDAP Working Group, need to 

come up with some way to indicate field level redaction. The current 

text that we have in 2743 and the response profile that I pasted in there 

is currently insufficient to provide that field level redaction.  

So, I think that is, Marc, essentially what you’re proposing. You’re not 

proposing exactly how it gets solved; but just more that it does need to 

get solved. Is that fair, Marc? 

 

MARC ANDERSON: Yes, exactly. Thank you, Rick. 

 

RICK WILHELM: Very good. Thank you. So, let’s discuss that a little bit; so, the “what” 

before we get into the “how.” So, can I take some comments or some 

thoughts from the group? And feel free to either agree with Marc’s 

proposal or to disagree and/or to shift it or something like that. But I’d 

like to work on consensus around that concept before we get into the 

“how” because I think that’s helpful.  

 Thoughts from our team here? Thoughts? Looking for hands or 

comments in chat. In my window Jim Galvin beat Jim Gould, oddly 

obeying the alphabetical alignment of their names. So, Jim Galvin, 

please go ahead.  
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JIM GALVIN: Thanks, Rick. It’s Jim Galvin from Afilias for the record. I think my 

overarching comment here is simply that if policy is that they want field 

level indication redaction, then that’s what we have to do. I don’t know 

that it’s our place to have an opinion about whether that’s a 

requirement or not. Seems to me they get to set that requirement, so 

we just have to figure it out.  

 

RICK WILHELM: Very good. Thanks, Jim. Good point. Very fair point. Jim Gould, please 

go ahead. 

 

JIM GOULD: Thanks. As far as the “what,” I just had a question of, is there a concern 

with including additional information about what exact fields are 

redacted? Isn’t that providing information to the clients that have not 

really authenticated to be able to retrieve any redacted data? So 

generally, inclusion of what fields are in fact set and are redacted may 

be extra information that a non-authenticated client should have. 

 

RICK WILHELM: Interesting point, almost contemplating checking on the redaction to 

suss out what data’s there. So, in other words if a data is shown as 

redacted, then there’s clearly something there. And so, is that a 

concern?   
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JIM GALVIN: Yeah. I mean, it comes down to similar behavior on logins and that sort 

of thing where you don’t say, “Well, your password is wrong,” or “the 

user ID is wrong.” It just fails. And so, including extra information can 

expose that a value exists. And I’m not sure whether or not that’s a 

good thing, and that’s really up to, I guess, the IRT to be able to make 

that call.  

 

RICK WILHELM: Okay. Very good. That’s an interesting perspective. I won’t use the 

term—calling it a side-channel attack is probably overblown, but I think 

that that’s sort of what you’re kind of getting at there.  

 I was going to ask either Marc or Sarah, but Marc beat Sarah to the mic 

here. Marc, please go ahead. 

 

MARC ANDERSON: Thanks, Jim. I think your concern around login makes sense. There’s 

concern around revealing if the field exists. Right? If you’re trying to log 

in and you respond, “You’ve entered in a valid username but an invalid 

password,” it gives away information. 

 Then obviously, vice versa. If you say you’ve entered in a valid password 

but an invalid username, then you know you got the password right. 

Obviously, that’s information you would not want to reveal. 

 This, on the other hand, is information I believe is required to be 

revealed. So, I believe in the way the policy is drafted, it’s very much 

intended that, in the response, it’s revealed if the data exists; but it’s 

not being returned because of redaction requirements.  
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 So, I get your point about not wanting to reveal information around 

username and password type responses, but I believe in this case it’s 

the intent. And I think some in the IRT will insist on that in the response.  

 

JIM GALVIN: And Marc, can I just add in on that? Was there a requirement to do it on 

a per field basis? Because it’s already returning back to a “data has been 

redacted,” which is a signal right now. So, does it say that it needs [and 

does it] specify on a field-by-field basis, or that there needs to be an 

indication that the data has been redacted? 

 

MARC ANDERSON: I was trying to multitask and pull up the actual language. Sarah’s saying, 

“Yes, per field, as I understand it.” I agree with Sarah. I think she’s right 

but was searching for the actual text at the moment and haven’t found 

it yet.  

 

RICK WILHELM: Very good. Thank you, Marc. And good comments from Sarah in the 

chat. I think that Sarah and Marc were running unsurprisingly parallel to 

one another in their thinking and in their comments. Sarah, the master 

of Command-F, has found and pasted that language, as you can see 

there, I believe. And that’s from the draft policy. So, thank you very 

much, Sarah. 

 And I think that one of the points here, echoing a point that Sarah had 

made earlier in the chat that a full set of fields will always exist. So, 
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there’s no surprise and we’re not revealing anything improper if it’s 

showing that some of these are redacted. 

 And then to further take Sarah’s thinking and spring forward from there, 

if that data’s actually nonexistent, one might say that there’s a data 

collection problem. Let me go to Sarah at the mic, please. 

 

SARAH WYLD: Thank you. Hi. I wanted to talk specifically about the very last thing Rick 

just said: if data’s not collected, that might suggest there’s a problem.  

I think that is not the assumption we should be making, and this 

conversation needs to keep in mind two different scenarios. We’ve 

been focused on what happens when data exists but is redacted, which 

is definitely a problem that we need to solve for. 

  But also, there could be a field where there is not data. For example, my 

favorite example, a domain named own by a natural person that does 

not have a business relationship to anything. The organization field 

should be blank. So, it shouldn’t say “REDACTED.” It shouldn’t say 

anything. But the expectation in the IRT is that the field is present; not 

that there is no organization field displayed at all.  

 So, I think we also need to solve for a situation where the field is 

displayed but there’s no data in it. Thanks. 

 

RICK WILHELM: Very good. Thank you very much, Sarah. I think that’s a great point. Very 

well put.  



RySG RDAP-Nov12      EN 

 

Page 10 of 34 

 

 Jim Gould, is that an old hand or a new hand? 

 

JIM GOULD: That’s a new hand. Based on what’s included in here; it says that “No 

data element that hasn’t been collected may be left blank.” Right? So, is 

there extra language in there that specifies that a data element must be 

present and blank if it hasn’t been collected or generated?  

I’m kind of going in the reverse here. Is there actual language that 

specifies that the element must be present independent of whether or 

not it’s been collected or not?  

 

RICK WILHELM: Let’s see. Sarah just pasted. Sarah, do you want to comment on that 

one? Go ahead.  

 

SARAH WYLD: Yeah. And it might help if we just looked at the whole thing. At the 

beginning of the section of the policy it says, “The [registrar and the 

registry] must publish the following elements,” and then it’s got the list 

of all the data elements you would expect for a registration. And then, 

“For elements where no data has been collected, the value may be left 

blank.” 

 So, I agree that it is unclear what happens if we’re not going to leave 

that blank. That’s weird, but I’m pleased to have the flexibility, I guess.  
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RICK WILHELM: Very good. Thank you, Sarah. 

 

JIM GOULD: I still have my hand up, maybe. I’m not sure if there’s another one. 

Yeah, Jim Galvin’s in [inaudible].  

 

RICK WILHELM: Okay. We’ll let Jim Galvin come in, and then Jim Gould if you still have a 

question. Jim Galvin, please go ahead. 

 

JIM GALVIN: Thanks, Rick. I want to be careful here. I’m concerned that we’re 

beginning to conflate three separate solutions that need to exist. In 

particular, the IRT is going to concern itself with presentation issues, 

and that’s fine. I mean, that’s it’s job and it has that sole responsibility. 

 And as I listen to what’s going on here, our requirement on the other 

end of the spectrum, if you want to bookend these two things, is to be 

able to provide a flag. We need to be able to signal, if you will, certain 

scenarios. And there’s the question of what we expect of clients. The 

middle part is what you expect clients to do based on the presence of a 

signal. 

 So, Jim Gould asked a question which is interesting and it’s useful for us 

to understand the whole picture, but I think, really, the requirement on 

us is to be able to signal the three different scenarios: either data’s 

present, and here it is; data’s present and I’m not going to tell you; or 

there is no data.  
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 That’s the only thing that we have to be concerned with solving, and 

you can have a policy which tells you what to do, given those signals. 

And maybe we want to understand more about that policy just for our 

own purposes. Sometimes it’s helpful to be able to have a more 

complete solution.  

 But I want to be careful not to delve too much into what the policy 

should or shouldn't say. If you want “per field,” the only thing that we 

can do is, we can either do it or not. I do think we have the option of 

saying, “Gee, you want per field redaction information, but we can’t get 

that to you because protocol doesn’t support it. There’s just no way to 

do that,” kind of thing.  

 My main point summary: let’s just be careful to deal with the technical 

question of whether or not data is present and what we’re going to put 

in there if data is present or not. Okay? Thanks. 

 

RICK WILHELM: Very good. Very good point, Jim. I’m not sure if you can see if where you 

are, but there are some positive comments in the chat. 

 Jim Gould still has a question. Jim, please go ahead.  

 

JIM GOULD: Yeah. This might be a nuance, but I guess the definition of a “data 

element” in the policy—does that match literally to what is defined as 

an RDAP field in the protocol? So, if the intent from the policy was an 

empty value, can that be satisfied with the nonexistence of an actual 
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RDAP field or an empty RDAP field if the RDAP field actually supports an 

empty value? I’m not exactly sure how that would [map], that’s all.  

 

RICK WILHELM: Okay. Anybody want to take a crack at [answering] that? Marc, are you 

answering Jim’s question, or do you have a slightly different point? 

 

MARC ANDERSON: I raised my hand in response to Jim. 

 

RICK WILHELM: Okay, go ahead. Fire away.  

 

MARC ANDERSON: Jim, I’m not going to answer your question directly. I’m just going to say, 

Jim, you should assume that the people drafting this don’t understand 

RDAP at all, and they’re only understanding is what they’re used to in a 

web WHOIS response; and what their previous experiences are is the 

WHOIS example text in our registry and registrar contracts.  

 You should assume that that is the baseline understanding of most of 

the people drafting the policy. 

 

RICK WILHELM: Yeah. I think that’s a good point, Marc. Even before this, I was sort of 

envisioning, I was looking at it in my minds eye at the WHOIS specs from 

existing contracts.  
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 Jim Galvin, is that an old hand or a new hand? 

 

JIM GALVIN: Old. Give me a moment and I’ll get it down. 

 

RICK WILHELM: No worries. Very good. So, yes, Jim, the policy doesn’t match the 

language used in the protocol, which is probably not a surprise to 

anybody within earshot.  

 I think that we have decent consensus on the fact that we need a more 

nuanced way to communicate, at the field level, the three options that 

Jim Galvin specified out for us pretty cleanly: communicate the actual 

data, communicate that the data is redacted, or communicate that 

there’s no data. And I think that that’s the trifecta that we have to be 

able to solve for.  

 But that caused Marc’s hand to go in the air. Marc, please go ahead.  

 

MARC ANDERSON: I raised my hand because I agree with that entirely, and I really like the 

way Jim Galvin put that. I think there’s a good chance I will steal that 

and use that at a future IRT meeting. So, thank you for that, Jim.  

 

RICK WILHELM: Hopefully, Jim is driving to the trademark office so he can get that in 

before Marc makes t-shirts out of it. As Sarah said in the chat, “Good 



RySG RDAP-Nov12      EN 

 

Page 15 of 34 

 

bucketing.” It may be the first time that we’ve used “bucketing” in the 

RDAP Working Group in about a year.  

 I’m going to see if we’ve got consensus on that. This being the “what” 

about what our goal is and to be able to represent, cleanly, in the profile 

the Galvin trifecta of data, data’s redacted, and no data.  

 Do I have any thoughts? I’m going to look for either “yesses” or “no’s” 

or comments in chat, but we’re trying to get consensus on this. It feels 

like we’re doing pretty good, but I like to be explicit about this just to 

make sure that we cover things up. 

 I’ve got a +1 from Galvin and from Jody. And I see Gould saying +1. 

Roger. Okay, Sarah and Katherine. Very good. Okay, so we’re going to 

call that consensus. So, that’s on the “what.” And thank you, Jothan, 

also. 

 That’s on the “what.” Let’s now move to the “how.” So, let’s look at that 

and talk about the “how.” 

 In here we’ve talked about, already, the use of the sentinel value 

REDACTED to indicate a field being redacted, but that may have some 

challenges when you think about redacting an e-mail because the word 

“redacted” is not a valid e-mail address.  

 Now, of course, one could develop another sentinel value that’s peculiar 

to an email address. That pushes the toothpaste around, and then you 

get to a phone number problem. And I don’t know how you do 

REDACTED in phone numbers other than 1-800-REDACTED. But I’m not 
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going to be the one that proposes that. That would probably get me in 

trouble with some intellectual property lawyers.  

 “1-800 is literally my home phone number,” says Sarah. She’s grinning.  

 So, any thoughts from the group about how to do this on a way to 

propose this signaling here? Anybody have any thoughts?  

 Jim Gould, please go ahead.  

 

JIM GOULD: Can you hear me? I switched [inaudible] 

 

RICK WILHELM: Fire away. Yep, you’re good.  

 

JIM GOULD: Okay, good. I’ve actually had experience with using sentinel text in a 

protocol with the log and security extension. And I’ve got to be honest 

with you, I felt uncomfortable doing that. I believe that it should be 

used as an absolute last resort. 

 If there is the need for field level signaling of redaction within RDAP, I 

believe that comes down to a task for the IETF to try to figure out how 

best to do that. I can think of various options including an extension that 

would list out fields that are redacted; maybe a mechanism to be able 

to add a Boolean flag to indicate that.  
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But use of actually populating pre-defined text that may not match the 

format requirements of each of the fields, I believe, is a bad way to go.  

 

RICK WILHELM: Okay. Very good. Jim, you said something about listing the fields. Can 

you elaborate on that? I’m not sure if I caught that cleanly. 

 

JIM GOULD: What I would see if that what you would do is, instead of the way that 

we did it in the profile with a remark, create an RDAP extension that 

would then explicitly specify—and I’m not exactly sure of all the 

mechanics on this; we would have to find a way of, I guess, referring to 

the fields that were redacted by name or by something. I can’t think of 

it offhand. Some way of having explicit signal without mucking with the 

actual fields themselves; it would have to be separate for the client to 

be able to …  

If they’re interested in knowing what fields were not included because 

of redaction, they would go to that special place.  

 

RICK WILHELM: So, we would attach another data member called “redacted fields,” and 

then the values—and maybe not literally “redacted fields” but 

something like that—and then the values in that field would be the list 

of the contact fields that were redacted.  
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JIM GOULD: Correct. 

 

RICK WILHELM: Correct?  

 

JIM GOULD: Yeah. 

 

RICK WILHELM: Okay.  

 

JIM GOULD: You would have to come up with some scheme to be able to allow it to 

navigate; but, yes, that’s kind of what I was thinking. 

 

RICK WILHELM: Okay. Got it. Thank you, Jim. Marc, please go ahead.  

 

MARC ANDERSON: Thanks, Jim. I think I follow that, and I think that has legs. I think that’s 

probably something that Sarah and I could take back to the IRT and 

convince them that that’s workable. 

 So, this is a total guess, but I’m guessing, from an ICANN Org 

perspective, they’re going to care about this insomuch as, is this 

something that they can monitor against and check for compliance?  
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 Trying to channel my inner ICANN, this sounds like something they 

could build monitor and incompliance-checking tools against. So, I think 

that this is a viable path forward, but I’m crystal ball gazing a little bit 

here.  

 

RICK WILHELM: Very good. Thank you very much, Marc. And just taking your comment 

there, Marc, it seems like compliance would be able to check in the 

same way that one could imagine a client checking; that when a client 

got a response back—I’m sort of imagining inside of Marc Blanchet’s 

client—it receives this field that has a list of fields that are redacted.  

And in the other part of the response, it got empty quotes for, let’s say, 

the e-mail address. We’ll just look at e-mail address as an example. So, 

it displayed the blank field, but then maybe it somehow visually 

changed that in the client’s side because it also read that the e-mail 

address field was a value in this list of redacted fields. So, it might 

change the client representation of how that was. 

This would seem to be able to be monitored, technically, by compliance. 

That’s my thought. And as Jim Gould said, compliance is yet another 

client that would benefit based on the field level signaling, which would 

be an improvement over where we are now.  

And then Jim Galvin had offered the comment earlier that he agrees 

that field level sentinels get problematic regarding the values and such.  

Very good. Other thoughts or comments here on this one? 
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“So then, you would not need to pass back the actual fields?” Thank 

you, Roger. Roger, I think that’s a good question. Do you want to 

elaborate on that? There’s a little bit behind your comments there, so 

would you be able to elaborate on that? Roger, please go ahead.  

 

ROGER CARNEY:  Thanks, Rick. Can you hear me?  

 

RICK WILHELM:   Yes.  

 

ROGER CARNEY: Perfect. Okay. That’s what I was thinking, Jim. And I think this goes 

along with the idea of one of the other buckets of: if there’s no data. 

And I know ICANN probably won’t like this, but from the RDAP 

perspective, if there’s no data, really you wouldn’t include the field 

either in the response. And it would be up to the client to understand, 

“Okay. Yes, I was looking for Name, but it’s not here so either it’s in the 

redacted list or it’s just not there.” And the client would be responsible 

for doing that.  

At least that’s how it seems to make sense to me. Thanks.  

 

RICK WILHELM: Thank you, Roger. So, Roger is essentially offering that if there is a field 

level signal that the e-mail address has been redacted, then you don’t 

have to return the blank or empty field. And I would offer that that 
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might be a way to disambiguate things because it makes it more explicit 

as to whether or not it’s redacted or it’s blank. 

 Marc, please go ahead.  

 

MARC ANDERSON: Thanks, Rick. I raised my hand to react to what Roger said, but I’m also 

reading what Sarah is saying. She puts in chat, “But that’s exactly what 

ICANN doesn’t want. They want all the fields returned.” 

 But I think if we look to why they want those fields returned, I think 

they don’t just want all the fields returned “just because.” I think 

they’re asking for all the fields to be returned because of the three 

buckets that Jim Galvin explained. They want to know: is there data 

being returned, is there data being redacted, or is there no data? 

 I think that as long as it’s clear from the response which category 

everything is in, then I think ultimately it will be acceptable to 

everybody.  

It’s a shame Alex Deacon isn’t on the call this week because I think he 

would be really good at helping us understand that perspective and 

maybe advocating for that position. I think I’m probably doing a pretty 

poor job advocating that side, but I’m trying my best to wear that hat.  

 I think what they’re really getting at is they want the ability to 

distinguish between the three buckets that Jim Galvin described, and as 

long as we’re doing that I think we can make the case that the response 

is appropriate. 
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RICK WILHELM: Very good. Thank you, Marc. Roger, old hand? New hand? 

 

ROGER CARNEY: New hand. 

 

RICK WILHELM: New hand. Go ahead, please. 

 

ROGER CARNEY: Thanks, Rick. Just to respond to Marc and Sarah. And I think they are 

doing Alex justice here.  

But I think that the problem is the confusion that ICANN—and not really 

ICANN, necessarily, but the other constituency groups—have with how 

RDAP is different than WHOIS. They want it to be the same, but RDAP is 

strictly a protocol and it’s not the same as WHOIS.  

 The other constituency groups want the client to show them that this 

field is blank, or that this field is redacted, or here’s the data from this 

field. But they don’t understand that that doesn’t have to come from 

the protocol providing the data—or, not providing the data, but 

transferring the data, however you want to say that. But anyway.  

 I think that ICANN/these other groups don’t understand that that can be 

handled through the client and not through the protocol. Does that 

make sense? 
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RICK WILHELM: Yes. I’m parsing you, Roger. Thank you. 

 

ROGER CARNEY: Okay. Thanks.  

 

RICK WILHELM: We’ll come to Justin’s in a commend in a second here. I think one of the 

things we could offer is that we are returning all of the fields. They’re 

just being returned all next to each other.  

 When I was making some notes here in my notebook and I had the 

three Galvin buckets—redacted, no data, and data—and if we indicate 

“redacted” in the first bucket by the field appears on the list of redacted 

fields, and you indicate the second Galvin bucket of no data by just 

“empty string” in the value. And then the third Galvin bucket is “data.” 

You just return the data.  

I think that actually returning the empty string along with the redacted, 

the field being in the redacted level, actually causes ambiguity in the—

I’ll say protocol for lack of a better term—because the empty string then 

appears in both cases of “redacted” and “no data”. Whereas if we make 

the empty string only appear in the case of “no data,” then I think it’s 

actually more clear and it does give us field by field level returning—just 

not all right next to each other.  

    Jim Gould, please go ahead. 
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JIM GOULD: Yeah. [I want adjustment with] the second button. I mean, from a 

protocol perspective, the nonexistence of fields equates to empty. So, 

empty on the server side relating to lack of data collected would be 

represented in RDAP as no field whatsoever. And the client could then 

take that and interpret the same way; that there is no data there. Right? 

 So, no inclusion of an empty element, I believe, is not going to help the 

client at all and it’s going to cause more errors because those empty 

values may not, and probably will not, match the syntax requirements 

of the field itself.  

 

RICK WILHELM: Very good. That’s a good point, Jim. So, it could be either “empty string” 

or “no field” as representation for no data. +1 from Roger there.  

 Let me see. Justin had put a comment in here. Justin, do you want to 

come to the mic and talk about …? I don’t want to try and parse it in real 

time. Justin, please go ahead.  

 

JUSTIN MACK: Thanks, Rick. So, we have already, in the RDAP response, kind of looking 

technical level. We put some contact information and what we call an 

entity, and it’s kind of structured within that. And then around that 

entire entity we add a Remarks section and we say, “Some of the data in 

this object has been removed” because it’s redacted for privacy.  
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 I’m just guessing [here what] ICANN Org is thinking. Would they prefer 

having individual fields within that kind of entity or contact information 

such as the country or the city or the phone number or an e-mail to 

have those more structured within that technical response?  

Then, therefore, each of those sub-elements could have its own 

remarks section to flag that they are redacted or missing, or here’s the 

actual data we have and now we’ve displayed it in its structured format. 

Thanks.  

 

RICK WILHELM: Very good. Thank you, Justin. And I’m parsing what you’re talking about 

now. You’re contemplating the notion that each value might be a—I’m 

not going to call it a tuple, but a slightly more complicated structure 

that would allow this notion of field level redaction to be included 

there; and this is a different way of doing the “how” than Jim Gould had 

previously proposed about the list of fields that is redacted.  

You’re saying we could think about restructure the individual elements 

that we return and then move that flag for redaction, if you will, down 

closer to the element. I think I parsed that correctly. Did you get where 

you were headed? 

 

JUSTIN MACK:   Yes, that’s correct. Thanks, Rick. 
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RICK WILHELM: Okay. Very good. That’s another question, and a reasonably good one. 

My initial thought, and I would be happy to take comments from other 

folks, is that feels like it would be more work to change existing code. 

That’s my very quick reaction.  

 Does anybody have other comments on this one. Jim Gould, do you 

have a new one or is this a comment to Justin’s thoughts? 

 

JIM GOULD: This is a comment to Justin’s.  

 

RICK WILHELM: Please, go ahead. 

 

JIM GOULD: I actually specified that another flag could be used at the field level as 

long as it was defined in the protocol or supported within the protocol.  

But changing the value itself, I think, is the last resort. The ability to be 

able to have a separate list, I think, is optimal. But if there was a way to 

be able to put the flags in the fields themselves, which may be a 

challenge based on the different kinds of fields we have in RDAP, is an 

option that could be considered. 

 

RICK WILHELM: So, maybe it’s something that we can look at offline. It might require 

looking at some spec and sketching out some JSON to seeing how it 

looks if that’s a [viable] thing. Again, we’re looking at the “how” here.  
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 Marc Anderson, please go ahead. 

 

MARC ANDERSON: Thanks, Rick. I was going to type this, but I figure it would be easier just 

to respond. I think what Jim just described, if that’s workable in the 

protocol, then that also would be viable. I think that would work as well. 

Again, stealing what Jim Galvin said, I think if that works within the 

protocol then that would be sufficient to distinguish which of the three 

buckets each of the fields go in.  

 So, yeah, if that’s workable I think that would be a viable approach as 

well.  

 

RICK WILHELM: Very good. Thank you, Marc. Let me try and shape sort of where we are. 

So one, we’ve got consensus on “what” that we’re in agreement that 

we need to figure out a way to represent the Galvin buckets. And so, I 

think that from an RDAP Working Group back to the IRT, that’s a 

message that, Sarah and Marc, you can carry back. 

 Regarding the “how,” I think we need to do a little bit of work, probably, 

on the side and offline and come up with a little bit more concrete 

proposals; figure out what they turn into and how they would impact 

existing questions. 

 Let me go to Marc, and then I want to try and get to Jothan’s questions 

that are rolling in the chat. Marc, please go ahead. 
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MARC ANDERSON: Thanks, Rick. I think that’s right, and I think the task for those of us on 

the IRT is to make sure the final policy language is sufficiently focused 

on the “what” that is doesn’t unnecessarily constrain us in the RDAP 

Working Group on coming up with the “how.” So, I think that’s my 

takeaway and I think what Roger, Sarah, and the rest of us are going to 

need to take back to the IRT.  

 

RICK WILHELM: Very well put, Marc. And I think that one of the things, since we’ve got 

good overlap on here, I think from an RDAP Working Group perspective, 

I think we can be confident that this group’s views are being shared. 

And I think this is a great discussion ardor for the three of you to get a 

sense of where we are and also refine these ideas and further improve 

the communication with the rest of Org.  

 With that, let me draw a line under it here. I saw Jothan’s Q1 and Q2 go 

into the chat, but I’ve not been able to keep up with the responses. 

Jothan, do you want to first kind of provide Q1 and then give us a 

summary of where you think you are in the chat, and then we’ll try and 

deal with Q2?  

 Although Jothan said was noisy. I’m not sure if it’s so noisy that he is 

able to not come to the mic. 

 

JOTHAN FRAKES: No, I’m mobile, Rick. Thank you.  
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RICK WILHELM: Oh, there you are. Fire away. Please go ahead, Jothan.  

 

JOTHAN FRAKES: Yeah, sure. So, I was asked a couple of different questions and I think 

one was appropriately responded to, which was the additional fields 

being present in the data. The other was the order of the data, and I 

think that one got appropriately answered. So, I think question one got 

answered. 

 

RICK WILHELM: Okay. Additional fields are, I think, okay and order doesn’t matter. 

Right? 

 

JOTHAN FRAKES: Yeah. I think I take that away from the responses I saw in the chat. I did 

also see a comment that there may be sort of a pedantic order of 

entries in the policy versus the actual technical definition being agnostic 

about the order.  

 

RICK WILHELM: Yeah. I mean, RDAP in both the protocol and the profile, there’s nothing 

in and around JSON that talks about order and sequence; and so, I think 

that clients that would be relying on order would be on pretty shaky 

ground. I don’t want to try and too much be my inner Marc Blanchet, 

but I think that’s a fair comment. Right? That clients that get too 

wedded to order are not in good shape.  
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 Any thoughts on that from the group? +1, says Roger. And I think that’s 

something that Marc would probably agree with also.  

 Did that take care of Q1, Jothan?  

 

JOTHAN FRAKES: Yeah. I think that totally addresses question one.  

And then on question two, I think what I heard from the asker was that 

they were asking in the context of, just like we saw some intense 

diversity in the disclaimers within the WHOIS about Terms of Use—not 

that anybody read them or paid attention to them—but if there was a 

way to inject specific Terms of Use into the data stream that’s supplied 

in the RDAP data, that was something, I think, that they were after.  

 

RICK WILHELM: Right. And then where did we end up on that regarding responses? Was 

there agreement that it is possible to do that? Either Jothan or anybody 

else. Marc Anderson, please go ahead.  

 

MARC ANDERSON: I have to say yes. I would be willing to best most people are doing that 

today in their implementations currently. So, definitely possible. I might 

even go so far as to say encouraged.  

 

RICK WILHELM: Yeah. Thank you, Marc. My recollection was that just on the Verisign 

implementation, we had included Terms of Use. It’s a link to Terms of 
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Use, and this is easy for people to find, it’s in the Notices section of the 

response. So, Jothan, that’s something that, I think, if whoever asked 

you the question can poke around, look up that at ICANN.org and find 

some examples. I looked where I knew to look, but others probably 

have some other thoughts around that. But Terms of Use are not an 

uncommon thing, and there is a mechanism there that would be 

compliant. “Notices” is a good element there.  

 Any other thoughts on that?  

 

MARC ANDERSON: Yeah, I think that answers my question. Thank you, everybody. 

 

RICK WILHELM: Sure. Okay. Very good. Good stuff. Thanks, Marc. 

 As it goes to order, if this was an IETF discussion, we would probably 

have a lot more vigorous discussion on why you don’t want to be 

depended on order. But this is the RDAP Working Group, so we don't 

need to go into that.  

 Okay. Wow, we’re really rolling today. So much for the Carney doctrine 

here.  

So, let’s go ahead and look quickly at our schedule. The plan is to skip 

the next proposed meeting November 26th. That’s a U.S. holiday, as 

most folks know. And then we would move to December 10th.  
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And then my proposal would be when you do 10 + 14, that turns into 24 

which tends to be a day off for a lot of folks globally; so, we’re going to 

skip the 24th. And then if you keep the regular bi-weekly cadence going, 

I’m going to propose that we go January 7th. Sarah needs to drop. No 

problem.  

Any objections to this schedule? Then we’ll pick up January 7th. 

 

JOTHAN FRAKES:  Rick?  

 

RICK WILHELM:   Yes? Go, ahead.  

 

JOTHAN FRAKES: I’m mobile so I can’t do the hand thing very well. So, the question I 

would have is, obviously some of what we’re doing is dependent upon 

the outcomes of other groups. And at some point, those groups will 

produce something that put us into, I think, a bit more active state. So, 

we can adjust, I guess, the meeting cadence for those or have special 

meetings in between. That’s the only other thing that would affect this, 

right? 

 

RICK WILHELM: Yeah. And that’s ambient. I’m betting pretty solidly that nothing would 

happen during the month of December that would require us to 

reconvene after December 10th. If, in the unlikely event of a water 
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landing, we would be required to get something going on December 

17th, that’s something that we could theoretically do.  

But, yes, our cadence where we are right now is predicated on existing 

operating conditions. And it has always been, although the words don’t 

appear here, that if the IRT gives us more to do, we can meet more 

frequently. But, yeah, that’s ambient.  

Very good. Since a bunch of this crowd was here in the CPH TechOps 

yesterday and there’s a—well, it’s not called the microwaves section. 

It’s a similar summary where we’ve got cross-group reports. A lot of 

folks within earshot had already heard most of those reports yesterday. 

We’re also kind of running out of time. 

Let me do one quick check-in. Karla, do we have any updates on ICANN 

feedback regarding the NSP and changes and things like that?  

 

KARLA HAKANSSON: Hey, Rick. I’m waiting on a sprint date. It looks like everything’s done. It 

just needs to be put into the sprint and added into NSP. So, that’s what 

I’m working on as far as the latest date. 

 As far as the compliance piece, I think that is actually going to get 

resolved through the negotiations with the RA and RA Amendment as a 

part of that discussion. 
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RICK WILHELM: Very good. Thank you very much, Karla. Very helpful. So, we will check 

in maybe when we meet in a few weeks. In December we might have 

that sprint date and such.  

 Other than that, let me put out one quick call for any other business. 

Looking for hands. Seeing none.  

 I think, folks, that we’ve done an honest day’s work here. Sue, I think 

you can take us out. And everybody, take care.  

 

SUE SCHULER: Thanks, Rick.  

 

MARC ANDERSON: Good discussion. 

 

SUE SCHULER: Terry, we can end the recording.  

 

[END OF TRANSCRIPTION] 


