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SUE SCHULER: Sure. Thank you. Okay, Jim. 

 

JAMES GALVIN: Thanks, everyone. This is the Registries Stakeholder Group DNS Abuse 

Working Group. It is the 11th of February. And our focus, this week and 

next, is going to be going through and preparing a Registry response to 

the SSR2 Final Report. There’s a lot to get to here. There’s not a lot of 

time because we really only want to take the next couple of weeks. And 

that way, that leaves us about 10 days or so—not quite two weeks—for 

us to really finalize, and polish it off, and get what we want. So we have 

to get through and get the meat of what we want here all done. 

 So I’m just going to jump right in. I’m going to assume that people have 

read the report or at least have begun reading it. So I’m going to try not 

to read to you here and also not read some of the stuff that’s in here. 

Folks can pick that up and deal with that yourselves. 

 We did ask for Wim to put a nice chart here at the top of this document, 

in the beginning. So all the recommendations are listed. They’re just 

listed in theirs sets of 24 so that 63 independent recommendations are 

not called out. But as far as the chart’s concerned, I think that’s 

appropriate.  

I’ve actually gone through myself. And I only got as far as 15 here so 

there’s still plenty to do. But I tried to give an assessment on where I 

think the RrSG is, at least the starting point. None of this is cast in stone. 

But the goal of this chart up front, as we did with SubPro, is to have a 
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quick picture of where we are on each of these recommendations so we 

know where to focus.  

So what I’m hoping for here, as part of this call, is that folks will 

volunteer to be the lead on actually drafting some real text for some of 

these things. We have some comments in here. Some people put notes 

in. I know that I put notes in a few of them. But ultimately, we need to 

have somebody who’s going to draft some actual text that we can then 

pull together and put here. So there’s both a priority, in terms of the 

direction we want to go in, and then a status, in terms of whether we’re 

done with that or not. And hopefully, we’ll figure that out as we go.  

So with that, unless anyone has a different suggestion, or question, or 

comments, I’m just going to start at the top and run through quickly. I 

want to just try and keep the chart up-to-date—so just see if folks have 

had a chance to comment quickly.  

So we’ll start here with Recommendation 1. I’m just suggesting, 

Recommendation 1, I don’t know whether we really want to say 

anything or not. But there’s a general question in my mind as to 

whether we agree to everything we want to agree to or we really only 

comment on things we have something to say about.  

So this is one of those ones which, in my mind, we don’t really need to 

say anything about this, unless there’s an issue in there that we think 

we need to say something. So I ask the question here, should we 

actually say this? But it occurs to me that unless we have something to 

say, we can just leave some of these things alone. And I’m curious about 

opinions about that. Kurt, go ahead, please. 
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KURT PRITZ: Yeah. It’s a point of information, or a point of order, or something like 

that. But I wonder either if at the beginning now or at the end we 

should talk about some gestalt issues that—I don’t want to denigrate 

the report—sort of take away from some of its authority.  

Off the top of my head, for example, the group that created the report 

was not representative of the community and we can get into that. 

Secondly, an examination will probably show a lot of its conclusions 

were not data- or fact-driven because the report was so broad, they 

didn’t have time to really do the … Even after five years, they didn’t 

have time to do the research necessary to back some of their positions.  

So I wonder, at some point, we should head our comment and talk 

about the report in general and how it might lack the gravitas that some 

are giving to it. Thank you. 

 

JAMES GALVIN: Thanks for that question, Kurt. I apologize. I should have added a little 

bit more context here to what we’re doing after. I was going to just 

jump into dealing with these recommendations. There’s actually two 

paths in progress here, in process. So Brian and I have met with 

Samantha, and actually Keith because him coming off the GNSO Council, 

just some discussion with him, especially with regards to process and 

what this stuff needs to look like.  

 You’ll remember from the Registries Stakeholder Group meeting, we 

talked about this notion of some kind of strategic communication and 
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what that’s going to mean. And we’ve actually already had a little 

brainstorming session about what we think we’re going to do here. And 

I should have said this up front. So to cover issues just like what you’re 

saying, our path at the moment is we’re thinking let’s first get our set of 

notes that we want to have here. Let’s call out everything that we want 

to call out with respect to the recommendations.  

 One of the reasons for driving us to getting all of that done in two 

weeks—this week and next—is that then we’ll take a step back, and 

we’ll look at all of that, and we’ll try to pick out and try to frame a much 

larger, overarching issues comment.  

And we will also, then, focus a little bit on how the process played out 

here with respect to this review document because there’s a lot going 

on. Folks here will know, it was there. There was a little bit of going off 

the rails. It took a pause. They restructured it a tiny bit. Then, it picked 

up again and it went. It’s not really the same core group of people. 

There’s a lot going on there, too, and we’re aware of that. 

What I would suggest, for us going forward here, if you look at the 

bottom of the chart, in front of the SSR1 recommendation that’s in the 

document here … So if you scroll down to all the way at the bottom of 

the chart, folks can see this. There’s a section called “Introduction and 

Overarching Comments.”  

And I would offer to folks that, please, even just a bulleted list, a short 

paragraph about something. Any time something like what you just 

suggested, Kurt, comes to your mind, please put it there. At least make 

a notation of it and record it there so that we have it. And we’ll figure 
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out how to frame that after the fact. So we’ll come around and we will 

definitely visit these larger, overarching issues. So thanks for that, Kurt. 

Jeff, go ahead, please.  

 

JEFF NEUMAN: Yeah. Thanks. I’m not sure now if you want to hear this but I was 

thinking of an overarching issue. And I was on the call this morning or a 

couple hours ago. I was actually surprised by the lack of questions and 

things. But one of the things I was trying to get to, as on overarching 

comment, was the fact that they never really clearly state the goal of 

what their recommendations are trying to achieve. Instead, they focus 

on tactics. And the tactics don’t necessarily either address the goal or 

the tactics are not tactics that can actually be employed under 

agreements or under other circumstances.  

So I think the fundamental flaw is that they tried to, rather than take an 

overarching security and stability review, they tried to ram their own 

ideas as to how things should be implemented. So I know that’s 

overarching. But I think it helps us when we talk about things like the 

chief security officer role or, more importantly for us, the Temp Spec 

and other things like that. It’s beyond the scope of what a review team 

should be doing.  

 

JAMES GALVIN: Thanks for that, Jeff. You’re exactly right. I thought that you asked some 

really good questions during that webinar a couple hours ago. And I was 

really disappointed that they, in fact, really had no answers to the 
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questions. But I expected that, quite honestly. That’s the only reason 

why I didn’t feel compelled to ask too many questions.  

I think that it was clear that Russ just wanted to put the report out 

there, “Here it is, face value. We’re done.” He doesn’t want to be 

engaged in this thing anymore. And I suspect there are too many others 

on that group that just kind of left and didn’t want to be engaged. And 

this is what we get as a result.  

So I think, with respect to your overarching thing, yes. We need to 

capture that. I tried to capture a bullet point there with respect to some 

of the stuff you just said here. But when we get into the specific 

recommendation about the Temp Spec and the CSO, we should 

definitely put in there the specifics about what we want to say about 

that. We’ll have to abstract that back into an overarching principle when 

we’re done capturing everything that we want to capture for the 

individual items. Sam, go ahead, please. 

 

SAM DEMETRIOU: Thanks very much, Jim. I just wanted to put my hand up to agree with a 

lot of the points that Jeff raised and also note that one of the things I 

spent a little time doing—and you’ll see that reflected in some of my 

contributions in the document—is looking at the Final Report in the 

context and in light of the comments that we, as a stakeholder group, 

submitted on the Draft Report. 

 So Jeff, to the points that you raised, one of the things we included in 

our overarching comments on the Draft Report was that a lot of 

recommendations that were contained in there definitely overstepped 
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and overreached beyond the scope of a review team, especially this 

particular review team. So I think bringing that message up again, that, 

“Despite clear comments from the Stakeholder Group, you went and 

did it again,” I think it’s perfectly legit and I think we should definitely 

include it.  

 I think that was the only point. There was something else but I just 

forgot it right now. It’s clearly not as important. But yeah. So we’ll 

definitely make sure to bake that in.  

 

JAMES GALVIN: Thanks, Sam. Okay. Not seeing any other hands so we’ll just drive on 

through. We don’t have to answer the question right now that I’m 

saying about Recommendation 1. We’ll come back around to that detail. 

Let’s move to Recommendation 2. This gets to the bit about the CSO 

position. I think that—and as Sam was saying—this is a case where we 

made a comment prior. They didn’t seem to absorb any of that.  

I think we’ll just have to reiterate our comment here on this one. So if 

anybody wants to take a different approach here and you can jump in 

with some detail on this one. Otherwise, sure. ICANN should have 

somebody who takes responsibility for all those sub-recommendations. 

Similarly, with Recommendation 3, budget transparency. Well, okay. If 

you’re going to have the job, they might as well have a budget to do it 

in. I apologize. Jeff, go ahead. 
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JEFF NEUMAN: Yeah. That’s okay. So can you just remind me what our position was? 

Because it may be the same as what I’m thinking anyway. 

 

JAMES GALVIN: Let’s see. Let me scroll to this in this spreadsheet. I don’t know. Sam, 

you made the comment. I don’t know if you remember off-hand. I have 

the spreadsheet open in front of me. Appendix H in the SSR Report has 

a link to the spreadsheet, where they documented all the comments 

and their particular response. Let me scroll down here and see if I can 

find this here from us and breathe the words. Or I’ll post them into the 

chat room. 

 

JEFF NEUMAN: Okay. So while you’re doing that, I guess my comment is this is one of 

those areas that fits into the theme that I was talking about before. Yes, 

they need one individual that should have responsibility for these types 

of things. But whether it’s a c-suite person, whether it’s a CSO, 

whatever the title is, that’s not something we should be mandating. 

That’s ICANN’s business. As long as they have one person that takes on 

that function, it shouldn’t be our business whether they are a c-suite, or 

what their title is, or, frankly, any of that stuff. So that’s the higher-level 

thing.  

 

JAMES GALVIN: So I like that, Jeff. I think what you’re suggesting is a way in which we 

can frame our response is about trying to turn this into a requirement 
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rather than a tactical solution. So I’m just going to make a note of that 

particular point. And Sam, go ahead, please. 

 

SAM DEMETRIOU: Thanks, Jim. Just wanted to answer the question you guys had posed, 

which is in our first round of comments, we did not support. It wasn’t a 

recommendation to create a CSO or CISO. I can’t remember which one 

they call it. But it was to create a specific new position. And our 

comment on the draft report was that this is being handled. You don’t 

necessarily need to go out and hire and create a new position on this. It 

can probably be handled by functions that already exist within the Org. 

So we can definitely build on that.  

 

JAMES GALVIN: Okay. Yeah. So we’re being consistent. Right, Jeff. Good point. All right. 

Okay. So let’s move down, if there’s nothing else there. I think, similarly, 

even with Recommendation 3, we can tie this into Rec 2 and, again, go 

with the idea that yes, they should have this. Obviously, a budget should 

go with whoever has the responsibility to do all these things. But they 

don’t have to be quite so tactically-specific about where it goes and how 

to get that done. But I don’t think there’s any real objection to 

Recommendation 3.  

 Similarly, with Recommendation 4. It all fits into the same thing. We can 

generally agree with this. It’s possible they’re being somewhat overly 

prescriptive. We can come back and look at that in detail. Folks can add 

some comments in there, what your thoughts are on whether they’re 

being overly prescriptive or not. Try to tie these things together, 
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Recommendations 2, 3, and 4, under the rubric of, “Nice set of 

requirements. Why are you solution-solving?” Okay. Same thing with 

Recommendation 5, gets all tied into that.  

 So Recommendation 6 is the next one in my mind which gets us to 

something interesting here. This is about vulnerability disclosure and 

transparency. I wrote some words here. It’d be interesting to get a point 

of view from others in the group. From a security point of view, I 

generally have support for a vulnerability disclosure mechanism. So I 

think that ICANN suggesting some best practices in that regard is 

probably a good thing.  

Where I take exception with this is this idea that all of a sudden … It’s 

just very broad-scope here. This really just goes too far into what’s 

supposed to be covered, and in the second one, in this notion that you 

have to do it and ICANN should coordinate that, and do all kinds of 

metrics, and study that. And I’m just thinking this is just too far. It’s just 

a bridge too far, in general, is my point of view.  

So I’m wondering if folks are agreeable with the idea of ICANN 

proposing some best practices but that’s as far as it goes. Everything 

else should just be rejected because we all have our own businesses. 

We don’t need ICANN checking up on us. We have other ways of dealing 

with that. Sophie, go ahead, please. 

 

SOPHIE HEY: Thanks, Jim. Yeah. No. I’d be inclined to agree with you that 

vulnerability disclosure policies are great. They should be encouraged. 

The other point I’d add, particularly about we have businesses of our 
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own, the dot brands, we have a whole separate other business, 

completely unrelated. How far are we meant to be disclosing this sort of 

stuff through ICANN? Is it really relevant? And what purpose does it 

serve? So I think it makes a lot of sense to push back against this 

clearinghouse idea for vulnerability disclosures.  

 

JAMES GALVIN: Great. Thank you. Sorry. Just making a note here. Trying to capture the 

thought, at least in my mind. But folks should feel free to add additional 

text and thoughts. I love bullet points. It’ll help us shape some text 

when we get right down to it. Okay. And I’m assuming, Sophie, that’s an 

old hand. 

 So moving on to Recommendation 7. Recommendation 7 really struck 

me because the notion of business continuity and disaster recovery 

plans, well sure. I think that’s a great idea. ICANN should do that. The 

rest of us do it. My goodness. We have it for our businesses.  

But I was struck by something interesting, which is ICANN has 

consistently resisted any desire to say any kind of commitment on the 

services that it offers. It certainly doesn’t want SLAs in anything it does. 

And I’m thinking that if you’re going to go down this path of business 

continuity and disaster recovery, you have to have a model in mind for 

what level of service you’re trying to provide. And you really want to 

document that.  

So I’m all for this. In many ways, I like Recommendation 7. I’m 

wondering if we can use this to build on the idea that ICANN should 

document some SLAs or SLA-like things so that we know what the goal 
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is of business continuity and disaster recovery. And I think we’re going 

to find benefit out of that in a variety of areas. So that’s a broad 

question and a comment to folks. Anybody have any strong opinion 

about that? I think that’s a useful place for us to leverage support for 

the recommendation and get some value for us out of it.  

Not seeing any objections. But you can take that under consideration 

for the moment. If something comes to you later, please add some 

comments there. We’d love to see some of that.  

Okay. Recommendation 8. I think I’m going to let— 

 

DONNA AUSTIN: Jim, sorry.  

 

JAMES GALVIN: Donna, go ahead. I’m sorry. Go ahead. 

 

DONNA AUSTIN: No. That’s okay. Just a question. Who would enforce those SLAs?  

 

JAMES GALVIN: Well, that’s an interesting question, too. I don’t know. The fact that they 

don’t have them means that if they’re going to have them, then 

presumably, that would be part of having them. If they’re going to state 

them, there should be some way for us to see that they’re actually 

complying, if you will.  
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So yeah. I don’t think we have to have the whole answer, Donna. I 

appreciate your comment. Your point’s a good one. If they’re going to 

have SLAs, then … Maybe using the term SLA is the wrong way to think 

about it. I don’t mean to overstate the goal here. My observation is 

more about the fact that if you’re going to have business continuity and 

disaster recovery, you must be trying to achieve something by that. And 

there needs to be some kind of statement of what that is.  

And from our point of view, certainly. We would like to be able to 

measure that, and see it, and know it so that we can tell whether BC or 

DR needs to be applied. But we don’t have to offer the complete 

solution here. We can just call out those kinds of issues. Jeff, go ahead, 

please. 

 

JEFF NEUMAN: Yeah. Part of this … And this is a similar comment to when they referred 

to ISO and other places. You need to be specific as to which systems you 

want to be subject to that. You don’t just say that someone is ISO 

compliant. It’s usually a set of systems or a set of controls relating to 

financial controls or in the case of operational change control, things 

like that.  

So what it doesn’t do here is define what the critical functions of ICANN 

actually are. Do we care if they’re … Sorry to be so glib but let’s say their 

Global Engagement goes down for a day. Is that really that important? 

Maybe it is. I don’t want to judge. But we’d care more of the, perhaps, 

CZDS went down. Or maybe we wouldn’t.  
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So I don’t know. That was part of the problem I had with these 

recommendations is they throw out a lot of buzzwords because they 

sound good in the security community. But they’re never quite … Again, 

this is part of the goal. What is it that we’re worried about? Because 

IANA has all of this. IANA has disaster recovery plans and IANA has a 

customer standing committee that enforces it. So what else, within 

ICANN, do we really think is so vital that needs to have all of this. And I 

would argue there’s not a huge amount of what ICANN does, other than 

IANA, that really needs all of this. And the Key Rollover, I guess.  

 

JAMES GALVIN: Well, I’ll pick on two things that ICANN does. There’s MoSAPI and the 

fact that ICANN is looking for registries to make greater use of MoSAPI, 

in terms of—and the Name Services Portal—how they interact with it. 

There’s no SLAs on that. There’s no guarantee of service.  

And I’ve had an RDAP objection to that particular service because they 

want us to use it to update our baseline RDAP URL and yet we’re being 

held accountable to the availability of RDAP. And if they don’t let us 

update the URL, then we’re the ones who can be found not in 

compliance, unless we run … It just forces you into a certain kind of 

behavior on the registry side if ICANN is not going to provide services to 

support a requirement they want you to have. And that’s still an open 

question in the RDAP working group.  

Anyway, I agree with you. The note that I made here in this comment is 

maybe we tie this to the recommendations about risk management. In 

particular, part of the risk management work that they need to do is to 
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identify their critical systems, make that visible, and know what those 

are. And since there’s no real transparency in terms of all of that, going 

back to the 2, 3, 4, 5, and 6 recommendations, with however they get to 

those kinds of things, that would speak to this. And it would provide 

some context for the BC and DR. And pulling that together would 

probably be a good thing. Okay. Anything else at the moment? 

All right. Recommendation 8 about demonstrating commitment to 

public interest negotiations with Contracted Parties. I’m going to let one 

of our lawyers pick that one up. And Brian, since you wrote some words 

there, why don’t you pick up and talk about this? 

 

BRIAN CIMBOLIC:  Thanks, Jim. Writing some words is about all I can say for it at this point. 

But I have wanted to get some thoughts down. This one’s actually pretty 

straightforward. There’s a really tight constraint in the contract around 

what a bilateral negotiation looks like. And it is explicitly limited to 

Registries ourselves and ICANN, no third parties. There’s one limited 

concept for a working party but that’s a working party assembled by the 

Registries.  

So we get to pick who is part of this negotiation. It’s us and ICANN, not 

some third-party working group of people explicitly organized to go 

against the interest of Contracted Parties. So this recommendation is 

borderline silly. So we should treat it as such.  
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JAMES GALVIN: Thanks. I have it flagged as a recommendation to reject and words in 

progress. Donna, go ahead, please. 

 

DONNA AUSTIN: Thanks, Jim. I agree this is one to reject. And I agree with everything 

that Brian said. But I wonder whether we can also put something in 

there about these advisory teams exist in policy development 

processes. And it’s consensus policy that results from PDPs that also 

underpin changes to Registry Agreements, given we have to abide by 

consensus policies. Just wondering if that’s another argument we could 

make.  

 

JAMES GALVIN: Yeah. Brian? 

 

BRIAN CIMBOLIC: Yeah. No. I think it’s fair. It’s something we can try and add here and 

capture, too.  

 

JAMES GALVIN: Okay. So as long as Brian’s taking that on-board, then we’re good to go 

here. All right. Anything else on this one? Then we will move along to 

Recommendation 9. And Brian and Sam, you guys both put comments in 

here. I believe this boils down to rejecting this particular set of 

recommendations. Brian or Sam, you want to say a word or two about 

this? Jeff, go ahead. 
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JEFF NEUMAN: Yeah. Sorry. Can you scroll up a little bit? So rather than just reject it, 

because there are some parts that are just horrible, I do think that 

ICANN does parts of these. So we should be stating that ICANN does 

proactively monitor registry and registrar contractual obligations. We 

could stop there.  

But just to basically see if there are pieces of this that we can give credit 

to ICANN for what they actually do and then reject the parts that are 

truly objectionable. Because if you reject completely the fact that they 

should monitor and enforce compliance, you’re looking like the bad guy. 

Okay. Cool. So Brian’s got some of that in there. So cool. Never mind. 

 

SAM DEMETRIOU: Yeah. And I put my hand up to say something similar, which is that what 

I … Again, this is all just still draft form and I was really looking at it only 

from the lens of the previous comments. We said it in the previous 

comments and we’re saying it in here. ICANN doesn’t need a review 

team to tell its Compliance Department to enforce the contracts. So in 

my view, to be very frank about it, I think part of this recommendation 

can be rejected because it didn’t need to be made in the first place. It’s 

not actually contributing anything to the overall state of affairs here.  

 But I think the question of … Let’s break this down instead of deciding 

off the bat to just reject it outright. Let’s go through it, break it down 

into its component pieces, and see if there is anything that we do 

support. But generally speaking, I think the first part of this that says, 

“ICANN should enforce its contracts,” doesn’t need to be included as a 
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recommendation because that work already gets done. And the 

implication that it doesn’t is a little bit troubling, especially as Brian 

mentioned, we just got audited on these things, for example.  

 

JAMES GALVIN: Thanks for that, Sam. Kurt, go ahead, please. 

 

KURT PRITZ: Thanks. Two things. One to just complement what Sam said. They 

should be telling ICANN what to do and not how to do it. So establishing 

separate outside audits and all that detail is telling somebody how to do 

their job. And I don’t think that’s our role. 

 Sue, I don’t know if you’re in control. If you could scroll up to the 

recommendation itself. Yeah. Right there. So I’m a little bit bothered but 

I don’t know why. Let’s see. So the very last sentence, “Support ICANN 

Org as a whole to effectively use contractual levers to address security 

threats in the DNS, including measures that would require changes to 

contracts.” 

 So the role of Compliance is to ensure compliance with the contract. It’s 

not to address security threats. It’s not to fight DNS abuse. It’s not to 

reduce spam or phishing. It’s just compliance is compliance. And I don’t 

know if this rises to the level that we need to comment on it but I’m 

always bugged when Compliance is asked to address security threats. 

And I think the wording in here might be okay now that I’m reading it. 

But that’s the point I wanted to make.  
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JAMES GALVIN: I think that’s a good comment, Kurt. Anything which leans on telling 

ICANN to make changes to contracts, I think, should be automatically 

suspect, I think by default, as far as anything we see here. And we want 

to be really careful about that. It certainly should not be in the purview 

of a review team to tell ICANN to do its job that it is already doing. I 

think this falls into that category. And using that particular notion of 

changes to contracts is really going too far. 

 Okay. Kurt, I’m going to assume that’s an old hand and suggest that we 

scroll down to Recommendation 10. There’s another interesting one. 

“Provide clarity and definitions of abuse-related terms.” Now, I added a 

few small comments here. On the one hand, having a transparent 

process to review the definition of abuse is probably okay. We’re going 

to want to have some guardrails there to make sure we don’t lose 

control of that. I don’t know if that’s even possible. So maybe, being 

supportive of that is a bridge too far all by itself.  

On the other hand, I note that Recommendation 10.3 and telling it to 

use that definition in contracts really is another one of those cases 

where … Yeah. They’re telling ICANN what to do in contracts and that 

really is just going too far because that’s not the mechanism to get 

things. That’s a particular tactic for getting a job done and it’s just out of 

bounds, as we’ve seen in other things, too. So let’s let others talk. 

Donna, please go ahead. 

 

DONNA AUSTIN: Thanks, Jim. So I actually liked Recommendation 10.1 because it is about 

ICANN being open about what their definition of abuse is, not the 



RySG DNS Abuse-Feb11                                                   EN 

 

Page 20 of 34 

 

community’s not ours. And the CPH ExCom actually had a conversation 

with senior staff this week about this and requested that it would be 

helpful if they could publish what their definition of DNS abuse is. I think 

it would be helpful for everybody.  

So like the idea that ICANN Org should publish their definition. But if 

there’s little nits in here that we’re not so supportive of, then we should 

call those out. But at an overall level, I like the idea that ICANN publish it 

and be clear about what it is. Thanks. 

 

JAMES GALVIN: Thanks, Donna. Sam, go ahead.  

 

SAM DEMETRIOU: Thanks, Jim. So I also think that this recommendation is sort of an 

improvement over the kind of corresponding recommendation that 

existed in the draft report. So this one was really overhauled.  

But in the draft report, there were … It wasn’t very explicit but it was 

sort of implied that ICANN Organization should adopt a definition of 

DNS abuse that was in-line with some of the things we’ve seen out of 

the CCT Review or the RDS-WHOIS2 Review and that the ICANN Board 

should entrust SSAC and the PSWG to work with e-crime and abuse 

experts to evolve the definition. So I think the shift here, away from that 

very prescriptive recommendation about how the definition should be 

written, I think is positive here.  

What I want to put forward for this group is if this is maybe a good 

opportunity to take a stance and make a statement about our CPH-



RySG DNS Abuse-Feb11                                                   EN 

 

Page 21 of 34 

 

adopted definition of DNS abuse and why that is the definition of abuse 

that the ICANN community should be working with because it fits in 

with ICANN’s Bylaws and its narrow remit, etc. This could be an 

interesting opportunity to do so because we adopted that definition—

we reached agreement around that definition—after the Draft Report 

was published. So this could be a good opportunity to contribute 

positively to the discourse as well.  

 

JAMES GALVIN: Thank you. That’s a good suggestion. I like it, at least. Brian, go ahead, 

please. 

 

BRIAN CIMBOLIC: Thanks, Jim. Definitely, I agree with Sam on that. The one thing I wanted 

… And if you’ll forgive me because this is a half-baked thought. I don’t 

think we want to give too much credence to the notion that there are 

different definitions on DNS abuse and we think this is why ours is the 

best. Ours is the only one that actually seems to mirror reality. It seems 

to be the only one that’s based in fact, in practice, in what ICANN’s 

actually doing, in what ICANN’s permitted to do under its Bylaws.  

So I totally agree with Sam but want to make sure that we frame it in a 

way that doesn’t set things up like, “Oh, okay. Yeah. There’s varying 

definitions on DNS abuse.” Our definition is the definition, in my mind. 

And we need to just be careful how we tread as we talk about the 

foundational definitional issues around DNS abuse.  
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JAMES GALVIN: Thank you for that, Brian. An equally excellent point there, as far as 

doing this. So I think we can probably agree in part with this 

recommendation and say something positive about what’s going on 

here. And that sounds like that’s where we are with that one. Okay. 

Anything else on this text for the moment?  

 All right. Let’s move on to Recommendation 11. A couple different 

people have commented here. Sam made some comments about what 

we had said before. I know what the origins of this thing is, this 

resolving CZDS data access problem. I’ve been trying to think about, and 

I was trying to make a suggestion here, on what to do here. How can we 

constructively respond to this? This is something that SSAC talks about a 

lot, to be honest with you. And this one won’t go away. And I’m thinking 

about what’s the right way to deal with this? 

 One thing that occurs to me is trying to turn this particular 

recommendation into a compliance issue in some way. Look, 

Compliance is doing their job and we should let them continue to do 

that. If you don’t like what’s coming out of Compliance, then there must 

be something wrong with the policy and the procedures that they’re 

trying to do.  

So you need to come at it from that direction. You can’t just say in this 

recommendation, “Go fix this.” Identify a problem and ask for a proper 

way to deal with it. And I think that’s probably the most constructive 

thing that we can say here, is a proposal for a better way to go about 

dealing with this issue. That’s my one suggestion here. I’m curious if 

others have any thoughts about it. This is not going to go away and I’m 

just looking for a way to get in front of it and say something 
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constructive. So why don’t we just tell them what they should do if they 

really want to open a question on making something different happen? 

Yeah. And Sam is saying in the chatroom … Right. It is available and it’s 

there. The particular issue is people don’t like the steps. There is not a 

homogeneity amongst registries in terms of how access is provided and 

given. And that was a hard-fought battle back in the day. To be honest 

with you, I think that we probably ought to reexamine that, just 

speaking from a Registry point of view.  

I know that security would love for there to be exactly one set of rules 

for how you get access so there’s predictability. The problem today is 

that it’s not predictable and there’s a lot of concern about that because 

registries get to make their own choices. And that’s the point of tension.  

And now, we should be open to the fact that that question is going to 

get asked and we should offer a way for that question to get broader 

exploration and discussion. And maybe we do have to think about doing 

something different at some point in the future. We certainly don’t have 

to agree to anything different right now, based on this 

recommendation. Yes. Right, Crystal. Shouldn’t let facts get in the way 

of what’s being asked for here. 

All right. If there’s nothing else on Recommendation 11, we’ll scroll 

down to 12 here. Wow. We’re getting pretty far here. 

 

DONNA AUSTIN: Jim, sorry. 
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JAMES GALVIN: Oh! Donna, please go ahead. 

 

DONNA AUSTIN: Thanks. I agree. This is at the discretion of the different registries as to 

how they want to sign up on requests. But just to come back to your 

point about a central repository or something to find the information, 

given there’s 1,100 registries out there now so it is a little bit hard for 

people to find the information they’re looking for. This was something 

that came up with senior staff when we had a conversation about them. 

And it was more related to DNS abuse contacts. How can we find a 

central repository for that because it’s hard for people to find it? 

So I just wanted to flag that this central repository idea for all this 

information associated with registries is something that we may want to 

think about and pull out some of the things that registries do different. 

And it also goes to Sophie’s point about the diversity of the business 

models. There are really valid reasons why people have different steps 

in their processes or have different policies about the way their registry 

operates. So just to flag that. It’s probably something we need to think 

about. 

 

JAMES GALVIN: Yes. Thank you for that, Donna. Obviously, from SSAC’s point of view, 

they’re really focused on ability to have access to registration, to the 

domains that are listed there. They want to know what’s valid and 

what’s not and be able to gather those things and gather all of that 

data. So frankly, I think there’s a case to made for that kind of access. 
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But does that have to be all-inclusive at all times? That’s really worthy of 

discussion, that particular point. Okay. Anything else? 

 All right. Recommendation 12, overhaul DAAR and enable transparent 

and independent review. Well, we have certainly had … We had our 

DAAR Working Group for a long time. So we have actually, already been 

actively engaged in not really on overhaul because I don’t really want to 

malign DAAR quite that deeply. I think that there are things that it does 

that are good. It’s certainly informative. Whether or not it’s providing 

knowledge is an open question. And I think that we’ve improved some 

things a little bit and there’s more to come here.  

 My concern with this set of recommendations is they go too far. And I 

listed a point for each one of the things. Probably, the most notable 

thing to call out here for this group right now is Recommendation 12.3, 

which actually makes the explicit recommendation about naming and 

shaming. Now we, of course, have always had the position that we 

don’t name and shame. Certainly, for ourselves as a stakeholder group, 

we never go down that path and we don’t support any efforts to go in 

that direction.  

So it’s worth calling out that that’s explicitly being asked for here. And 

obviously, they want it to apply to registrars as well as to registries. 

We’re probably going to have to figure out what to say about all of this 

and how we want to reject that desire or not say anything about it. I 

think this is going to require some more thought about it. So that’s my 

comment there about that.  
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And I wanted to call that out for people to think about it, what thoughts 

that you have. I assume we’re going to continue with our standing 

position of not naming and shaming, although I have been known to say 

in our abuse working group that we’ve had, I see that in our future at 

some point.  

This doesn’t have to be the time that we really have to deal with that. 

But obviously, this recommendation is yet another step in that direction 

of eventually getting to a place where they more clearly name and 

shame, based on abuse. So all we’re really going to be able to do here is 

defer this for as long as possible. So this doesn’t have to be the moment 

in time but we need to think about that. That’s just my view. 

Okay. Moving on to Recommendation 13. This is related to this abuse 

complaint reporting. What’s going on here for me, my comment about 

this abuse reporting form is really about the quality of the reports that 

you’re going to get. I think that that is just going to get in the way of 

everything. Nothing is going to work right because you’re not going to 

be able to guarantee that you’re going to get high-quality reports. 

Therefore, these metrics are not going to make any sense.  

I just don’t know what to do with this. I suspect this is probably 

something that most people would say, “Oh, fine. If ICANN wants to do 

this, let them have a forum. Let them send it off to us.” So maybe, more 

than anything, what I object to myself at least is recommendation 13.2 

because I don’t want any analysis of those complaints. They’re going to 

start holding us accountable for what we do and don’t do. And now, 

we’re going to have everybody trying to judge the qualities of those 

complaints that we get, not just ourselves. 
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I’m sure there are others here who broadly take in a lot of abuse 

complaints. You know that that system is flawed right from the start. 

You can only do what you can do and you get a lot of stuff which is just 

garbage. That’s just the bottom line.  

So I don’t know if anybody has any additional thoughts about that. I’m 

inclined to tacitly agree with 13.1. But I just can’t abide 13.2. I just don’t 

see them collecting metrics and those metrics at all being useful. It’s a 

worse situation than DAAR. Sam, go ahead. 

 

SAM DEMETRIOU: Thanks very much, Jim. I think you and I are aligned in our thinking on 

this. I’m just speaking off-the-cuff with some initial impressions about 

13.1 here. This is an idea that I could see, down the road, becoming 

potentially useful for the community. The challenge that I see with it is, 

as written in here and then in the explanatory text that goes with it in 

the actual report, it only talks about aggregating and passing along 

complaints. There’s no mention of vetting those complaints for 

legitimacy. So I think that is a huge hole that exists here.  

 So I don’t know if this is something … When we’re talking about 

support, reject, or how we’re going to respond to each individual 

recommendation, I don’t know if this is something that rises to the level 

of outright object. But this is very clearly something that is just a kernel 

of an idea and cannot be actioned on until a lot more details are 

thought through.  
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JAMES GALVIN: I agree with that, Sam. Thank you. I guess that’s a much more tactful 

and constructive way to characterize what we should do here. We’ll 

have to give some thought to exactly how to say that generally 

supportive of at least the top line part of the concept. But it’s important 

to understand what the goals are and the objectives of such a system.  

And we need to be clear about the limitations of the system, right up 

front, so that 13.2, you really just can’t go there because who’s going to 

evaluate these complaints? We can’t all be held to that. We all have 

different regulations, different laws by which we have to abide. And 

those abuse complaints are evaluated in terms of that. They’re also 

evaluated against our individual terms of service. So there’s no way for 

ICANN or any independent third party, without a lot of work—a great 

deal of work—to in any way sensibly evaluate the quality of these 

complaints. Okay. I wanted to make a note here of a couple things that I 

just said there. Okay.  

Moving on down to 14. Oh. This is another one to hand off to someone 

else. Brian, you added the most text here. Why don’t you jump in and 

take us through this one? Go ahead. 

 

BRIAN CIMBOLIC: Sure. Thanks, Jim. And I even disclaimed my own writing in the draft 

here. I wanted to get some thoughts down ahead of this meeting. But 

this is, to me, the single biggest and most problematic recommendation. 

It runs roughshod over our contracts. It would violate our contracts, 

very clearly.  
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Temporary Specifications are a contractual mechanism in both the 

Registry Agreement and the Registrar Accreditation Agreement. And 

there’s very specific requirements for them. They have to relate to the 

security and stability of the DNS. And those are defined terms in our 

contracts. They’re not a broader understanding of security and stability 

that the SSR2 Team might deal with. They are defined contractual 

terms, that any solution needs to be narrowly-tailored to meet its goal.  

And as I note in my diatribe here, that is about as high a legal standard 

as exists in any sort of consideration. It’s an incredibly high standard 

that’s most frequently used within the US administrative law when 

you’re challenging a newly-passed law based on race or the content of 

speech. That’s how high of a standard “narrowly-tailored’ is. And it’s 

intentionally set up that way because at the end of the day, if, as the 

SSR2 Report lazily suggests, “I don’t know. Do a Temp Spec. We don’t 

like the pace of abuse discussions,” it is very much a direct end around 

and usurpation of the multistakeholder process, of community efforts, 

and it’s just the worst possible precedent that we could have.  

So I think we need to push back incredibly hard, incredibly forcefully, 

and rub their noses in it, like, “Did you really think that this was a good 

idea? Did you really think that, unlike the other Temp Spec that was 

actually okay …?” And I think we need to make that distinction because 

it was dealing with an emergency, pressing need that directly tied to the 

contractual definition of security and that was GDPR coming down the 

pike in May of 2018. That is not the case here. It’s just general policy 

issues. 
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And the second point is that, as David Conrad noted at ICANN 70, abuse 

levels are going down. So to the extent there is some sort of immediate 

need, that’s obviously no longer there, as abuse levels continue to 

decline, due in part of the efforts of registries and registrars.  

 

JAMES GALVIN: Thanks, Brian. Before you go away, just maybe if you want to, I think 

that everything that you’re saying here about the Temp Spec also 

applies to Recommendation 15 because that’s a Temp Spec for a slightly 

different purpose. Generally, they want to create and abuse policy using 

a Temp Spec to do it. Do you want to add anything there before we go 

to Kurt? 

 

BRIAN CIMBOLIC: No. Same analysis applies. And I think it’s an EPDP that they want, based 

on the foundation of a new Temp Spec. But it’s building their house on 

pillars of sand. It’s nothing. 

 

JAMES GALVIN: Okay. Thanks for that. I am being conscious of time but that’s okay. 

Kurt, go ahead. 

 

KURT PRITZ: To add to what Brian said, I think there’s a logic flaw in this 

recommendation. They call for an evidence-based Temp Spec. But you 

can’t require the creation of a Temp Spec without evidence. So the 

report really has no basis for calling for a Temporary Specification. It 



RySG DNS Abuse-Feb11                                                   EN 

 

Page 31 of 34 

 

calls for the collection of evidence to write the Temp Spec. But as Brian 

points out, you can’t even call for Temp Spec without evidence. So I 

don’t know if that’s circular or not but the recommendation kind of falls 

on itself.  

 

JAMES GALVIN: Yeah. Thank you for that. Such a good point, too. I tried to capture that 

as a bullet point for the moment. I want to make one observation here. 

This is something which I have harped on a lot in our abuse discussions 

in the DAAR Working Group, in our Abuse Working Group that we have 

now. Recommendation 14.1 is all about establishing a threshold for 

abuse. And I am just vehemently opposed to that, completely. It’s a 

non-starter. I object to any notion that you can have a threshold, for 

two reasons. 

 One is just that you don’t control the abuse. We don’t control the 

origins and source of the abuse. Therefore, it’s going to be what’s it’s 

going to be. And registrations, some of the abuse really is completely 

and totally out of our control—malware, trojan horses, spam, insofar as 

it's used to promote those kinds of things. There is nothing we can do 

there. There’s nothing you can do in registrations that’s going to 

prevent that kind of stuff. If people are going to do it, they’re going to 

do it. People get hijacked and all that kind of stuff.  

 So I just think that, at face value, you can’t even do that upfront. And I 

think that an opportunity to reiterate that point is … We should take 

advantage of that, too, and make sure not to lose that little bit of a 

technical point here. Okay. Brian, is that a new hand or old? 
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BRIAN CIMBOLIC: It is. And it’s just something I wanted to flag. In my initial draft response, 

I flagged … I didn’t know what people thought about 14.2. It stands on 

its own, in a sense that ICANN should be giving us the DAAR data. To the 

extent they are publishing DAAR reports based to each TLD, they should 

be giving us the list of all of the domains that they’ve come across.  

I don’t think that’s a crazy recommendation. I think it could be helpful in 

a lot of ways, particularly for registries. Donna said, ”They already do it, 

if requested, now. Don’t they?” I don’t know the answer to that. But I 

don’t think they do, based on licensing requirements. But I think it’s not 

a bad idea and it’s something that if people … If I was a neutral third 

party and saw that we pushed back on getting information related to 

abuse, totally free-of-charge or whatever, I would say, “Why? Why 

wouldn’t you want that? If they’re willing to give it to you, take it.”  

So I think we need to think about 14.2 on its own and decide if we 

would be in a position to push against that, to be neutral to it, or to say, 

“Yeah. We think we should have it.”  

 

JAMES GALVIN: Yeah. So I’ll look for folks to add some comments here in the document 

about that. Before I go to Crystal, I just want to … Let me try to tie this 

up a little bit here. We are nearing the top of the hour. This is actually 

an excellent breaking point. And we’ll pick up the rest going on.  

And I’ll say one last comment before people start dropping off. Please 

add any notes, ideas, comments in the document. Please get back into 
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this. We’ll go through the remaining nine of these sets next week. And 

other than that, we’ll go over here to Crystal and we’ll wrap things up. 

 

CRYSTAL ONDO:  Yeah. Thanks, James. I was just noticing that it was coming to the end. 

And I wanted to point out, for everyone on the call. I put it in the very 

top of the chat. The European Commission has hired a group of 

attorneys and folks out of a university, I think, in Germany. And they are 

performing a DNS study. And they’ll be reaching out to all registries and 

registrars, is my understanding, to collect data, information on policies 

and procedures. And eventually, the study will be given to the European 

Commission, including recommendations on what regulatory actions to 

take. 

 Just so everyone’s aware, the woman who is leading the study is an IP 

attorney, and is a URS provider, and has, I would say, definitely the goal 

of taking content on, and copyright and trademark specifically, as 

something that the EC should regulate for us to deal with.  

So I think we need to address this in this group at some point, to think 

about how we, as Registries, will respond and whether or not we can do 

it in a way that is cohesive as opposed to … I know she’s met with a few 

people on this call already. I met with her this morning, just scoping 

exercises. But as this work goes, we should definitely keep in touch on 

what kind of information we’re receiving because that could really 

throw a wrench in a lot of things. 

 



RySG DNS Abuse-Feb11                                                   EN 

 

Page 34 of 34 

 

JAMES GALVIN: Thank you, Crystal. Thank you for letting folks know about that. You’re 

right. We probably should find some time to talk about that, too, in our 

general discussions here in the Registries Stakeholder Group.  

So again, very quickly, please, folks, finish reading the report, reviewing 

it. Put your bullet points and notes here in the document. Everyone 

should be able to have suggest mode and access to it. We very much 

could use more information. And we’ll try to muscle on through the rest 

of these next week. And then, we’ll definitely be focusing on drafting 

some words around all of our bullet points here, to the extent we don’t 

already have it.  

So with that, let me just declare that we are done at this point and say 

we’re adjourned. Thanks, everyone. 

 

SUE SCHULER: Thank you, Jim. Julie, please end the recording.  
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