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SUE SCHULER: Right. Thanks, Julie. Okay, Jim. 

 

JAMES GALVIN: Thanks, Sue. This is the Registry Stakeholder Group DAAR Working 

Group. I am Jim Galvin from Afilias, your host for this fine and 

entertaining session. And it is May 5th, Cinco de Mayo. So welcome 

everyone. I hope you're going to be celebrating this evening in a socially 

distanced way, of course.  

So, I apologize I did not actually distribute an agenda for this meeting 

but just carried forward from the last meeting here. You know Sue was 

kind enough to put together a few items. She also added a third item on 

there that you’ll know from the Registry Stakeholder Group meeting last 

week and, of course, from the mailing list that Donna is looking to put 

together for the Registry Stakeholder Group, we’re looking to put 

together and abuse seminar. I would think we are a good collection of 

people here to discuss this topic and hopefully get engaged. Many of us 

want to get engaged in that work and be part of that webinar. So, we 

could spend some time talking about that there a little bit. If folks are 

interested that would be a helpful thing to do.  

So very quickly with respect to the document, we had done our final 

review of the document last week. There were some edits left to be 

done. I did take care of doing those edits. If you bring up the document 

in the link, you’ll see what I did there. I did leave the edits visible in 

here. Folks can scroll through that. Donna can just kind of scroll down 

slowly here and you’ll see that I put stuff there.  
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I left my editorial changes visible in the changes so that you can see 

them but the other movement of text and stuff and deleting of things, I 

just did that and resolved it all. As you get to the bottom you’ll see in 

this document which I’m going to leave as it now at this point, after 

these recommendations here there will be a page that starts off with 

[inaudible] here are the beginning of potential recommendations. It is 

for our reference and for us and so it will stay in this document so that 

we have it available  but now the PDF that I sent to the mailing list just 

before this meeting includes only the pages up above with all the edits 

cleaned out of course. It’s got a watermark of draft on it and a footer 

that says it’s just for us to work with OCTO and RySG.  

So, I just figured we’ll just try to keep it that. Allow them to work with 

their team. You can see the footer note there. It seems like an 

appropriate step for the moment. And I will send this.  

I’ll give it a day here so that folks really do have a chance to look at it. 

And then we’ll send it off to OCTO and we’ll look for them to join us as 

soon as they’re available. And we’ll start walking through the 

recommendations. So, let me just pause there. See if anyone wants to 

jump in and comment.  

The PDF went out literally just before this meeting, Rick, like five 

minutes before the hour. I sent it to our mailing list but not to OCTO. So, 

you should have it shortly if not already. It went out to the mailing list. 

Okay. But I’ll give folks a chance to make sure that you have a chance to 

look at that PDF and also look online at the text. Okay.  
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I think that’s it as far as that’s concerned and our plan is just to work 

with OCTO. We have two overarching objectives in meeting with OCTO. 

One is to walk through these recommendations, well immediately it’s 

walking through the recommendations they really split into two parts.  

So, the set of technical recommendations which are the first few. And 

then the last few are messaging recommendations. And we’ll bring 

Samaneh and John in to walk through all of them and then part of our 

discussion when we meet with them will be to sort out how to move 

forward ideally in parallel on those two separate things and see what 

they want to do. And I’ll put that ask of her when I send off the PDF 

specifically so that they can come prepared to want to discuss that topic 

with us as well as to talk about what the recommendations really mean 

and what the findings really mean. Make sure we’re all in alignment. 

Okay. Just pausing for a moment to see if any hands go up, any 

questions. Okay.  

Last week we had said that we would take some opportunity ourselves 

to continue to talk through some of the technical details of our 

recommendations and in particular even the Pareto stuff just to have a 

bit more discussion with ourselves to see where we were with that. We 

could certainly do that, or I do actually appreciate that Sue had put on 

the agenda here discussing this abuse seminar. I’m actually I think a bit 

more interested in inserting that here and having a discussion about 

that and see if anyone here is willing to volunteer to go with that work. I 

noticed on the mailing list that we had two folks, Matthias and Rubens 

had stepped up and volunteered but I am wondering if any other folks 

here are interested and equally would be interested in having a bit of a 

discussion here about the framework that Donna had distributed to the 
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Registry Stakeholder Group mailing list and any discussion about 

substance.  

You know you, want to volunteer to be a part of it. Or we can just get 

back to doing our technical work. I’m not seeing any hands or discussion 

here. Okay. So, everybody is going to volunteer to be part of the 

webinar. Right? Kurt, go ahead, please. 

 

KURT PRITZ: Yes. Thanks, Jim. So, I’m going to volunteer to be a part of that but I 

think it’s sort of separable from this. Right? That the ideas we have for 

the webinar and how that might be conducted and then the content for 

each one of those sessions should probably be had in that new group 

and that our attention should be focused on this report and moving it 

forward.  

 

JIM GALVIN: So, Thanks, Kurt. I’m good with that. That’s fair enough. Any other 

comments or questions from anyone? Then we’ll just consider the 

abuse webinar, this is just a plea for I think a [mode of considerative, as 

Kurt suggested, just a motivation for folks to get involved there if 

possible. I think that most of the folks here should have something 

really good to contribute to all of that. So, we’d appreciate if more of 

you would volunteer to be part of that. Okay.  

So why don’t we come back to our working document we have and take 

some time to talk through for ourselves some of our technical 

recommendations. There are two suggestions that I would have for 
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discussions. One is to talk more about what is now the new 

Recommendation 3.  

I just realized that it didn’t renumber five on down. So now it looks like 

there is a missing recommendation. I’ll fix that. Amazing, the things you 

miss.  

But the Recommendation 3 there, I have some discussion about this 

notion of the persistence of reported abuse activity and what it really 

means and really kind of dig into that a little bit to make sure we all 

really understand all the elements of it. We certainly have had quite a 

bit of discussion about it and I know that there are generally some 

concerns about whether or not this is achievable, whether or not it’s 

even relevant given the quality of the data that’s coming. And it feels 

like it’s a discussion that we should try to find some real closure on 

here. It still exists here but every time we start to dig into the details of 

what it means we always seem to have some comments about the fact 

that the feeds themselves, do they lend themselves to this at all? 

How hard do we want to push on this? Where do we want to go with it? 

So, I’m going to pause there for a moment and see if anyone wants to 

jump in. Otherwise, I’ll start and kick in a little bit of a monologue here. 

Maybe I’ll go with a question in terms of trying to drive some discussion 

here. 

So, does anyone want to speak against it? Let’s focus on speaking 

against the notion of doing this. Maybe that’s the right way to sort of 

tease out some of our real concerns here and see if we can find and 

address them. As I understand it the message that we’ve had for 
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ourselves here in Recommendation 3 talking about this measuring 

persistence, the concern is that the reputation lists that are used. There 

are two principle concerns. One is that they have varying degrees of 

quality and that’s in part just because of the way they’re maintained 

and in part because of how things get off the list. And what that means 

is it feels like there’s not enough. So that’s one issue. And I would 

appreciate it if anybody would like to expand on that a bit.  

The other issues that I believe I’ve commonly heard in these discussions 

is in part because of that but just a general question of, is there a good 

enough correlation between any mitigation that a registry might 

actually execute on and its reflection in this reputation feed? Are we 

willing to accept and go forward with this recommendation given these 

sort of inefficiencies or not the highest quality representations that we 

have here? I do think it’s important that [inaudible] so that we can have 

a position and a consensus position to make sure that we bring that to 

OCTO. So, I’m looking if anyone would like to speak to our concerns 

about this and see if we can get past them.  

I really do want to make sure that when we’re talking to OCTO, we’re 

representing to them that this is something that we’d really like to go 

forward with and be encouraging them to try to build this out. And I’m 

not seeing any hands but I do see Maxim making a note here in the chat 

room. And yes, Maxim, that does speak to the general issue of the fact 

that these feeds, we know the feeds have varying procedures. There is 

no homogeneity in the way each individual feed is run and that has its 

own set of issues. Sean, you have your hand up. Go ahead, please. 
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SEAN BASERI: Yeah. Sure. So, I think items you described, Jim, were accurate of 

conversations so far. I think something else to consider too is there may 

be times where a domain is listed on a feed but it’s a shared domain, so 

a hosting provider, for example.  

I guess part of what gets down to this is there’s a little uncertainty 

about the process by which different feeds remove domains from their 

feeds. But I think that it’s something maybe worth considering too is 

what the end result of something like this will be. Because one of the 

things that have been talked in the security community is folks will see 

something and they’ll say, “This is abusive.” Or phishing activity for 

example, why hasn’t this been address within a very ... Let’s say some 

time frame. And oftentimes they’ll say, why [isn't] the time frame 

shorter because this is having a negative impact? 

So, I think part of the challenge I see is that we don’t always know all 

the details of how feeds are handling the listing and removing domains. 

And then the other is just the, “What will the follow-up conversations 

look like?” So, just my thoughts. 

 

JIM GALVIN: Yeah. Thanks for that, Sean. Let me focus specifically on the last 

comment that you made when you talked about follow-up 

conversations and frame that in the following way. Given that we have 

these issues or concerns, I don’t want to really call them issues per se, 

but we do have these concerns about the reputation feeds. Are we 

willing to be a part of conversations, and I’m not even sure what 

conversations, I can imagine that maybe there are conversations with 
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some of the reputation providers? Or maybe we want ICANN to have 

conversations with them to try and improve them in some way. Can you 

imagine that being the follow-up conversation? Or did you have 

something else in mind that you could put out here for us? 

 

SEAN BASERI: I think over time—because this topic definitely seems like it’s something 

that folks continue to have questions, our folks in the community have 

asked about. So, I think those conversations will happen. I think I’m just 

a bit unsure about framing this because originally the way Rec 13 read 

to me was that we wish to measure addressing abuse based on whether 

the domains, for example, remained in the feed over a period of time. 

And we made a couple of scenarios where that may not accurately 

reflect the security threat being addressed. For example, it’s the data 

feed will remove it after a period of time irrespective of whether the 

underlying activity on a domain name changed. I think the 

conversations will happen either way. I just wasn’t sure about the 

framing of this recommendation. But we did remove the reference to 

the appendix so it’s less prescriptive.  

 

JIM GALVIN: Yeah. Thanks, Sean. And I’m sorry just to keep you on the spot here for 

a bit. But you just said something which resonated with me and I 

wanted to call it out and see what other folks think. Up to this point, I’ve 

very much been calling this persistence of abuse and the idea being that 

registries that take mitigation steps, that that would be reflected in this 
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list. It just occurred to me based on what you just said, let’s rephrase 

this.  

Let’s not talk about it as representing mitigation per se but let’s just 

represent what it is we’re doing here. We’re suggesting that we’re 

asking for ICANN to also show that names come and go on the abuse 

list. So, let’s have them just measure the presence on the abuse activity 

list, on the reported abuse lists. So maybe it’s not about showing 

mitigation steps. And we should just step away from that altogether. 

Would that help this discussion? If that makes sense to you, Sean, I’ll 

give you a moment to comment on that, and then we’ll move on here to 

Maxim. And I’m sorry, Sean, if you were talking, we can’t hear you. 

 

SEAN BASERI: I’m sorry. I think that would more accurately represent the underlying 

situation with the data feeds as there are varying methods of removing 

domains. That’s my understanding at least so it would be good to get 

more clarity. But I think it would be good to get other folks’ 

perspectives.  

 

JIM GALVIN: So, thanks very much. I want to leave that question out there. I’m also 

interested in perspectives from people. It’s not really a measure of 

mitigation. It’s just a measure of the persistence of reported abuse 

activity and be very specific about that. I’m interested in other 

comments about it. But, Maxim, you’ve had your hand up. Go ahead, 

please. 
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MAXIM ALZOBA: Do you hear me? 

 

JIM GALVIN: Yes, we do. Thank you. 

 

MAXIM ALZOBA: Okay. The way I see it now, I mean the text, we have an issue. The 

DAAR2, it doesn’t add anything. It just takes information from feeds and 

makes something out of it. And DAAR 2 doesn’t measure how the abuse 

was addressed because it just reflects what’s in the feeds.  

So, until feeds are accurate about the status of the domain so they don’t 

leave something in the list where the domain is not active, or deleted, 

or whatsoever, or content was removed, then we will never see the true 

picture of what’s going on. And we will be responsible for their view of 

the picture but with our responsibilities. And they will use it to twist our 

hands because saying, “You have to do this and that. You don’t comply 

with what we’ve expected from you.” It should be a two-directional 

thing. And the situation where we will have to be responsible for the 

non-actual contents of those lists is wrong, just wrong. Thanks. 

 

JIM GALVIN: So, thanks, Maxim. I think that’s one of our concerns. You’re exactly 

right. And I think you’re the one who most often reminds us of this 

particular concern that it’s the quality of the feeds. It really is an issue. I 

think where I’m headed, and my suggestion for us here, and maybe this 
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is a question to you, is we’d really like for the messaging, and this is the 

purpose of the last three recommendations that we’re offering to them, 

we’d really like to tweak the messaging to be much more careful and 

much more representative about what DAAR really is and what it 

shows.  

I think that the math that they’re performing is good for what it is at 

face value but what they’re not putting enough emphasis on is the 

quality of the data they’re working with and what they’re really showing 

you based on the presence of that data. And I think that is a key part of 

what we’re talking about here too. At best DAAR overall is a trailing 

indicator of the presence of something and this persistence question 

that we’re dealing with here, we’re just trying to characterize what it is. 

We need I think, I’m just trying to find ways to phrase this, I’m looking 

for reactions from people.  

We’re looking for some way for this system to reflect that abuse is not 

static. I’m trying to find different words and different phrases to get at 

this. It’s not about showing particular mitigation is there. Maybe it’s not 

about showing persistence of abuse but it is about reflecting that abuse 

is not static, that it does change with time. And we would like them to 

add some element of that to DAAR. That’s what this recommendation is 

getting at, trying to step back and offer some different words. Kurt, you 

have your hand up. Go ahead, please. 

 

KURT PRITZ: I think that in this recommendation is an important lever for improving 

the messaging and possibly improving the DAAR report. I think we’re 
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sort of wrong or getting ahead of ourselves in prognosticating the 

answer that we understand how the feeds work and so we understand 

their shortcomings. But really this is an ICANN report and if ICANN is 

going to report on abuse or security threats accurately there has to be 

some mechanism where that says so many of these reported instances 

of abuse lasted for so many days or so many lasted for a long time. And 

we might be talking about mitigation.  

We might be talking about, well maybe it wasn’t it really abuse in the 

first place, maybe it was misreported. But we can never get to a useful 

report without this type of persistence or we can use a different world 

but persistence information and let them come back to us and say, 

“Gee, this cant be done.” That leads to the conversations that, “Oh well, 

maybe this report isn’t so useful after all.” And takes away how it’s been 

weaponized in some way against registries and registrars.  

So, our role here is, “Here’s how this report can be made a lot more 

useful and informative if you include this additional data.” Let ICANN 

come back with, “Well, the feeds are ignorant of this, or the feeds are 

inaccurate about this,” or ICANN cannot do the extra work for some 

reason to provide this information. So, instead of just saying, “We need 

to improve the messaging,” we need to point out with real specificity 

where the report is falling short and give ICANN the opportunity to 

improve the report by either improving the feeds or adding their own 

level of effort to it.  

So, I think this is an important recommendation from that standpoint 

even it cannot be done. It’s very important information to have and if it 
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can’t be done then it puts the whole DAAR report in the right light. 

Thanks. 

 

JIM GALVIN: So, thanks for that, Kurt. The big takeaway that I got from that was, this 

is a recommendation so in that respect it is a bit of a solution ask if you 

will. But you just said something interesting, I don’t mean to suggest 

that you don’t always say something interesting. I’m sorry. Something 

that you said particularly resonated with me. I want to tease that out 

here.  

In this recommendation is it more important that we describe the 

problem space and look for them to say something or do we want to 

back off on the particular proposal for a solution space here? And I 

don’t really want to change what we have here unless we’re really 

committed to that. Yeah. I’m trying to think of what am I trying to say 

here.  

You talked about if ICANN is going to create a report, let ICANN explain 

that report and our objective is to recognize that there’s something 

they’re not doing in their report. They’re not actually properly 

describing what it is that they’ve got. And in fact, they’re not showing 

the whole problem space. And that’s us just describing what we’re 

trying to get at here with this recommendation.  

I’m sorry. I don’t think I'm being quite as eloquent as you were. Maybe 

my only real question here when you come right down to it instead of 

this real back and forth is, I do want to make sure that we’re still okay 

with this recommendation as written. The most important thing that I’m 
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trying to get at here in this discussion is I would want to be careful when 

it comes time to talk to OCTO that we are presenting a uniform 

messaging to OCTO about what we’re trying to achieve. What I really 

wanted to do here was to fully expose all of our concerns about this 

recommendation and our concerns of the feeds but know that we’re 

okay going forward with what we’re proposing to do here. And let's just 

make sure that we understand all the elements of what we hope ICANN 

achieves with they respond to this recommendation. So, Rick, you have 

your hand up. Help me out here. Go ahead.  

 

RICK WILHELM: So, thanks, Jim. I’ve just been looking at this really closely along with 

everybody else and being mindful of all the thought that’s gone into this 

and also to Kurt’s comment that he just typed into the chat. And I don’t 

really know what the right answer to what a display of the measure of 

the persistence of the report abuse activity would be, as the first 

sentence described.  

Now, it is true that this recommendation does get fairly prescriptive and 

that I’m not exactly sure what the exact answer would be. So one of the 

things that we could do here is we could insert a couple of words to 

equivocate a little bit in order to be less prescriptive by using words like 

“for example” in the second sentence and use “perhaps” in front of the 

number one and number two to get across that it’s more a conversation 

starter and have us be less prescriptive in our solution because it is 

going to be difficult to display a measure of the persistence of the 

reported abuse activity because as Sean Baseri mentioned earlier the 

feeds don’t necessarily lend themselves to this kind of a measure. So, 
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one suggestion would be to just insert a couple of words to give a little 

bit of flex into this thing using words like “for example”, “perhaps”. 

Maybe that would be a friendly edit. Thank you.  

 

JIM GALVIN: Let’s just type some new words in there. I like that, Rick. I just changed 

that second sentence. Right? “The objective is to demonstrate that 

reports of abusive activity do change, for example, by ...” and then we 

have those couple of things there.  

You’re right in the sense here this one did get into being a little bit 

prescriptive and we have tried along the way here to not be absolutely 

certain about what we want or in terms of how to get what we want. So 

probably should make that change in the PDF anyway. Kurt, you have 

your hand up. Go ahead, please. 

 

KURT PRITZ: Yeah. I don’t know if I’ll put this well. So, I’m fine with what Rick 

suggested. There are two types of abuse fighting. One is prevention and 

one is mitigation. And the agreement that registries have with ICANN 

focus solely on mitigation and there’s really nothing in the DAAR report 

that talks to that and this recommendation goes to that as sort of a way 

to determine— we’re not sure whether it can or not but it’s a way to 

determine that there is actually mitigation going on. And I’m concerned 

that the DAAR report is used to encourage types of prevention rather 

than mitigation. Which to me, if unartfully implemented, hurts business 

models unnecessarily without any real benefit to DNS abuse and the 

like. So again, I think it’s important that we talk about and brag a little 
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bit about what the steps we’re taking for mitigation. I honestly think 

there’s a lot of work going on there and that the DAAR report doesn’t 

address it at all and that’s why we’ve made this recommendation. 

Thanks. 

 

JIM GALVIN: Yeah. Thanks, Kurt. Very good point. I like Rick’s suggested change, the 

friendly edit a little bit there to soften the prescriptive nature of this. 

Okay.  

So, in general I’m not hearing anyone insisting that we drop this 

recommendation at all. We do all understand that it’s a bit limited in its 

effectiveness. The effectiveness of being able to achieve what we really 

want here is quite limited. And we recognize that.  

So, we are trying to get at something. Maybe a bit of an indicator of 

some sort of that the reported abuse activity really does ... There is 

some activity there. There is a rate of change there. And that’s what’s 

important. And I think Kurt you made an important distinction there. 

And that the fact that these lists, they change the names that are on 

them, that might be because of mitigation by a registry, it might be just 

because reports have stopped, or otherwise went away, or it might be 

because of some special process that the reputation feed has. 

So, we’re back to that question again. Different reputation feeds are 

managed in different ways and the rules by which things get on and off 

those lists vary a lot from the overly draconian of “pay me lots of money 

and I’ll think about it,” versus being actually responsive to the 

community. Okay.  
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Again, I’ll say it. I think that my most important concern here is I just 

want to make sure we agree in general although we recognize that 

there are issues here, that this is a positive step, moving in a direction of 

trying to solve this. We’ve got some examples here. And we’ll look for 

pushback from ICANN on doing this and their comments and concerns 

about it. And nonetheless, our goal is to try and bring this forward in a 

positive way in spite of some of these limitations.  

To the extent that we can get the limitations in the discussion, I would 

say that the purpose of that is so that they will capture those limitations 

and they will make that part of the messaging. So that’s what we want 

to include down below, when we get to those recommendations there, 

we also want them to recognize as we’re going through these technical 

details, some of these issues and concerns. And hopefully, it will capture 

them and they’ll be interested and welcoming of the idea of integrating 

that into their report so that the community at large gets a better 

picture of what is going on and what one can really get out of the DAAR 

report.  

They’re not perfect but they are something. And it’s important to put 

them into a proper context so we know what they are. Okay. That was 

the main one that I wanted to bring up. We had said last week that we 

would spend some time talking about that. I guess I’m willing to close 

off that conversation at the moment.  

I will change the PDF to have this friendly edit here. And I’ll also 

renumber these. I’ll get the renumbering in so that that’s taken care of. 

I think with that we have a choice here. I realize we have got about 20 
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minutes left in our discussion here. I think there are two things that we 

can do. We could end a little bit early today.  

I had only really targeted having this one discussion for today. The other 

possibility is we could take one of these others and talk more about 

them. Actually, the other one which is most interesting to talk about 

would be to talk a little more about one of the potential 

recommendations. The one which we took out here was currently 

Recommendation D. Let’s talk a little bit more about the Pareto analysis 

stuff and what that means so that we can just continue to move that 

along for ourselves. I guess I’m open to how folks want to go with this.  

We can be hopeful that we’ll get ICANN next week and OCTO next week 

and just go forward. What would folks prefer? Want to dig in here or 

call it a day? And I’m not seeing any preferences indicated in the group. 

Tell you what, I’m going to suggest we call it a day rather than trying to 

confuse us with too many technical details on the Pareto thing. I think 

we’re going to have plenty of time to get into that and I’d rather stay in 

a context of what we are going to be talking to OCTO about rather than 

rehashing and pulling in stuff that we’ve gone over but I don’t want to 

make all of that fresh in our mind.  

I’d rather stick with what’s fresh in our mind is what we’re going to talk 

to OCTO about. Any objections to ending early today with that in mind? 

Don’t all raise your hands at once. It’s okay. Fine. Thanks very much for 

that folks. I’m going to choose to move on for today.  

We’ll call it a done thing and I’ll send a revised PDF out here shortly. And 

I’ll give it a day and then we’ll send it off to OCTO and hopefully, we’ll 
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see if we can get them to join us next week. Otherwise, what I would 

suggest if they don’t is let’s take some time and review for ourselves the 

recommendations. We’ll have the meeting regardless because we will 

take some time to prep ourselves on all of these recommendations 

again. I think I’ll actually bother to do that. So maybe it will be a short 

meeting next week just to make sure we stay in context and we’re all 

ready to go when OCTO is ready. But I’m hopeful that they’ll join us in 

any case. So, with that, we’re adjourned. Thanks, Sue and everyone. 

 

SUE SCHULER: Thanks, Jeff. Julie, we can end the recording. 

 

 

 

[END OF TRANSCRIPTION] 


