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SUE SCHULER: Great. Thanks. Okay, Jim. 

 

JIM GALVIN: All right. Thanks. This is Jim Galvin from Afilias. Thanks very much, 

everyone, for joining us. We do have, at the moment, kind of a small 

crowd. But we’re going to review some details of what’s on our agenda 

here in the DAAR Working Group.  

We have a document here that Kristine and I had tried to pull 

together—what we thought was at least a point of view about the way 

things have been going in our working group. Ultimately, we’re trying to 

move us towards seeing if we’ve got a good consensus here that we can 

bring to the larger Registries Stakeholder Group and then, ultimately, 

bring to OCTO to more broadly adopt. So, we’re just working through, in 

this document, some of the recommendations that we had tried to 

capture. We had gone through recommendations one through four. 

One and three had a sub-part in them. So, that’s actually six of them. 

The recommendation for today was to pick up at five and then continue 

through the document. I did want to take a moment to pause and just 

ask, now that people have had some extra time to think through some 

of the prior recommendations. If you want to offer any additional 

thoughts that we should capture in our notes, at least for now, I wanted 

to open the floor for any short discussion on those things. But 

otherwise, I thought we would jump right in here with recommendation 

five. And then, whatever we get through there, we’ll just continue on 
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with the rest of the document from that point. So, Kurt, you have your 

hand up. Go ahead, please. 

 

KURT PRITZ: Great. Thanks very much, Jim. I sent an email around last night. So, I’m 

sure you all haven’t had a chance to review it. It’s an object lesson in … I 

can’t even read it myself because when I got to the second big 

grammatical error, being a stickler, I made myself sick. So, don’t write 

these emails without proofreading them, when your dog’s waiting to be 

walked and your kids are waiting for dinner. 

 But to back up just a bit, I had an idea about how we might organize 

these recommendations into three different groups. And then, I had 

some specific recommendations about the earlier recommendations. 

So, to the extent you want to talk about any of that now, that’s fine. Or 

if you want to plunge into recommendation five, that’s fine, too.  

 

JIM GALVIN: Thanks for that, Kurt. Let me just hold off for a bit. I confess, I had not 

opened your message up. But when you said that you had it there, I 

went and I looked at it and I’m like, “Oh! Wow! Yes! Lovely!” This is 

some really just lovely, detailed comments here. Let’s hold back for a 

moment. Let me see what Rick wanted to get to and then we’ll just 

regroup in a moment here. But Rick, go ahead. What did you want to 

bring up? 
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RICK WILHELM: Sure. Thanks, Jim. Sorry. Apparently, I wasn’t on mute so I didn’t have to 

come off mute. I just was wanting to note, before we got too deep into 

the recommendations, that we still have the current text here, 

specifically around recommendation two, even though there was a lot 

of discussion in our ICANN 67 meeting about not naming the actual 

names of the TLDs. But that text still exists as is. So, I just didn’t want us 

to go past that and into the other recommendations without at least a 

comment or a commitment to come back and resolve those comments. 

 Kristine had noted, in her comments there on the right that you can see, 

“How do we feel about naming …” and then the one that’s just off the 

screen says, “Big picture RySG question there.” So, I just wanted to 

make sure that we were going to come back and capture that, or discuss 

that in a more fulsome fashion. Thank you. 

 

JIM GALVIN: Thanks for that, Rick. I think the short answer is absolutely. We’re 

definitely going to … That particular issue is one which will have a much 

more fulsome discussion. I suspect that, for today, my comment would 

be that probably don’t really want to get into that unless Donna and 

probably a few others are with us at the time so we can see how to 

approach that.  

 It’s also fair to say that Kristine and I have not tried to … We have not 

talked about reconciling the comments that we’ve captured so far. So, 

it’s not our intent to dismiss anything. The comments are left in the 

document because we will absolutely come back and figure out how to 

resolve them. And you’ve highlighted one very important one, the 
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whole naming and shaming concept, that we really do need to figure 

out how to deal with as a broader group. But I think I’m going to defer 

that discussion for today. Not going to try and address that today but it 

will not be left behind. We will certainly get to that at some point so 

thank you for that. 

 I have been also trying to take a moment here to look through Kurt’s 

comment. He’s got a lot of detail here and I think what I would like to 

do, if you don’t mind, Kurt, I want to give all these some proper 

attention. And I do … There’s a part of me that wants to get through 

recommendation five, in the sense that I want to get through the 

concept side of recommendation five and the map side of it. And I think 

with those of us that are here, we have some opportunity to do that. 

And I’d like to get through that. And I was looking at your two 

recommendations here.  

So, let’s come back to the rest of your notes there. If we have time after 

this, we’ll come to them. Or maybe we’ll pick them up next meeting. I 

don’t want them to go unanswered. But I think I want to focus on 

recommendation five, just to get through that once and get some 

review there, if you don’t mind. 

Okay. So, with recommendation five, I want to comment on one thing 

that Kurt said here. His first comment here was that he thinks we might 

be offering a little too much detail and telling OCTO a little too much 

about how to do their job, rather than what to do and lead them to it. 

And that’s a fair comment, Kurt. I absolutely take that on board. I take 

ownership of having drafted this text here. If folks don’t like it, then I 

certainly get all the blame. If folks do like it, then you all get all the 
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credit because I’m trying to craft up what I think we’ve been talking 

about. 

My response to too much detail here is part of the reason for detail, at 

least from my point of view, was to make sure that we at least all 

understood what we’re trying to achieve. So, I would be delighted to try 

to reduce this down to a requirement statement, if you will, from true 

engineering principles. And then, let them figure it out. Or maybe in a 

discussion, we can give them some hints and rather talk about it. 

So, view this detail as just our way of understanding what’s going on 

here so that we can have an idea of what we’re headed towards. And 

then, we can leave OCTO to get there, if that’s the decision of the group. 

I’m very happy to reduce all of this text out, if we think that that’s a 

better way to approach dealing with OCTO. 

And then, your second comment is, “In addition to the mean, we should 

understand the shape of the distribution.” I think that that’s an analysis 

part that Samaneh would do. She’s been pretty good about even her 

other examples, in explaining and doing all of typical statistical analysis 

that one does on results when you’re doing analysis. So, I would hope 

that she would do some of that as she starts to work through some of 

these graphs. Assuming that we all agree that this is the path to go 

down, and she starts to do a slice of data that looks like this, and we see 

what it looks like, I would expect her to do that for us and to show some 

of that.  

I don’t know if you want to say more about that. Were you hoping that 

we would have some of that before this became any kind of consensus 



RySG DAAR Discussion-Mar17                                               EN 

 

Page 6 of 32 

 

position or reality? Did you want it to be an experiment or was that a 

goal that you wanted to get from them if we go down this path? Could 

you say more about that, Kurt—what you had in mind about your 

number two under recommendation five? Go ahead, Kurt.  

 

KURT PRITZ: Sure. I was thinking about what we would do with the answer when we 

got it. So, say the persistence time, or the mean lifetime, or abuse days, 

or the whatever the heck we want to call it … Say it’s 5.35 days, or 8.2 

days or something like that. We don’t know if it’s good or if it’s bad, or 

what next steps to take to try to make that better because it’s just a 

number that’s associated with the whole population.  

And so, if you know the shape of the distribution, then you can get 

some idea whether it’s a good number or a bad number. So, if the 

majority is frontloaded between 5.35 and zero but there’s a long, long 

tail, you think one thing. If it’s the opposite, you think another. If it’s a 

normal distribution, you think a third thing.  

Also, the distribution allows you to take some action on a smaller part 

of the total sum of abuse. So, right now, we’re sitting here with this 

big—so many tens of thousands of abused names every month. And we 

can’t really take any action because it’s just this big glob. So, once you 

have a distribution, then you can say, “Well, let’s look at the longest-

term ones and see what the characteristics of those ones are.” And then 

you can determine, “Well, we could take this action. Or maybe the long-

lived ones are actually not abused. Maybe it was mistake.” And then, 
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move in and take another tranche or a set—a subset of the population 

that’s manageable.  

If you’re able to divide the population into groups, those groups are 

more likely to have common characteristics and those common 

characteristics can be acted upon to reduce the abuse. So, I was 

thinking that once we had the mean number, we really couldn’t do 

anything with that. But the IP guys will say it’s bad, and other people 

will say it’s great, and we’ll have more of the same. 

So, I think that the mean standing alone is kind of useless. Oh my gosh. 

Was that a dry cough? Well, not useless but not actionable. So, the 

distribution—the shape of the population and the standard deviation or 

some other measure of that that’s calculable—is just as important as 

the mean number if we’re going to do anything. So, to my thinking, we 

should ask for the mean, the shape of the distribution, and the standard 

deviation—all the standard statistics that come around measurements 

like this. Thanks. 

 

JIM GALVIN: Thanks for that, Kurt. I see Kristine’s hand but I want to try to say three 

quick things about what you said. I think I want to split it apart and the 

third thing I say will be a nice transition into letting Kristine speak, which 

I think I know part of what she’s going to say, I hope.  

 For me, in recommendation five, you’re making the comment about, 

“Once we get this number, what does it mean, and what do we do with 

it, and where does it go?” So, one piece of this is the absolute number 

itself.  
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And I will tell you, at least from my point of view, the analogy that I have 

here is the work that the Anti-Phishing Working Group does with 

phishing sites. And they have created a formula for calculating the 

uptime of a phishing site. Their goal in doing their statistics and their 

external report, and publishing it, and naming and shaming and ranking 

everybody … The goal is to get people to figure out how to drive that 

number down. That’s really what they want to get.  

And we should fully expect that. Once this number becomes visible, 

then the obvious urging from the community at large, whatever that is, 

is going to be about how to make that number get smaller and be 

reduced. 

 Which brings me to my second point, which is I want to separate out, at 

least from my point of view and I am hopeful that the group will also 

want to do this … I think that the actions that we take about abuse, we 

want to separate that as a separate task and a separate element that 

we might want to get into. If people want to visit, there are specific 

things that we ought to do with respect to abuse, or how we do them, 

or different kinds of abuse that we should be looking at, let’s make that 

a separate thing.  

The goal here is about getting DAAR itself to be information to 

community, whereas right now, it’s more misleading than it is 

informative. That’s my personal view. I think that most of us hold that 

view, too, or we wouldn’t actually be here talking about it. But I want to 

try to make DAAR at least represent something that people can go 

figure out what to do with. And I want to separate that step out. 
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But that then brings me to my third point, which is part of our overall 

messaging here. We’re going to get into this in the next three 

recommendations, which I hope is part of what Kristine wants to at 

least mention. When we get past talking about recommendation five, 

part of our view here has to be about explaining to the community what 

this stuff really means and what you do with it. And that comes out in 

the next three recommendations that we’ll get to talking about after all 

of this.  

What is DAAR, really? How do you make use of it? It’s informative but 

we’re trying not to make it absolutely definitive in a negative sort of 

way. We’re just recognizing that we need to present both sides of the 

coin here. Abuse is present. And oh, by the way, we’re dealing with it. 

Now you can see all of that data and that’s visible to you. They can 

extend the community here. If they’ve got ccTLDs signing up, hopefully 

they’ll extend this to registrars and it’ll just be view and perspective 

about the industry. So, I hope that wasn’t too long. Kristine, you have 

your hand up. Go ahead, please. 

 

KRISTINE DORRAIN: Thanks. I don’t disagree with anything you mentioned there, as far as 

the messaging particularly, Jim. My question … Actually, I laugh because 

I think you give me far too much credit for understanding. My question 

was a little bit more basic, going back to Kurt.  

 I was a little bit lost. I understand collecting the standard deviation and 

trying to figure out what that curve looks like. That part, I recall from my 

one elementary-level college math statistics course. But where I got lost 
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was in figuring out how we were going to use that data because I’m 

understanding that what we’re asking for is for ICANN’s DAAR to collect 

a statistical average across all TLDs or maybe within a specific type of 

TLD.  

I don’t know if we’ve really even decided if we’re grouping them in any 

way. But as I understand it, it’s all TLDs. And then, we see where the 

abuse tends to lie. That’s by abuse type. Or within a specific abuse type, 

you see where the volume is. And then, you said you can make 

decisions based on that. But if an individual registry operator doesn’t 

have a visibility into what that means for them, how is a registry 

operator going to be making any decisions?  

So, I think there might just be an education piece, in my mind, that’s 

missing. And I like to think that I show up as the everyday Joe. And If I 

don’t understand it, I think there will be other people that don’t 

understand it because our group is a mix of tech people, and policy 

people, and operations people. So, if I’m not really understanding 

recommendation five, or at least your recommendation, Kurt, I’m 

wondering if we can make it accessible to people like me who aren’t 

math geeks so I can really understand it. Because, to me, it seems like a 

great idea. So, I’d like to give Kurt the opportunity to help educate me. 

Thank you. 

 

JIM GALVIN: That’s great. Thanks, Kristine. I want to split that into two parts here. 

And then, I see Rick and Kurt. And I’ll let other people talk besides me. I 

think there’s this notion of persistence of abuse. And I tried to lay out a 



RySG DAAR Discussion-Mar17                                               EN 

 

Page 11 of 32 

 

formula for getting that number. I don’t think you were asking this part 

of the question, but I am interested. And I wanted to make sure that 

you’re not asking this part of the question, which is the math by which 

we come by that particular number. I would like to have some 

discussion about that, personally, and get some advice on that, but we 

don’t have to do that now.  

I wanted to ask you for some clarity, that you’re not asking that part of 

the question. You really are asking the other part of the question, which 

is now that we have this number, what does it mean, and how do I 

make use of that number, and how does they analysis that Kurt was 

talking about help us with that? Can I ask you just to clarify that and 

then we’ll get to the hands? 

 

KRISTINE DORRAIN: Yep. Exactly. Thank you for saying it much more clearly. 

 

JIM GALVIN: Okay. Thank you. Rick, please go ahead. 

 

RICK WILHELM: Thanks, Jim. One thing I’d like to note here is that one of the things in 

our discussing this and our recommendations here is that, for example, 

in the first line of recommendation five, “display a measure of 

persistence of abuse activity …” Remember, DAAR doesn’t actually 

display abuse activity. It only displays the categorization of names as 

being abusive by the sources that DAAR uses. And so, it just depends on 

how the names are categorized by those sources. 
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 You’ll remember that during, I think it was our most recent face-to-face 

meeting, there was a representative from one of the—maybe it was 

from Spamhaus—that was sitting across the room from us at the 

meeting. And we were talking about their abuse numbers going down, 

showing them dropping. They’re saying, “Well, that’s basically just due 

to the fact that our algorithms were classifying fewer of the names as 

being abusive.” And so, when we asked about that, that’s the comment 

that he said.  

I remember that, at that instant, Kurt happened to be sitting to my left. I 

was to his right. And we looked at each other a little bit oddly but we 

both made note of this. So, this is an important thing. This is how the 

reputation lists and things like that are measuring abuse, not actual 

abuse.  

And so, it’s important for us to be aware of how and use the proper 

terminology here. Because this is just the way that these algorithms are 

categorizing names as being abused. And it’s not necessarily the actual 

objective abuse. It’s just the way that their algorithms are. And if they 

go through an algorithm change, that can also change how these 

measurements turn up. And so, I think that’s an important thing for us 

to realize is how—when we think about categorizing and reporting on 

this sort of information. Thank you. 

 

JIM GALVIN: Thank you for that, Rick. You’re absolutely right. If I could ask Sue to 

scroll up. Somewhere there’s a heading that’s underlined, called 

“Recommendations.” And underneath it, it says, “the DAAR System.” If 



RySG DAAR Discussion-Mar17                                               EN 

 

Page 13 of 32 

 

you go up and see if you can find that … There it is, that paragraph 

there. 

 You’re absolutely right, Rick, about terminology. And I agree with 

everything that you’ve said. Ultimately, when we craft our text here 

that we want to deliver and make a more formal work product, if you 

will, there’s a lot to be done to make sure that we capture this. We did 

try at the top here. I had written these words up here, so I’ll take the 

blame if it’s not right. But in trying to capture what you had been saying, 

as I had said up here, I’ll read a little bit real quickly. “Reputation lists 

represent varying views of abuse activity correlated with domain 

names.” And then, I go on to say a little bit about what that means.  

We might have to invent some terminology to use through out the rest 

of our report that really does match and captures the point that you’re 

making. So, yeah. Let’s keep that in mind. I apologize for the editorial 

license that went with some of the words that were here. But let’s keep 

as an open marker that we can always change our terminology. I think 

that we’re all on the same page about messaging. We’re going to have 

to figure out how to say that as we go along here. So, thanks for that.  

And yeah. The meeting that you’re talking about, Rick, is actually the 

GDD Summit last year. I do remember it. It actually was the ROW 

afterwards. It was either that or the DNS Abuse Summit—the DNS 

symposium that ICANN had. But I remember that, with the guy from the 

Spamhaus talking at the top.  

So, Kurt, you have have your hand up. Go ahead, please. 
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KURT PRITZ: Yeah, I just wanted … Responding to Kristine, but Rick’s comment’s a 

great segue to it, for this over-simplistic example. So, say that we 

calculate the mean, and it’s 8.35 days, and there’s great wailing and 

gnashing of teeth from IP, saying, “This is horrible! It takes 8.35 days 

and all the harm’s done in the first three days. So, this is not a good 

situation.” 

So, to way oversimplify it, the distribution might be a really sharp peak 

around 8.35 days—that it indicates that, in fact, that’s the case and 

that’s the number. But it could be a bimodal distribution, two humps 

instead of one. So, there might be one hump at 2.2 days and then 

another hump. With what Rick’s saying, maybe 10 or 15% of the names 

identified as abusive really aren’t so they persist forever. So, that’s a 

small percentage of a really big number. So, that drives … That really 

weights the mean to one end. And so, the mean might be 8.35 but 

essentially none of the abused names last that long. They either last a 

couple days or a long time.  

And there’s many different variations on that theme. So, just having the 

number, the mean … I would be likely to come back and answer, “Yeah. 

The DAAR report’s misleading in that way because it’s just reporting the 

single number and not really describing what’s going on.” So, we need 

to refine it. So, I think that’s the part that’s missing.  

And then, as far as being actionable by individual registries, I’m not sure 

that calculating the standard deviation or finding the shape or any of 

that stuff would help individual registries, but it would help groups that 

are interested in attacking abuse to say, “Here’s a peak at this many 
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days.” So, probably there’s some similar characteristics there that we 

could look at that could help us attack that lump.  

So, the idea of knowing what the distribution is helps us identify 

standard characteristics associated with some smaller groups so we 

can—the community can—take some action against abuse. So, those 

were my two thoughts.  

 

JIM GALVIN: So, thanks, Kurt. Let me just respond a little bit. I agree with you. I fully 

expect that there will be some evolution of this singular number 

because, as we begin to put this number out there, or a number like this 

out there, there will be a desire to understand it better. And so, some of 

the statistical analysis that you’re talking about would be a natural thing 

to do. You want to do a much more careful view about what the curve 

really looks like, in terms of the distribution of things.  

It’s also useful to keep in mind that one of the reasons why I had 

proposed calculating this number, both as an overall number and then 

as a number based on individual types of abuse, is because we don’t 

really know what this data’s going to show.  

And it occurs to me that there may very well be a different number—a 

different value that’s considered average or acceptable, if you will, or 

“tolerable” might be a better word than “acceptable—” but something 

that’s at least tolerable for different kinds of abuse and for different 

reasons. The intellectual property community, I would expect that 

sometimes their stuff takes a little longer because it’s a little more 
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subjective in whatever view that is. Phishing and malware is kind of 

interesting. 

The other thing is we’re competing against crowdsourcing. So, the 

quality of the average number is dependent on crowdsourced values 

and we don’t really control that. There’s going to be this issue that’s 

going to come up eventually with there’s a certain average because 

that’s what the reputation providers allow for. And it’s going to drive 

back on them requirements about better managing the quality of their 

feeds. That’s what I expect to happen because that’s what’s going to 

become important in driving and controlling this average.  

And then, as you say, we might learn things. If a distribution is bimodal, 

that might help us in our own ideas about different kinds of abuse that 

we can deal with. But even if we do that, we can’t really control what 

this average turns into because it’s based on what reputation feeds 

know. And we don’t control where they get their data because it’s 

crowdsourced. So, it’s important to keep that in mind, too. I hope I’m 

not dumping too much confusing stuff there.  

 

KRISTINE DORRAIN: Kristine, you have your hand up. Go ahead, please. Thanks. And thanks, 

Kurt. That was a really helpful explanation. I appreciate it. I realize that I 

am not the math whiz in the group. I have a couple of follow-up 

questions and this maybe is for you or anybody. But were you 

imagining, Kurt …? Three questions, if you want to write them down so 

you can respond. Three questions. 
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 Are you imagining that you would do one of these? Because I think 

persistence over time was not … Were we imagining that we would 

calculate the persistence and have this standard deviation graph per 

abuse type so you could see—almost to this example you gave. The 

phishing comes down fast but the botnets take a little longer or 

whatever. Are we imagining that we would do those separately? That’s 

question one. 

 Question two is, on your idea of what if it showed a bimodal trend, 

would we be able …? Do you imagine, then, that if that were the case—

if you showed that most domains came down in, to use your example, 

two days but then there were some percentage that either took a really 

long time or persisted over time—would we be able to use that data, do 

you think to educate feed providers, to make their feeds more reliable 

to and to make sure that those were not communicated? Because we 

don’t really care about those so how can we get those out of there and 

be less messy? Or maybe we do care. So, there’s that. 

 And then, my third question is really to everybody. That is I know that … 

I take your point, Kurt, that we probably want to clean up 

recommendation five so that it’s not so specific. And I hear that Jim has 

offered to do that.  

Do you think it’s appropriate to, once we get that language cleaned up, 

if we do it in the next week or so …? We’re going to call Samaneh 

anyway to come join us again. Is it appropriate to present this to her 

before we put together our recommendations and ask her to model it? 

Or what are the dangers of this? Are there other registries that are likely 

to object? In a couple of cases, we’ve asked her to run some models 
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because they were kind of low risk. But is this one … Do you anticipate 

any risks with running this model, that ICANN would really take it and 

run with it and use this beat ourselves with? So that’s a tripartite 

question there. Apologies for that. Thanks. 

 

JIM GALVIN: Go ahead, Kurt. 

 

KURT PRITZ: Yeah. Does anybody want to go before me? 

 

JIM GALVIN: You’re the only hand. It’s all you. 

 

KURT PRITZ: Thanks, Kristine. I hadn’t given any thought to whether we would 

calculate persistence per abuse type. But I think that the way they’re 

going to have to calculate … Sorry. I’m going to start again. The way 

they’re going to have to obtain the data would make it amenable to any 

sort of slicing like that. And I would think that at some point we’d want 

to make that distinction to see … Because they’ll have the data so it’ll 

essentially be free to slice it by abuse type. So, I think that’s feasible. 

We’d probably go in that direction, if we wouldn’t initially already. I 

don’t see any risk in recommending one way or the other that way, or 

identifying it as an opportunity later on.  



RySG DAAR Discussion-Mar17                                               EN 

 

Page 19 of 32 

 

I don’t think there’s going to be this bimodal sort of distribution but I 

just think that the mean alone does inform us in any way and can’t help 

us educate the others or learn from the number without understanding 

what the distribution is and the shape of the standard deviation—all 

that stuff. I think without that, we can’t do any educating and we can’t 

learn ourselves. So, that’s why I’m advocating for this. 

And your third question is really one for the bigger group. I think we 

should at least inform the stakeholder group if we’re going to go ahead 

with more modeling with ICANN and let them know the kinds of things 

we’re thinking about. And I would not go to ICANN and ask them to 

model stuff without at least informing the RySG and asking them if 

there’s an objection to that before we let them see the full report, or go 

in serial order and finish our recommendations, and submit them to 

RySG. But I’d at least inform them before I ask Samaneh to do this stuff. 

I hope that’s helpful in some way. 

 

JIM GALVIN: Yeah. Thanks very much, Kurt. Let me just acknowledge and appreciate 

your advice there about asking the full stakeholder group before we, 

perhaps, ask for too much detail from Samaneh. I am interested very 

much, as I’m sure Kristine is, in other points of view, if folks want to 

comment on their feelings about too much detail. Or from Samaneh, 

what the relationship is between our experiment and our exposure and 

whether or not we have to engage with the registries stakeholder group 

before we do anything. We’d be really interested in other points of view 

about that. But Kristine, go ahead, please. 
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KRISTINE DORRAIN: Thanks a lot. I wanted to just ask a follow-up on that bit because it, to 

me, in my mind, is a little bit of a chicken and an egg. 100% agree that 

we want the Registries to buy in and be able to flag risks before we go 

into any detailed modeling with Samaneh. At the same time, I feel like 

opening the conversation up with the Registries, when we haven’t even 

asked Samaneh if that’s the modeling she’s willing to do … You see what 

I’m saying? We go to the Registries, we get them all hyped up, we get 

them to agree. And then, we go to Samaneh and she goes, “Yeah. No, 

we can’t.”  

And so, I’m a little bit … I’m not sure and so that’s what I’m hoping to 

get a little bit of a discussion on. I appreciate that Kurt and Jim have 

both weighed in. I’d love to see if Martin, or Sean, or Rick, or Dietmar, 

or anybody else on the call has thoughts about how that could work. 

And then, the other piece is as we’re working on this overall 

recommendations doc, which is really a more formal sort of telling the 

Registries this is what we think … But in it—and this maybe jumps ahead 

to the content bit about the messaging—we have already kind of talked 

about the messaging that we want to impart. And so, is now the right 

time? Is this not so much a recommendations doc but a check-in, telling 

the Registries where we’re at and getting direction doc? Maybe it’s just 

a matter of the wording but I was looking at the recommendations doc 

as being, “Hey, you guys. Here’s a summary of our work. We think we 

might be done.”  
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What I am getting from this call, and maybe even last call, is we’re 

maybe not done. We’ve got some work on recommendation five that 

could take us a month or two to really flesh out how we want that 

language, get it out in front of Samaneh or get it out in front of the 

Registries—in whatever order. Get it out to Samaneh, and then get 

those modeling back, and then we have to decide if we like it and we 

want to recommend that it goes into DAAR.  

So, I see that as being a thing. I also see the messaging. And then, to tie 

back to what Samaneh said last week, they do want to issue the new 

DAAR report but they’re kind of waiting for messaging and they want to 

get some feedback from us on the messaging.  

So, I’m a little bit thinking about, from an organizational standpoint, 

what is our timing and what is our next steps? Do we go to the 

Registries and do we piecemeal this? Do we say, “Hey. This is some 

messaging we’re working on with ICANN. We want your feedback,” and 

just do a messaging recommendation? And then, meanwhile, in the 

background, we’re churning on fixing our recommendation five and 

then we go from there. I don’t know but I would love to see … Oh, I see 

Rick’s. I’ll stop now. I really want to just get a conversation going about 

what’s next. I don’t have any answers. So, I’ll stop and cede to Jim to 

manage the queue. Thanks. 

 

JIM GALVIN: Thanks, Kristine. Kurt did clarify in the chatroom there that he was 

recommending informing Registries about our cone of silence discussion 

and what we’re doing in the testing the hypotheses. We have been 
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doing that. We should be a little more precise here as we go along 

because I do take Kurt’s point about being a little cautious about 

overexposure. And people should have at least a chance to see. And I 

think the distinction you’re making, Kurt, is as opposed to requiring that 

we get a consensus approval from the Registries Stakeholder Group 

about what we’re doing.  

But it’s probably worth allowing some amount of time for people to 

hear what we think we’re going to do and waiting to see if we get any 

objections so that we can respond to that before we get ourselves in 

trouble. And, Rick, you have your hand up. Go ahead, please.  

 

RICK WILHELM: Sure. Thanks, Jim. I thought that Samaneh was ready to change the 

report and to do the thing where she was going to shift from using 

point-in-time data to a monthly median data, and that that’s something 

that she was ready to do. They just hadn’t gotten the mechanics down 

to accomplish that, and that was pretty much ready to go, and they 

were just working on the mechanics of that, and that she was pretty 

much ready to make that change. Did I misinterpret that part? This is 

relating back to Kristine’s comment about ICANN holding on us to 

change the report. Thank you. 

 

JIM GALVIN: Yeah. Rick, I saw Kristine’s hand go up but I will comment. Yeah. That’s 

my recollection, too, that Samaneh was already prepared to create 

some kind of average—to take the current statistics away from point-in-

time to being an average over the course of the month.  
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Now, we don’t know what their real formula is for doing that. There’s 

obviously some work in trying to figure that out. But she did say she was 

going to do that. And we haven’t seen the details of that and we haven’t 

brought it up with them since having had that discussion. So, that’s 

probably a question worth bringing to the surface. 

I wanted to comment real quickly on the mechanics, even, of this 

recommendation five as currently written. I can look and this and I can 

say there’s a fair amount of work here involved in creating this 

calculation and doing this work. At some point here, we would have to 

share this with Samaneh and get a point of view from them about how 

easy or hard this would be to do. I imagine that this is not trivial. And 

there’s a level of effort here involved in doing this calculation as it’s 

described here. Now, maybe she knows a better way to do it, if we can 

abstract this back to a requirement statement. That would be 

interesting.  

But nonetheless, this is not something we’re going to see too quickly. At 

least I don’t think so. It seems to me it’s a fair amount of work to get it 

done. And so, there might be some pushback on that and we might 

need to think about how to address that because I’m—at least me 

speaking personally—I’m pretty committed to getting some kind of 

measure or persistence of abuse activity because I need to find a way 

for us to get credit for the fact that we are doing things.  

This is the current proposal. If this isn’t going to work, we’ve got to 

come up with something else. I guess we’ll see where we go. What I like 

about this is no work for Registries. All the work’s on ICANN. There’s 

some benefit to that. Other things that we’ve talked about have always 
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required us to be involved somehow in helping them come to a 

calculation and I was trying to get away from that and this seemed to fit 

that bill. So, we’ll see. Kristine, go ahead, please. 

 

KRISTINE DORRAIN: Hi. Thanks. I just wanted to reply to Rick. I opened my notes from our 

last DAAR working group call with Samaneh and, essentially, you’re 

right. She’s ready to go for the most part. I think there was a little bit of 

… I think she did say the timing is on her. It’s on her to finish it up and 

get it all packaged up and ready to go.  

We were supposed to actually discuss the language of the report this 

week but we decided to keep going because we were in the middle of 

our recommendations. So, we do need to invite her to a call next week 

to discuss the language. The theory, I think, would be that she would be 

discussing that report with us—the new reports—possibly at that call 

next week. And we’ll review them collectively.  

So, we’ll get to see what that report looks like before it goes out but 

we’re going to have an opportunity to discuss the language and tweak 

the language based on our recommendations. And she was really eager 

to get that information from us. But we haven’t actually gone back to 

the Registries yet, to make sure that they’re okay with the language. So, 

again, we’re back to the little bit of a chicken and an egg.  

So, is it just … I’m going to recap a minute because I want to get Sean’s 

view as well because Sean hasn’t had a chance to speak yet. Do we want 

to then just say invite Samaneh next week? See if she’s got report to 

show us because it’ll have been two weeks since we last talked to her. 
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And then, if she has something to show us, now would be a great time 

to discuss the language. What language is she proposing to change? 

What language do we think? At least we can get a view of the language 

that they’ve got with the new reports. And we can maybe offer some 

suggestions on the fly.  

The question I would have is will they allow us to take it back to the 

stakeholder group for tweaking or we just have to say, in our small 

group, “This is what we recommend changing because the language and 

the messaging isn’t right.” So, just trying to solidify the direction for this 

group for the next few weeks. Thanks. 

 

JIM GALVIN:  Thanks, Kristine. Sean, you have your hand up. Go ahead, please. And, 

Sean, if you’re speaking, we’re not hearing you. 

 

SEAN BASERI: Oh. I’m sorry. 

 

JIM GALVIN: Oh! There you go. 

 

SEAN BASERI: Okay. I wasn’t fully unmuted. Just another perspective on this. I do 

wonder, with some of these data sources, what are their criteria for 

removing names from their lists? I guess I have a bit of concern that 

some data sources may simply be using things like a timeout period. 
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And so, irrespective of any kind of action taken at any point in the chain 

of technologies that make abusive activity possible, any change done 

may not easily reflect in a data source. So, I’m wondering if there’s a 

value in understanding the data sources they use—if they can comment 

on their criteria for removing a name from the list.  

 The other area I’m unsure about is, in all of this, when we discussed 

things like [inaudible] of abuse activity, what is the role of the DNS in 

some of this [inaudible] …? 

 

JIM GALVIN: Sean, I don’t know if you can hear us but it seems you’ve faded out. Not 

hearing you at the moment. No. You’re kind of gone, Sean. Sorry. When 

you started talking about the DNS stuff you went away. Let me come in 

quickly on one of your points. We’ll go to Rick, then, and we’ll let you 

come back up if you want to try to see if you can … How does it go with 

cell phones? You just stand in a different place and maybe it works 

better with your internet connection. 

 It is true. We’ve had discussion in the past in this group about the 

reputation feeds that ICANN uses. And the reputation service providers 

and their feeds are … We know that they are of varying quality. But I 

think that we’re not going to get too far digging into that conversation. 

They each have different rules about how you get on their list and how 

you get off their list. They have different processes. The more reputable 

ones, I’ll say—maybe I’ll phrase it that way—really do have predictable 

processes for dealing with that and there are others which don’t. And 
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they are pretty … They can be quite deliberate about what they do and 

it can be awkward for stuff to be undone. 

I don’t think we’re going to be able to fix that in this group or in this 

immediate process. I would hope that if we can make DAAR more 

useful, as an analysis coming out of these reputation feeds, that we 

might be in a leverage position of being able to influence their future 

but that has to be a separate discussion. I think we just have to take the 

reputation feeds as is.  

My last point in that is simply to say no matter what we think about the 

quality of those reputation feeds and the fact that they’re being used by 

DAAR, let’s not forget that the internet at large is using those feeds. 

They are here to stay. They’ve been around for more than a decade—all 

the long-running ones. Everybody uses them and depends on them in 

varying ways. So, we’re not going to have any immediate effect on what 

they do. We’re just going to have to figure out how to work with them 

for right now and seek to do something different with them down the 

road. Rick, you have your hand up. Go ahead, please. 

 

RICK WILHELM: Thanks, Jim. I’m going to pick up some topics that Sean was bringing 

up—we raised our hands coincidentally there—and talk about some of 

the things there, Jim, that you were bringing up.  

 I’ll start with most recently first. While it might be that we need to take 

the reputation feeds as is, and as you mentioned … I don’t think it’s 

necessarily the case that DAAR needs to take the reputation feeds as is. 

And the algorithm and mechanism by which DAAR incorporates the 
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reputation feeds as is, I think, can and should certainly be up for 

discussion and debate in the way that ICANN incorporates the 

reputation fees. And while we and/or ICANN might not be able to do 

anything about the reputation feeds’ algorithms, I think that it is 

certainly the case that we can do something about how ICANN’s DAAR 

incorporates those reputation feeds. 

One of the things that, Jim, you had said earlier was that you’re 

committed to getting a measure of persistence of the abuse activity 

because it shows that a registry is doing something. I think that one of 

the dangers here, or one of the risks that we run, that if we’re looking 

for this measure of persistence as an indication to show that a registry is 

doing something, is that a registry might be doing something but it 

might not show up in the persistence measure.  

In other words, the registry might be doing a lot but, as we Sean was 

highlighting in his comments, we don’t know how those things are going 

to be reflected—those registry operator actions are going to be 

reflected—in the reputation feeds. Sean mentioned timeouts. We don’t 

know how they’re going to be picked up. And so, it’s possible that all 

sorts of good work by the registry operator, or the registrar, for that 

matter, might not be picked up by the reputation feed at all or in a 

fashion that the registry operator or the registrar perceives as timely. 

So, I don’t think we can assume that these are going to work in the way 

that we would expect, given the vagaries of how these reputation feeds 

work. We’ve talked about crowdsourcing and whatnot. And so, I think 

that give the outsized influence that DAAR’s going to have by virtue of it 

being an ICANN Org produced mechanism and artifact, I think we need 
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to be extraordinarily careful in how we go about putting this thing 

together and lending it sanction as a group of registry operators.  

So, I just think that we need to really urge caution and I think that Sean 

was making some great points there. So, I’ll stop there and let some 

others comment. Then, maybe Sean will be back online. Thank you. 

 

JIM GALVIN: Thanks, Rick. I made some notes in the chatroom. In the interest of 

time, I won’t read them out here. I want to go to Kurt. We’re at five 

minutes of the hour, just so that folks know. Kurt, go ahead, please.  

 

KURT PRITZ: Yeah. I have two comments. One is to build off the comments of Sean 

and Rick and goes to the amount of … You were looking for some 

comments about how we were instructing ICANN to do this calculation. 

So, it seems that the variances in how the reputation providers provide 

names or add or delete names from their lists needs to be taken into 

account by ICANN in making these calculations.  

If I were doing it, I’d say once a name pops up on a list and is accepted 

by ICANN, that’s the end of the involvement of that reputation provider. 

And then, we just track how long the name lasts—whether it lasts 

forever, of five days, or whatever. But, certainly, in our instructions to 

ICANN, we have to say that we understand that there’s these variances. 

And so, ICANN needs to adjust for that or accommodate that in making 

these calculations. So, that’s one point about how the calculations are 

made. 
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And then, too, overall, I think I see it in the way you’re describing it, 

Rick. But we have to make clear that one of our principles is you can’t 

make a calculation on how long a domain name is alive, persists, until it 

dies. So, it’s like the coronavirus. You can’t calculate the mortality rate 

until you have some people that have been cured of it, too, and gone 

through the other way. So, you can only use the population base that’s 

been through the whole process. So, I think we have to make it really 

clear that this time to live or whatever we’re going to call it can only be 

calculated once you take into account the full lifetime of a domain 

name. 

My brain’s stopping here. But we can’t just let it go out into infinity. We 

have to pick some time, either 30 or 60 days, and say, “Okay. It’s 60 

days and we’re just going to cut it off at that.” So, I was pretty unclear 

on how I said that but we have to make that principle clear to ICANN, 

that they can only calculate how long a domain name has been alive 

once it’s finished its life. So, that’s the comments on that part of it. 

And then, I’ve been thinking a lot about what Kristine said and taking 

that to heart. So, it seems like we should be informing the stakeholder 

group about what we’re doing. Like her, and I think the rest of us, we 

don’t want to have this whole thing relitigated at the stakeholder group 

level. That’s why we’re here, toiling away. But we do want to make sure 

that they’re informed in some detail.  

So, maybe at one of the stakeholder group meetings coming up pretty 

soon or at repetitive ones, we actually have a brief slide deck so people 

can see in some detail what we’re talking about—not a lot of work but 

just enough so people can see and nod their heads, so we can say, 
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“Look. We’ve kept everybody informed each step of the way,” so they 

have notice about what we’re doing and what we’re talking to ICANN 

about because they certainly shouldn’t be surprised by any of that. So, 

that’s my two thoughts. Thanks very much and sorry for talking too 

long. 

 

JIM GALVIN: That’s fine. Thanks, Kurt. Very quickly, your point about providing an 

update during one of the stakeholder group regular biweekly meetings 

is a good one and we should take that to heart as our little subgroup 

here. That’s a good way to inform them because, yes, you give them a 

short slide deck. You lay it all out. People can take that back and think 

about it. And we can certainly give time for that evaluation before we 

commit to anything with Samaneh.  

Two quick points about all of this in general. The reputation feeds, they 

are what they are. I do agree. I’ll read out a little bit of what I was saying 

there in the chatroom. Yes, they have a weighted quality to them. 

ICANN does—part of DAAR actually does—incorporate them in a 

weighted way. And that, in general, is the way that they’re used by the 

internet community at large. The use of them is weighted. And I know 

even for us, in our anti-abuse program, we’re very careful about … We 

have our own opinions about the quality of these feeds and we weight 

the presence or absence on a particular feed in a particular way, based 

on our own experience and judgment about how they work.  

We have an opportunity here to have some influence on all of that. 

That’s the way I see it. I view it as a feature. And we’re going to be 
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building up evidence so that we have some leverage points on how 

things should be. That’s the way I view, again, how all of this plays out 

down the road as we build it up. So, there’s a natural evolution to 

expect in all of this presentation.  

Oh, and the weighting of the feeds made public … Rick, there is the 

document in the white paper that they published that explains what 

they do. But I confess I don’t remember if they say exactly what they do, 

in terms of the weighting it. We’d have to go back and look at that and 

see if we can find that and track that down. Or maybe that’s a question 

to ask Samaneh. She might offer that up. But given that they had a 

third-party contractor who produced DAAR, they might consider that 

part of their expertise. Who knows what the relationship really is there 

in all of that? But good question to ask.  

So, we’re past the top the of the hour. Sorry, folks. Thanks, everyone, 

for joining. We’ll meet again next week. Kristine and I will have to figure 

out whether to invite Samaneh next week or not. I don’t know. We 

might just pick up with the document. We’ll let you know on the list 

here. So, thanks to everyone. We’re adjourned for today. 

 

SUE SCHULER: Okay, Michelle. We can end the recording. Thanks, all.  

 

[END OF TRANSCRIPTION] 


