
RySG DNS Abuse Discussion Group-Sep21                         EN 

 

Note: The following is the output resulting from transcribing an audio file into a word/text document. Although 

the transcription is largely accurate, in some cases may be incomplete or inaccurate due to inaudible passages 

and grammatical corrections. It is posted as an aid to the original audio file, but should not be treated as an 

authoritative record. 

SUE SCHULER: Thanks, Nathalie. Okay, Donna. 

 

DONNA AUSTIN: Thanks, Sue. Welcome, everybody, to the Registry DNS Abuse 

Discussion Group meeting on the 21st of September, 2020. This 

is the second meeting of this group. And I’m not sure how far we’ll 

get today. First of all, I need to mention apologies from Brian 

Cimbolic, who is one of the co-chairs of this group. Brian had a far 

more important engagement today and that was to go crabbing 

with his kids. So, that’s where Brian is today. 

 Brian, Jim, and I had a conversation late last week. We’re starting 

to think about how this group is … What do we want to cover and 

how are we going to manage it? And I think it’s going to be a little 

bit of a [inaudible] in how we go through.  

One thing that strikes me about this group is that when people 

signed up, there were 26 people that signed up. So, perhaps, in 

terms of our working methods, it might be a case of we can have 

two or three projects running at the one time and people can work 

on different things because what I’d like to see coming out of this 

group … And this is something that Jim, and Brian, and I 

discussed last week is we don’t do a very good job of putting 

others out there in the community. 

 So, largely, what I mean by that is when there’s been a public 

session, it’s largely been Brian, Jim, maybe Alan that has been 

the front face for the Registries. And I think what’s really 

important, given the discussion around DNS abuse, is that we 
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have more people out there, part of the discussion, and saying, 

“This is what we do to respond to DNS abuse,” or whatever the 

topic might be.  

I think that will work better for us in the long run, if we can show 

that it’s not just PIR or .org—the same thing—PIR or Afilias that 

are leading the way on DNS abuse. It’s actually a case of we’re all 

doing our own things and maybe a little bit different but maybe 

much the same. But we need to get that message out there. So, 

that’s one of the conversations we had.  

I just want to recap on the discussion that we had on the Registry 

call last week because I think what was … It wasn’t under the 

topic of DNS abuse but there were a few things that came up, that 

fit into what Jim’s going to talk to us about, is what’s the end goal 

of this group? One of the things that is happening as part of 

ICANN 69 is that there will be another plenary session on DNS 

abuse.  

Now, I think Jonathan I discussed that the planning committee … 

It’s really hard to get something off the table for a plenary session. 

I think the Registries were the only ones that actually said, “We 

don’t want another discussion about DNS abuse.” But we were 

alone in that. There wasn’t uniformity. So, therefore, the session is 

out. 

So, what the session was going to be is DNS Abuse: Practical 

Solutions. And part of the narrative with that seemed to be more of 

coming back to what contract provisions … If there were these 

contract provisions in the Registry Agreement, then that would go 

some way to addressing DNS abuse.  
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So, what we’ve done in those early conversations about the 

session is we’ve tried to get away from that. So, let’s have a 

conversation about DNS abuse but let’s not focus it on Contracted 

Parties. To the extent that we’ve been successful in that, at the 

end of the day, we don’t really know. But the good thing is that the 

planning for this is happening now, whereas in the past, the 

planning for these sessions have happened about 48 hours ahead 

of time.  

So, to be honest, I don’t know what our next meeting is going to 

discuss. But where we got to on that first conversation was the 

focus around what SSAC is doing in the space. So, it might be … 

And I don’t know this for sure but it might be that some of the 

focus will be on what SSAC is doing and the work that they’re 

working through. So, that—which isn’t bad for us because it takes 

the assumption of, “In order to address abuse, we have to hit 

Contracted Parties over the head with more requirements in the 

Registry Agreement.” So, maybe we’ve had a little bit of success 

there. 

The other thing that came up during the Registry call last week 

was Keith gave us a little bit of insight into what’s happening at the 

Council level on DNS abuse. And you might recall that there was 

a discussion that we had with Göran about this idea of surveying 

the community—that the GNSO Council would lead an effort to 

survey the community about DNS abuse. So, that’s really broad. 

And obviously, we’d be concerned about how that is set up.  

And I think, as part of the conversation we had during the Registry 

call, is that we’re not really keen on that idea because we don’t 

think the Council is the right place to have that conversation or to 
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do the survey. But to Keith’s point, where else can we have that 

conversation? Because the reality is that the GAC and ALAC 

provided advice to the Board. And the baseline of that advice is, “If 

you don’t do something about DNS abuse as part of Subsequent 

Procedures, then our advice is that we can’t move forward with 

those Subsequent Procedures until something is done about DNS 

abuse.” 

So, the Board kicked it down to Council. Council kicked it back to 

SubPro. SubPro said we shouldn’t have that conversation here 

because it would only apply to the new, new gTLD registry 

operators. So, they kicked it back to Council.  

And I think Keith’s point was a valid one. Council does have to do 

something about it because it’s—because of that progression from 

Board to Council and back. So, the Council will have to do 

something. So, we need to discuss amongst ourselves what are 

we going to be comfortable with? And I think Keith was 

encouraging us to think a little bit more broadly about that survey. 

So, that’s something that we need to do. 

The other thing in the conversation that we had with Becky on the 

Registry call is around data. The Board is considering the CCT 

Review recommendations. That’s been an ongoing conversation, 

as we know. But there is going to be … If I understand correctly 

from Becky, there is going to be a conversation with Contracted 

Parties about data and what we’re prepared to provide voluntarily. 

So, I think one of the things that we might usefully do within this 

group is, even if it’s subgroup, is have a look at all those CCT 

recommendations and the suggestions about what data needs to 
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be collected and see what we would be willing to pull together 

voluntarily because I think that might be something that we could 

get ahead of. 

So, there’s a few things that are going on. And I guess that’s kind 

of bigger picture stuff. But I think it’s important that we keep that 

bigger picture things in mind when we’re having our discussions 

about whatever we do and how does that fit into that?  

And one of the great conversations that Jim and I just had is … I 

think Jim will talk about the end goal. But I think, for us, it’s how do 

we get the monkey off our back? And what are the options 

available to us to do that? We’ve often said that other parts of the 

community are better at the PR. And they are. So, how do we try 

to get in front of those things? 

So, that’s a very long-winded introduction. But I thought it was 

important to pull together some of those threads from the 

conversation that we had on the Registry meeting last week 

because I think it was a good discussion. And we shouldn’t lose 

sight of the bigger picture and see how we can feed into that. So, 

does anyone have any questions on that? Probably sent 

everybody to sleep. Okay. So, I don’t see any hands up but 

maybe that’s because … Okay. No. I think we’re good. 

So, one of the things that Brian was going to talk about today—

and we can leave this until the next call—is the idea of surveying 

the registries about, “What action do you take to respond or 

mitigate DNS abuse?” So, Kurt, to your question, I think the goal 

of the survey is to have a better understanding within the 

stakeholder group of what’s actually being done by the different 
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registry operations because we don’t … I don’t … Well, 

personally—I can only speak for me—I don’t have a really good 

sense of what that is.  

And one of the things that struck me about the interaction we had 

with the PSWG at ICANN 68 is that by having somebody from 

.paris, .club, Andrew Merriam and I think we had Sean from 

Neustar-GoDaddy Registry at the time. Just that brief insight into 

what they do in that exchange with the PSWG was actually pretty 

good. So, they don’t understand, necessarily, that the business 

models or all different or that things are being done differently.  

So, I think the aim of the survey is what are we doing? Just to get 

that information so that we understand what’s actually being done 

to address abuse. So, Kurt, go ahead. 

 

KURT PRITZ: Thanks, Donna. So, I think that’d be a good idea for a survey that 

we kept within the Registries Stakeholder Group and wasn’t 

public. But I wouldn’t want to have that survey just for public 

consumption without being really careful about the types of 

questions asked and considering what the potential answers are. 

As far as trading information that way, maybe Craig Schwartz’s 

project or thoughts about having an information exchange is a 

better way to accomplish that.  

But if there’s a desire for a public survey, on behalf of Göran or 

someone else, I think we ought to carefully define the goals of that 

survey. And they can’t be as open-ended as, “What do registries 
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do?” because that could lead to some negative results for us. 

Thank you. 

 

DONNA AUSTIN: Thanks, Kurt. And I think that’s right. I think they’re two completely 

separate and completely different goals in mind for those two 

surveys—not that we have much information about what that 

GNSO one would look like. But I don’t want to speak for Brian. 

And perhaps I’m doing him a disservice here. But certainly, the 

intent is that it would be internal. And it’s information gathering. 

And then, who knows? Maybe that can help us with the narrative. 

We can start to be a little bit more public about what we do. 

 So, that’s it for my long-wined introduction. So, Jim is going to 

lead the discussion about what the end goal of this group is. And, 

Jim, if there’s anything I’ve missed in the introduction on this then 

feel free to call me out. So, Jim, go ahead. 

 

JIM GALVIN: Thanks, Donna. So, as Donna said, one of the interesting things 

about this group, building on the idea of how do we get control of 

the narrative around DNS abuse … If we’re going to create a 

path—if we want to have things to do … And you see on the 

agenda there, we have some things we’re going to talk about—

some actual things we might do—a framework, or the best 

practices, as she’s already mentioned. It would help us if we had a 

picture of what we want our end goal to be. Where do we think we 

want to be? If we want to lead this discussion and we want a path 
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to march on, it would be helpful if we knew where we were headed 

and what we wanted to achieve.  

And so, what I really wanted to do here was to put that question 

out there—not so much that we’ll make a decision today about 

what our endgame should be because I think we’re just getting 

started, at the moment, and just beginning to think about where 

we really want to go and how to be in front.  

But I thought about … We’ve talked, Donna, and Brian, and I 

about … There are four things that I wanted to mention that would 

probably be relevant to our discussion and definition of what our 

endgame is. And these are things for us to think about. I don’t 

imagine that any one of these things is necessarily our endgame. 

They might be an element to our endgame or they might actually 

just influence your thoughts about what our endgame ought to be.  

Certainly, we have a lot of very smart people here who’ve been 

involved in a lot of these discussions, in various kinds of ways. 

And so, we just need to make sure that we incorporate 

everybody’s interests as we think about where we want to get to 

and what we want.  

So, there are four things that I wanted to call out, for us to keep in 

mind. One thing to note is, in spite of all of the rhetoric that’s going 

on out there in the community about how the sky is falling and 

how bad it is, it’s worth noting that even DAAR is showing that 

DNS abuse, at least currently, statistics are going down. So, in 

fact, we’re looking better, to some extent.  
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And, of course, we’ve spent a good deal of time, especially in the 

last ICANN meeting, in our webinar, in front, talking about 

statistics from our point of view and what they look like. And even 

ICANN OCTO has been reporting in their presentations that DNS 

abuse looks like it’s been decreasing and going down.  

Now, it’s true we want to be careful about that message because, 

of course, we don’t control the bad actors. And those numbers can 

change at any given point in time. But it’s worth keeping in mind 

that particular data point, in spite of all the rhetoric from the rest of 

the community. So, that’s one. 

A second thing is to think about contractual concerns that might 

come out of this or that we might actually want. I certainly don’t 

have to tell the folks here the pluses and minuses of any changes 

that we might make to our contracts. But some questions that we 

ought to ask ourselves is take note of the fact that we have a 

definition of DNS abuse. We have a reference to technical 

analysis that we’re all supposed to be doing with respect to abuse. 

And of course, we have a framework, Spec 11 (3)(b) for 

responding to DNS abuse. 

So, the question is, is there any more clarity that we might 

consider here? As a stakeholder group, we have accepted, as a 

position, the definition of DNS abuse in that DNS abuse 

framework that we’ve heard so much about. Is there some value 

that we might think we could gain greater value in incorporating 

that in our contracts or not? There’s the question of what exactly is 

technical analysis. Do we want some extra clarity there? This gets 

us into the discussion later on about best practices. How much of 

that should be an obligation or not?  
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These are just important questions to think about. As we consider 

anything that we’re going to do, what effect does that have or not 

have on our contracts and how might we get in front of other 

people asking for it to be a contractual obligation? Even if we don’t 

want that, we need to have a story behind why that’s not relevant.  

A third thing to bring up is we often hear this refrain in these 

discussions about DNS abuse that, “Those in the room are not the 

problem.” Well, an interesting question here is what exactly does 

that mean? And is that something that we could address? Is there 

a place for us to go with that? Registries are in a little better 

position than Registrars in this case because we have more of us 

in the room, as part of the stakeholder group, than Registrars 

have in their stakeholder group.  

But is there something that we can do in this space? What impact 

does any best practices we might think about have on those who 

are not here? And what do we want to do about formalizing that 

impact or not—or be careful not to do? So, again, an important 

consideration in whatever our endgame is, is what does it mean to 

those who are not in the room? And how much benefit or non-

benefit do we want to give ourselves—those of us in the room? 

The fourth thing that I would mention is what about our 

relationship with Registrars? This is an interesting one. It’s fair to 

remind ourselves that our reputation in the abuse statistics space 

is directly affected by behaviors of registrars. Now, many of us 

here are, of course, vertically integrated. So, we do have 

sensitivity to registrar issues. And, in general, we are dependent 

on registrars for our livelihood. There’s a very strong relationship 

there.  
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But you also have this refrain, in the context of Registrars, about, 

“The problem is not those in the room.” So, as above, what exactly 

does that mean, again? And is there something that we can do 

here? Is there a different kind of relationship with Registrars that 

we could think about, that would benefit both of us—at least those 

in the room, who are on good behavior, if you will? Is there 

something that we can do about those who are not in the room? 

Some kind of changes and things to think about as we look to 

consider what should our endgame be?  

So, those are just four things I wanted to put on the table here for 

us to think about. I do think that, ultimately, as we progress this 

group, we should have some kind of picture—some kind of vision, 

maybe a charter, maybe not. But we do need to know where we’re 

headed.  

What is it we’re trying to accomplish here? It’s not just about 

getting in front of the conversation and leading as opposed to 

being led. What are we leading to? What are we marching 

towards? And we really should have, maybe, some principles, if 

not some tangible objectives that we want to get to, that are 

important to keep in mind. And those are just four areas that jump 

out at us as considerations, as we think about the end game. 

And hopefully, if you have any comments today, we’d love to hear 

them. But think about those things and the general question of 

endgame because we’re going to have future conversations about 

it. We’re going to bring this up again and look to try to create some 

kind of documentation, even if just for ourselves, about where 

we’re headed and what we’re doing. 



RySG DNS Abuse Discussion Group-Sep21                                   EN 

 

Page 12 of 31 

 

And I will say, very quickly, again … Since Kurt asked, I’ll 

summarize, very quickly, the four things. One was just taking note 

that current statistics do not show that the sky is falling. In fact, the 

abuse situation is generally improving. The second thing is what 

effect, if any, we do or don’t want on our contracts. That comes to 

bear as we talk about abuse.  

The third thing is what response do we have, or can we create, to 

the refrain, “Those in the room are not the problem?” Can we be 

more deliberate about that? And the fourth thing is what can we 

improve about our relationship with Registrars, keeping in mind 

that we both depend on registrars and our reputation is directly 

affected by what registrars do and don’t do. So, maybe there’s 

something that we can do there that would benefit both of us. 

That’s it from me. Thanks. Donna, I guess I’ll take any questions 

or comments, if anybody has them. Otherwise, back to you.  

 

DONNA AUSTIN: Thanks, Jim. So, I think what we’d like to get a sense of today is 

what is the end goal of this group, from your various perspectives? 

Jim has laid out a few options there. I’m going to ask a couple of 

pointed questions.  

So, Susan, not to put you on the spot but … So, here’s some 

things that occur to me. So, for brand TLDs, abuse is not a big 

deal—or any single-registrant TLD, abuse isn’t going to be a big 

deal. And Nacho, for geo TLDs, I don’t know whether this is a 

discussion that you’ve had within the geo TLD group about abuse 

and whether it’s actually a big deal or not. So, within categories of 
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TLDs—and we know the verified TLDs don’t have an abuse 

problem. So, Susan, I don’t know whether …  

Unfortunately, Martin’s not in the call but we can … Oh! Martin is 

on the call. Okay. Just wondering from a BRG, Brand Registry, 

perspective, what’s the … When you have this discussion around 

DNS abuse, assuming you have it, what’s your take on it? So, 

Martin? 

 

MARTIN SUTTON: Hi, Donna. Yeah. Typically, that it’s not a significant issue for 

brand registry operators. There can be some abuse that targets 

content weaknesses within websites, etc., that still need to be 

identified and dealt with as a matter of course—so, registry 

operator or not. So, those may occur. But the benefit is that the 

controlling point is the registry operator and the registrant. So, 

there is a keenness for any issue to be rectified as quickly as 

possible. And that works in their favor. 

I suppose the one concern that I would flag here is that being part 

of the industry, as Contracted Party, as a registry operator, that 

there’s a concern of being tainted with the same brush strokes 

across—these broad brushstrokes of concern for domain name 

abuse, DNS abuse, that does cause concern. And therefore, 

there’s an interest in making sure it’s clear where the issues lie 

and to make sure it’s clear that some of these are unaffected, 

certainly in any significant way, as opposed to the larger open 

commercial operators. Thanks.  
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DONNA AUSTIN: Thanks, Martin. Susan? 

 

SUSAN PAYNE: Yeah. Thanks, Donna. So, yes. Much of what Martin said. I think 

the other concerns are around the standardization and some of the 

things that Jim was talking about, particularly in terms of the 

contracts, where he was throwing out suggestions around …. Do 

we want more clarity on what “technical analysis” means? Might we 

want the framework incorporated contractually?—those kind of 

considerations for people to be thinking about.  

And those are, I guess, all considerations that brands would be 

thinking about, too, but maybe from a slightly different perspective. 

If they’re wearing their IP owner hat and worried about abuse in 

third-party TLDs, then probably they would be feeling very strongly 

about some of those things. But as a brand TLD operator, ICANN’s 

tendency to apply one-size-fits-all to all contracts is a 

discouragement from things like greater clarity on what the 

technical analysis requirements are because that would almost 

inevitably mean something that was wholly disproportionate for the 

brand TLD and the risk level that’s in there.  

And so, I think there’s always a concern about not having 

something that, in order to address the concerns of the more-

infringed spaces, if you like, would then end up imposing unduly, 

unnecessarily onerous obligations on TLD models that don’t have 

the problem. 
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DONNA AUSTIN: Thanks, Susan. That’s an important point because we know that 

the Registry Agreement is pretty much the same for everybody. 

So, if there’s a contract amendment proposal, it would apply to 

everybody. It wouldn’t just be just for generic TLDs. It would be 

anyone, as a registry agreement. So, if you’re a little bit different, 

you would still have the same obligation, even though it may not 

necessarily apply to you.  

Nacho, do you … What’s the sense, from a geo … What I’m trying 

to draw out here a little bit, folks, is we’re not all the same within 

the Registries Stakeholder Group. I’m very conscious of that. So, 

obviously, this group is going to mean different things for different 

people who maybe want different things out of it. So, I’m really 

interested to hear from your individual perspective, and the type of 

registry that you operate, how does the DNS abuse discussion 

impact you? And I think what we’ve heard from Martin and Susan 

has actually been things that I hadn’t thought of.  

So, Nacho, have your or even Marianne … From a geo TLD 

perspective, is this something that you’ve discussed a lot or is it a 

non-issue? 

 

NACHO AMADOZ: Hey. Sorry. I’m out in the street and wearing a face mask. So, 

maybe sound is not going to get through very clearly.  

 

DONNA AUSTIN: You sound great, Nacho. 
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NACHO AMADOZ: Thank you. We’ve discussed about it a lot. [All over these years 

and previous years] because as geos, we tend to think of 

ourselves as stewards of the community we are representing. And 

closeness between the community, and the registrants, and the 

registry operators is something that we appreciate. 

 So, when it comes to abuse, we think that there is an opportunity 

for us to show that we do things that, perhaps, exceed what 

people may expect from the registry operator, if they expect 

anything at all. And this is a tricky territory because we don’t want 

to be stepping into the registrars’ shoes or we don’t want to 

overreach. But we think it is important for us because it shows that 

the geos play a role in keeping the TLD space close to what it was 

supposed to be when it was created.  

 The geo TLD group has been having discussions about it. We 

made some surveys among ourselves. We saw that that level 

abuse was not huge. But we also saw that it was a good 

opportunity for the geos to show that they have a distinctive factor 

when it comes to addressing these kinds of issues, that separates 

them—that’s what we want to think—that separates them from the 

general-use, open TLD that everybody is used to.  

 

DONNA AUSTIN: Thanks, Nacho. So, to some extent, is that related to the 

registration policies that you have or the requirements that you 

have from the governments that you support? 
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NACHO AMADOZ: It is. Yes. In some cases, it may rely on requirements that the 

governments put in place in order to support. But in most of the 

cases, I think that it’s the will of the registry to go into that territory. 

Talking about the ones I am more familiar with, which are the ones 

operated by CORE. We didn’t have a hard requirement from any 

of the entities or governmental entities, giving support to the TLD.  

That may not be the case for others. I’m not sure. But I think it’s 

not usually a hard requirement but rather something that we put 

into the policies willingly and that we don’t mind having to commit 

resources to react, in those situations where we are pointed at 

flagrant DNS abuse.  

 

DONNA AUSTIN: Okay. Thanks, Nacho. That’s really helpful. Just looking through 

our list. So, Alan, as … Susan and Martin, your hands are still up. 

Is that new or old? Martin, go ahead. 

 

MARTIN SUTTON: Yeah. Sorry. It’s a new one. I’m not sure if I was before Susan or 

not. So, Susan, did you want to go first? 

 

SUSAN PAYNE: No. Sorry. Incompetence. Mine was old. 

 

MARTIN SUTTON: Okay. So, I just wanted to flag something that’s pretty obvious. But 

I think it’s important to flag as well, in terms of the dot brands but 

also others, like the highly-restricted bank and pharmacy type 
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extensions, the risk exposure is also minimized by the number of 

registrars that are engaged. So, within Spec 13, you’ve got a 

pretty strong limitation of up to three registrars being associated 

with the TLD.  

And I think within things like .bank, for instance, they may have 

fewer registrars that are willing to conduct all of their vetting 

requirements or procedures for onboarding registrants. And the 

registrants themselves have significant barriers to overcome to be 

entitled to register in those spaces, as well.  

So, I just wanted to make that clear because it’s probably an 

assumption that most of us make but is important to emphasize 

whenever we’re talking outwardly to the industry. Thanks. 

 

DONNA AUSTIN: Thanks, Martin. So, one of the challenges that we have in this 

discussion—and I know if I put my chair of the Registries 

Stakeholder Group hat on—is we’re a collective of registry 

operators. But we’re diversified in the way that we do our 

business. But this conversation around DNS abuse affects all of 

us. And I think it’s … It’s important, from an industry perspective, 

that we’re all seen as good players. And if we start to draw out 

things like the BRG are different, and geos are different, and 

verified are different, then the pool of those that may be in that, 

“Where is the DNS abuse action happening?” gets smaller.  

But I’m at a little bit of a loss to … I don’t really want to … I want to 

do that in a way that … I’m trying to think of the words. So, it’s not 

necessarily shining a spotlight on just generics. But I think it goes 
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to how do we have the conversation so that people understand 

that there are different registries, and they have different ways of 

operating, and then maybe things are done differently.  

One of the concerns that people have had around developing best 

practices is if you put them out there, then there’ll be an 

expectation that everybody has to do them. And we don’t want 

that. I think what we want to show is that we’re all good eggs—

good operators in this space—and we’re all committed to a clean 

DNS system.  

But one of the conversations we had with Göran is what … When 

will people be happy that DNS abuse has been addressed? 

Because, from our perspective, we know it’s never going to be 

zero. That’s just not going to happen because there are the 

criminal elements, or the bad actors as people call them, that will 

use the DNS for whatever their purpose is. And there’s only so 

much that we can do to keep it clean. 

So, it’s hard for … It could be pretty easy to say, “This doesn’t 

impact brands because they do x, y, z. This doesn’t impact geos 

because it does x, y, z. Verified TLDs, well, they’re not in that 

space so it doesn’t really matter.” So, we’re trying to have this 

conversation as a collective because the other thing that I know—

well I’m pretty certain—that the GAC was trying to get from 

SubPro is that you would have a registry … You could only be a 

registry if you did number of things that would address abuse. And 

that, pretty much, in my mind, was going to look like a verified 

TLD. So, that’s not necessarily the path we wanted to go down. 

Sam and then Kurt. 
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SAM DEMETRIOU: Thanks, Donna. I think what you’re outlining about the challenges 

of us being a very heterogenous group are spot-on. And I think 

that really speaks to the need to do what Jim was describing at 

the top of the call, which is understand what it is that this group’s 

angle is going to be because I think knowing that is going to help 

shape a lot of our messaging, including how we may or may not 

deal with questions of variability among the different types of 

registries that we represent. 

So, you mentioned this in what you just said. It’s probably not 

realistic to have the goal of this group, or really anything, to be 

that no abuse is ever going to occur. That’s outside of our hands. 

And so, when you look at things like closed name spaces or 

verified name spaces, the steps they take may prevent certain 

types of abuse but not necessarily domains be compromised. And 

that’s, I think, something that conversations that just deal with 

things like verifying registrants or verifying domains miss. 

So, if we, for example … And I’m not saying this is necessarily the 

only direction this group will go in. But if, for example, we choose 

to focus on things more like mitigation and have that be our end 

goal—best practices around that—then I think there’s room for us 

to have some variability, depending on the TLD types. And it helps 

us to present that to the community and have that variability be a 

little bit more acceptable.  

So, I wanted to throw that out there, more as a hypothetical 

example. But I think, ultimately, what it gets us back to is what Jim 
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raised which is needing to understand and have a clear goal of 

what we want to use this group to do down the line. 

 

DONNA AUSTIN: Thanks, Sam. And I think, in some part, that probably ties back 

pretty well to Brian’s survey. So, if we understand all the … We 

need to set this up. But if we understand what everybody does, 

and where their commonalities are, and where we can draw those 

pieces out, and, to your point, if we focus on the mitigation, then 

maybe that will be helpful in bringing us together as a collective.  

And maybe … I think that the brands are a little bit unique 

because they only have the single registrant. But for all the TLDs 

that have active registration, then I think we’re going to see 

commonalities and maybe we can pull some of that out. I’ve got 

Kurt and then Martin, and somebody else I missed. So, Kurt? 

 

KURT PRITZ: Thanks, Donna. I want to make two points. One is best practices 

might not be a good idea, not because some registries will have 

difficulty complying with them but also because they establish a 

low bar that registries will be satisfied with complying with—too 

many prepositions there—and not aspire to doing other things. So, 

a set of best practices, really, would tend to discourage 

extraordinary steps registries might take, rather than encourage 

them. It’s the wrong way to go about it. 

The second point is … I think one way to look at the end goal for 

this group would be to say, “What’s the appropriate role for 

registry operators in combating abuse?” And Jim’s four topics 
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could fall under those. But if you have limited resources to combat 

abuse, in some cases registries are the most efficient way to do 

that but in other cases it’s not. And we should not just be thinking 

about which registries, among us, are best suited for this, or the 

different registry models, but also what else is out there, within or 

even outside the DNS, that can be used to combat abuse and 

apply our scarce resources there.  

I think there’s a sensibility that, amongst IP and the Business 

Constituency, “Who can we hit over the head? Well, the Registries 

and Registrars are the one in the room we can hit over the head.” 

But maybe collectively, we can have a constructive discussion 

about where else should we be looking to more effectively fight 

abuse and maybe be more successful there. Make our goal 

finding the most efficient model for fighting abuse and the 

Registries’ role in that and not necessarily, “What’s the best thing 

the Registries can do?” Thank you. 

 

DONNA AUSTIN: Thanks, Kurt. Maybe I’ve got this wrong but I think that goes a 

little bit to what … I was really encouraged a while ago when 

ALAC said they were going to do some outreach with registrants 

or end users. And I thought that would be really helpful. And I 

think governments are doing the same thing. I think the FTC was 

doing some outreach around COVID-related scams and things. 

So, I don’t know if that’s what you were getting to but I think there 

are other parts of the community that can help the internet users 

understanding what they’re actually getting into when they sign 

onto the internet. Martin? 



RySG DNS Abuse Discussion Group-Sep21                                   EN 

 

Page 23 of 31 

 

 

MARTIN SUTTON: Hi, Donna. Thank you. I do agree the mitigation area is one of 

good commonality across the Registries Stakeholder Group and, 

as was recognized with the DAAR work, sometimes it’s very 

difficult to prevent some of this activity. But what is a capability is 

mitigation and working through those incidences, as responding to 

those and correcting them.  

 One area that I was keen to raise … It’s a bit early in discussions 

but I’m aware that a number of industry players from Registries 

side, and Registrars side, as well as ICANN as well, have been 

working with Global Cyber Alliance. And I’ll be happy to share 

more information on that, for those that may not be familiar with it.  

But it speaks to some of what Kurt was saying, which is trying to 

understand and raise awareness of what’s going on but also have 

some actionable data that can be shared amongst registries and 

account for those that are small registry operators, as well as the 

larger ones, so there is the ability for them to use information 

easily and for the purposes of managing their registry and 

identifying and responding to incidents.  

But it’s set up in a way that is … I think it’s pretty useful, in terms 

of intelligence sharing and may already be something that turns 

out to cover some of the intentions of the paper that we shared 

about intelligent sharing within the Registries Stakeholder Group, 

that already builds in extensions out to Registrar community, law 

enforcement, and others.  
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Now, this may, therefore, feed into one of the categories Jim 

spoke to, which is looking at best practices and perhaps 

information sharing. Where we don’t need to spend an awful lot of 

time developing it. We perhaps just go and explore what’s been 

created so far. Ask those that are already involved if they can 

provide some feedback as to what benefits they’re seeing and that 

might be something that this group can facilitate and work through 

as an area that is useful to recommend registries look into and 

perhaps join up, as a low-cost, low-resource requirement for 

managing this space.  

So, I’ll just throw that in for now but it’s a work in progress. And 

Craig and I have already had a couple of conversations with the 

Global Cyber Alliance, which looks interesting. Thank you. 

 

DONNA AUSTIN: Thanks, Martin. I think information sharing is going to be helpful 

for all of us. I’m getting a bit of feedback. I know there’s the 

Internet and Jurisdiction group that’s done some work in this area. 

And I think one of our plans is maybe, after ICANN 69, is for them 

to share some of their information about what their research has 

come up with. So, I think information sharing within this group is 

always helpful as well. Alan, go ahead. 

 

ALAN WOODS: Thank you, Donna. I always come back to one thing on this. And I 

think it’s important to take stock from where us, as a stakeholder 

group, has the most important part to play. And I think one of the 

biggest battles that we’ve always lost it is trying to divorce the 



RySG DNS Abuse Discussion Group-Sep21                                   EN 

 

Page 25 of 31 

 

emotion of the DNS abuse argument with the reality of the 

situation. And it always comes back to the education. I think that is 

one of the key elements that we need to focus on first.  

And I think looking at it from the geo point of view, looking at it 

from the brand, but also looking at it from our point of view. 

There’s a huge difference between what we are expected to, as 

registries and registrars in our own rights, and, of course, what we 

should be doing. And that was one of the tacks that was looked at 

in the—the DNS abuse framework people. It was about the 

“should” versus “must.” And I think that’s one of the first things we 

need to tackle, is that not every registry must do certain things, 

when it comes to DNS abuse. There is a minimum level. And that 

is the level to which ICANN should be looking to.  

And that’s a hard conversation to have because the first 

accusation, as a result of that, is, “You don’t care about DNS 

abuse.” And unfortunately, the reality there is that there are some 

registries out there who probably don’t care about abuse. And 

that’s one of the first pills that we have to swallow, saying, “That is 

not us. We are representing those who feel that they’re on the 

more ‘should.’”  

But also, giving that information and giving that additional 

education as to … There are registries out there who definitely 

care but this is not a huge priority for them because they don’t 

have abuse in their domains and being able to provide that. So, I 

think there’s a balance there that we need, also, to go against—

not against. Go with.                       
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The second thing is about this information sharing. I completely 

agree with the information sharing aspect of it. Again, I have 

worries about things like that because the way one registry might 

approach something, and the way one registry might feel that 

something is mitigated or not, does not necessarily mean that that 

would then lead another registry to do the same. So, obviously, 

we would need to define specifically what that information sharing 

is.  

And again, this all stems back to education, and minimum levels, 

and being able to rise above and say, “I get it. Registries, 

Registrars, and ICANN are a bit of an easy target. There seems to 

be a lot of traction because we take these a lot and we find it very 

hard to fight against it. But these are examples of how we can go 

above what we must and again, focus on what we should.  

And I just want to follow that up very quickly with the DNS abuse 

thing that the SSAC is doing—the advisory document---and just 

very, very briefly because I don’t want to hog this. That is sort of 

the tack. I don’t know how much I can give away about SSAC 

things in train but that that’s the tack that they’re going about.  

They’re saying, “Look. We’re not saying that registries and 

registrars are the be all and end all here. What we need is 

education. We need it broader than just registries and registrars. 

And we need to understand that DNS abuse occurs not just in 

registries and registrars and that in order for effective mitigation, 

you have to go to the right person, at the right time, with the right 

information.” 
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And that’s the key there. And I think we can definitely support that. 

Hopefully that DNS abuse document, the advisory coming out will 

be supportive of that. And I think that’s the sort of thing, with the I 

and J that we can run with and start focusing on those things that 

are practical and pragmatic, as opposed to always coming back 

down to, “What can we put in all our standard contracts that’s 

going to prevent abuse?” I think these are just the important 

aspects that we need to take a new tack on. And there is the 

ammunition that we need out there to hold onto. And I think that 

would be more in our interests.           

 

DONNA AUSTIN: Thanks, Alan. So, just on the SSAC thing, we will be having 

another call with SSAC on the 30th of September. We’re going to 

do it … We’ve co-opted the drop-in call for that purpose. So, we’ll 

get another update from SSAC during that call. And as I said at 

the beginning, I think it’s also possible that the plenary session on 

DNS abuse might focus on the SSAC work as well. But I think 

there’s some really good stuff that this isn’t—the registries and 

registries aren’t the be all to end all in the abuse space. And I 

guess that’s … 

 One of the things I struggle with is when I see Laureen Kapin put 

those figures on the screen about DNS abuse costs so many 

billions of dollars to the economy each year. I think, “How much of 

that is actually related to what registries and registrars do and how 

much is related to something else?” So, it sounds like the SSAC 

might be going down a good path and a helpful path to the overall 

conversation in the community. 
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 So, I know this had been … Alan, is that a new hand? 

 

ALAN WOODS: It is. I just want to very briefly— 

 

DONNA AUSTIN: Yeah. Go ahead. 

 

ALAN WOODS: Just to let you know, with the SSAC, I do have a meeting of that in 

an hour. And we are at the point where the document is being, 

shall we say, digested and it hasn’t even gone to the full SSAC 

yet. So, I must put a proviso on that, that hopefully by the time we 

get it back, it will still be what I hope it is. So, I just want to [set] 

expectations accordingly there.  

 

DONNA AUSTIN: No worries. Thanks, Alan. I think it’s really helpful that … I know 

you and Christine are part of that effort. And I think that’s really 

good for the rest of us.  

 So, I know this has been a bit of a—might be a bit of a circular 

discussion. But we haven’t had these kinds of discussions within 

the stakeholder group. And I think it’s really helpful because we do 

need to understand what’s the end goal for this group? And think 

we’ve had some discussion today that we could draw out some of 

the things that we have commonly agreed to and those that 

maybe not. So, I’d need to go back and listen to this recording 
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again, to understand exactly where we go from here. It is a little bit 

tricky. 

 Jim, I don’t know how you found the conversation and where you 

think—where we go from here. 

 

JIM GALVIN: Yeah. Thanks, Donna. I’ve been listening because that’s important 

at this stage of the game, to figure out what to do. Yeah. I think 

we’re just going to have to … You, and, and Brian are going to 

have to get together and think about all the details that we heard 

here and how to shape this. It sounds to me that, roughly 

speaking … I think we’re in alignment, overall, in the large. But I 

don’t now that I’ve—at least to my own mind, I can capture 

specifically what to do next and where to go. I think we need to 

give that a little consideration here—give some thought to that.  

It was good to get all the input and all the details from people. The 

perspective is really important. If there’s one thing that I learned 

and took away from all of this here, if you will, it’s just that 

speaking as a group is going to be a little hard for us because we 

do have so many different perspectives. And it’s important, as we 

think about what our endgame is, what can that endgame look like 

that accounts for all the different options that have to be present in 

order to accommodate all of our needs? I think we have a 

particular challenge here and I want some time to think about how 

I would structure that, based on everything that we’ve heard here. 

So, thanks.  
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DONNA AUSTIN: Thanks, Jim. And I agree. It’s hard to actively participate and 

understand what’s being said. But I think this has been a good 

conversation. And maybe it’ll be interesting, once Brian has a 

listen, to see what his key takeaways are from this. But I’d also 

encourage people on the list to just throw ideas out there about 

what is the end goal of this group and even why you’re 

participating in this group. You must have a reason for doing that. 

DNS abuse must be important to you for some reason. So, what is 

that reason and what do you hope to get out of this group as well?              

 So, we’re two minutes from time. So, unless anybody has 

anything else they’d like to add … I don’t see any hands. So, 

thanks, everybody. I know this is a little bit circular but I think it’s 

… We may have a few conversations like this until we have a 

common understanding of where we want to go. 

 One thing that I just remembered, and what Graham has found 

from the Registrar group that he’s had in operation for the last few 

months, is that they’re actually looking at education of those 

registrars that aren’t particularly well-informed or resourced when 

it comes to the topic. So, they’re looking to develop information to 

share with other registrars, that could be helpful to them in 

mitigating or responding to DNS abuse. So, that’s one of the 

things that they’ve taken of the group that they’ve had in place for 

quite some time now.            

 Okay. Thanks, everybody, for attending. And, Sue, I think you can 

end the recording. 
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