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SUE SCHULER: Thank you. Okay, Brian. 

 

BRIAN CIMBOLIC: Thanks, Sue. Hi, everyone. Welcome to today’s Registry 

Stakeholder Group DNS Abuse Working Group.  

The bulk of our agenda is in item two, discussion about abuse 

outputs. But first, I just wanted to briefly sort of recap the CPH 

Abuse call. And also I had a couple of folks let me know that they 

did not receive the calendar invite, and so it made me think just to 

make sure that if you haven’t already—I don’t know if Sue can 

directly add you—but Zoe from the Registrars can add you to the 

CPH Abuse mailing list and make sure that you get that calendar 

invite. Craig is saying that the time was off which is –  

 

UNIDENTIFIED FEMALE: I had the same problem, Craig. It was off by like 10 hours for me. 

 

BRIAN CIMBOLIC: That is super weird. They’re all scheduled for now at least to be 

10AM Eastern Time on Tuesday when they happen. That is quite 

odd that it didn’t work out.  

 

SUE SCHULER: I will let Zoe know that. Yeah, she controls the mailing list for the 

CPH DNS Abuse group and puts out those calendar invites. So I 

will let her know that. Thanks. 
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BRIAN CIMBOLIC: Interesting. Okay. Thanks, Sue. So if you didn’t get any invitation, 

be it accurate or not, then please do reach out to Zoe and ask that 

your name be added to the CPH abuse mailing list. So far it’s 

been a relatively quiet list, although Maarten just sent something 

around to it, but certainly for facilitating those meetings moving 

forward. 

 Actually, the first update on the CPH Abuse call is just sort of the 

plan and document that we had talked about for Abuse outreach. 

And so that is going to start in earnest relatively soon. Hopefully 

we can start with a constituency like the NCSG, see how things 

go, get our sea legs under us, see what kinds of questions come 

up before we move on to some of the constituencies that we 

would expect might have some more contentious points or at least 

distance between us. So that is going to be joint CPH Abuse 

outreach. Keith has volunteered to be the tip of the spear on that, 

but of course it’s going to be joint effort between registries and 

registrars. 

 The other item is the CZDS Registrar Mapping—and, Jim, please 

feel free to jump in or correct me if I mis-summarize any of this—is 

that a pain point for ICANN and for some researchers is the issue 

of mapping domains at scale between registries and registrars. So 

Jim had talked, had sort of posed the question, how would 

registrars feel if registries took the step of, for example, adding in 

in a text field in CZDS who the registrar is to each domain? 

Obviously, WHOIS itself is public but at a large scale level, could it 

have concerns on the registrar side? So the takeaway there is that 

registrars hadn’t really thought about it, haven’t really been 
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involved to discussions to this point so they were going to mull 

things over, talk amongst themselves, and basically get back to 

us. 

 Jim or anyone else that was on the call, anything else you’d want 

to clarify or add as a recap item? 

 

JAMES GALVIN: Yeah. Thanks. If you don’t mind. 

 

BRIAN CIMBOLIC: Please go ahead, Jim. 

 

JAMES GALVIN: There is a specific question before us in the space, in the same 

way that registrars were going to take this question back. The 

same question actually exists for us ICANN has made and asked. 

It’s just a casual ask. They’re not pushing or anything like that. 

Would we be willing to participate in identifying the registrars for 

each domain name? Probably the most straightforward 

mechanism, although there are three on the table here, is doing 

the mapping inside the CZDS file. So the question is whether we 

would be interested in doing this or not.  

Registrars are also going to think about that question, is to 

whether or not they want us to be participating with ICANN and 

thus facilitate registrars getting listed in DAAR. And they’re going 

to come back and tell us what they think about our role there. But 

the question before us as a group is do we want to engage with 
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OCTO and facilitate solving this particular problem with them. It 

would be very helpful if we could do that. That’s a question we 

have to answer and we don’t necessarily have to have that 

discussion today but it will come up after we get our input from the 

registrars. Thanks. 

 

BRIAN CIMBOLIC: Many thanks, Jim. Crystal, I see your hand’s up. Go ahead. 

 

CRYSTAL ONDO: Yeah. Just a question. I missed some of the conversations with 

ICANN, it sounds like. But ICANN gets BRDA data so my 

understanding was they would just deal with it and we wouldn’t 

have to make any changes through CZDS or anything like that. I 

just think it’s understanding whether or not ICANN is asking us for 

permission to use data they already have or if they’re asking us to 

actually make technical changes is important to whether we 

approve or not. 

 

JAMES GALVIN: The answer is they’re actually asking us to make technical 

changes. It is true that the registrar record is publicly available in 

RDAP, but access to that is problematic. 

 

CRYSTAL ONDO: It’s not RDAP. We bulk deposit once a week, right? So they get all 

the data through that deposit. They don’t do anything with it right 

now but they could, was my understanding.  
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JAMES GALVIN: Well, I think that there lies the question then. That’s just one of the 

solutions to think about then. That isn’t one that we had actually 

talked about in that sense. That wasn’t one they were looking at 

exploring. So there’s an implementation choice to be made but 

there’s just the question of whether we want to help them. And if 

we want to push back and give them that solution, they hadn’t 

presented that as a solution that they were after. So thanks, 

Crystal. That could be something to give them to say, “Why don’t 

you go do this instead?” 

 

BRIAN CIMBOLIC: Thank you, Jim and Crystal. I guess there’s many ways to skin a 

cat they say, although I’ve never really understood that. I think, 

though, that either way, what we should think—I’m sorry, Keith. 

You have your hand raised. Go ahead. 

 

KEITH DRAZEK: Thanks, Brian. On that point—and I’m very quickly going to get out 

of my element here on the operations and technical aspects of it—

but I believe that when Verisign renegotiated our .com agreement 

recently, we actually gave ICANN permission to use the data in 

the BRDA for the purposes that they’re describing here. Yeah. 

Crystal is saying you did. Thank you, Crystal. So I think that one of 

the ways that ICANN is thinking that they could accomplish this is 

basically—it’s the question of permission, right? Permission to use 

rather than whether they have the data or not because I think they 

do have the data from that perspective but it would require 
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contractual amendments to provide that permission presumably 

unless there’s some other letter or waiver or something that 

people would be willing to sign up to. I’ll just stop there. Thanks. 

 

BRIAN CIMBOLIC: Thanks, Keith, for that. I think that that’s really helpful and it goes 

to the point I was about to make, which is I don’t know what the 

solution is. If it’s as simple as an issue of permission, maybe 

things are even easier for us and we, just as a group or 

individually, facilitate allowing for that to happen. But my thought 

on this and sort of issues like this as a whole is something that 

there’s a number of sort of low-hanging fruit out there that the 

more that we can take proactive and cooperative steps to be seen 

as facilitating, making things easier like this, the better off we’re 

going to be, as far as our discussions go across constituencies. 

Jim, I see your hand is back up. Go ahead. 

 

JAMES GALVIN: Thanks, Brian. Sorry, I saw there, Crystal, and putting in context 

your comments and your question. I know what the answer will be 

from OCTO, and that is the BRDA data is available to them but 

they’re trying not to be a special snowflake in getting access to 

data. They’re trying to do things in data, do things in DAAR that 

the public could repeat if they wanted to and it would have access 

to. So that’s why that solution has not been on the table and 

proposed. Now, that doesn’t set aside your suggestion that maybe 

we just want to take that approach anyway and tell them they 

have to not worry about the public being able to repeat what 

they’re doing, and that’s fine. But that would be the response to 



RySG DNS Abuse Work Group-Jan14                           EN 

 

Page 7 of 27 

 

that particular suggestion—the immediate response—so we have 

to decide that we want to handle that. Thanks. 

 

BRIAN CIMBOLIC: Thanks for that, Jim. This is not an issue of—Crystal, go ahead. 

 

CRYSTAL ONDO: I think that there’s just maybe not the two hands of ICANN not 

talking to each other because I see OCTO’s point. But then when 

you talk to like policy folks on the ICANN side or anyone trying to 

think about how this would actually happen in practice, I think the 

easiest is what Keith is saying. And I think ICANN has thought 

about this for a while, given the change that went into the .com 

agreement, whether they would just go down the BRDA path. So 

maybe they just need to talk to each other and decide what they 

want us to do before actually making the ask. 

 

BRIAN CIMBOLIC: Thank you for that, Crystal. I think we would all be shocked to find 

out that elements of ICANN aren’t speaking to each other. The 

fact of the matter is, I understand where they’re coming from as 

far as wanting it to be replicable, but ICANN is a special 

snowflake. Part of their mission is to coordinate a secure and 

stable DNS so this seems right in that wheelhouse. I think it’s 

something that we probably want to talk about more both with 

ourselves and with the registrars, but I’d be curious. We sort of 

have to, at some point, nudge this in one direction or another. So, 

Jim, if I can put you on the spot as far as what your thoughts are, I 

know it hasn’t been discussed with OCTO itself but how do you 
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think it would go over us recognizing that ICANN is a special 

snowflake and saying, “Go ahead and use it for the purposes that 

you’re asking”? 

 

JAMES GALVIN: Thanks, Brian. I guess two things, I would say. Immediate action 

at the moment I think is I want to wait and make sure that 

registrars don’t have any concerns about us working with ICANN 

to solve this problem, so to speak. Then I would say the next 

action is that we should get clarity on exactly what the ask is and 

why the ask is coming that way.  

So the next time we have a meeting with Samaneh or maybe we 

can give her a heads up that we do want to focus on this question 

so she can do her own interrogation internally, if you will, to see 

what’s really going on and what their thoughts are and at least 

come prepared to talk about it. I don’t think we have to propose a 

solution to them. I think that clarity on what they’re ask is and why, 

and then we can have that open discussion again with them. 

That’s all. Thanks. 

 

BRIAN CIMBOLIC: Great. Thank you, Jim. Kurt, I see your hand’s up. 

 

KURT PRITZ: Thanks very much. I’d like to see this reduced to some sort of 

writing, less than a one pager but describing what it is. Not all but 

backend providers are at this call and many other registries. So 

this is sort of a strategic move so I think it merits more than a 
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verbal description. Something that registries can take back to their 

backend providers or other registries can consider. Thanks. 

 

BRIAN CIMBOLIC: Thanks, Kurt. I think that sort of goes to Jim’s point, too, as far as 

determining exactly what the ask is. But yeah, I think that’s a fair 

point. Okay. Jim had said that he will take that action, so that’s 

excellent. Thank you, Jim.  

Anyone else? Any other questions or points about the CPH call? 

Kurt, I assume that’s an old hand, or if not, feel free to jump in. 

 

KURT PRITZ: Old hand. 

 

BRIAN CIMBOLIC: Okay. Great. If not then, Sue, if you wouldn’t mind pulling up the 

Abuse outputs straw person. Thank you very much. 

 This was an action item I had from our last Registry Abuse group 

before the end of the year. One of the things that we’ve talked 

about as our tracks is actual outputs that can inform conversations 

across the community on DNS abuse, but also for smaller 

operators that just don’t have the know-how to handle abuse as it 

comes up. This document that it should be in everyone’s inbox—

and I will post it in the chat as well—but it’s broken down into two 

sections, the form and the substance. Substance we can talk 

about in a moment—and this is really just a starting point—but the 

initial question is the form. Does anyone have any thoughts as far 
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as what a helpful output document would look like? It’s sort of an 

open and vague question but just sort of thinking about what’s 

already out there, which you’ll see in the substance part. The 

Internet and Jurisdiction Policy Network has boiled their substance 

down into a few one pagers, and then they also have this large 

Operational Approach document. Do we want to have topic by 

topic outputs, recommended practices? I think we want to be 

careful avoiding the phrase “best practice”. Do we want to endorse 

existing work? Again, sort of the open-ended question. Does 

anyone have any thoughts as far as what they think an effective 

output from our working group would look like, as far as educating 

people on DNS abuse? Donna, I see you raised your hand. Go 

ahead. 

 

DONNA AUSTIN: Thanks, Brian. I think you put together some good documents, so 

it goes to the fact that there is documentation that we could 

potentially endorse as a stakeholder group or just point to as the 

stakeholder group if there’s challenges with endorsing. But I think 

some of the challenge for us is the mechanism for sharing this 

information, right? So we’ve got the Registry Stakeholder Group 

list which is [AC] list. I think we talked about putting it on the 

stakeholder group site last time we spoke. I see Sam’s hand is up 

and there were some discussion about if we can get it on ICANN 

site. That might be a good way to do it. You have identified some 

good documents and source documents. For me, it’s more of a 

question of, how do we get it out to the world? Thanks. 
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BRIAN CIMBOLIC: Great. Thank you, Donna. Sam and then Alan. Sam? 

 

SAM DEMETRIOU: Thanks, Brian, and thanks, Donna, for teeing me up because no 

surprise, I’m going to say things that are similar to things I said 

before. I think we need to keep in mind that in this particular 

context as a working group within a stakeholder group within 

ICANN, we are being unique in that we kind of have two 

audiences. Or, really, the ICANN world has two audiences for 

materials and things like this. It’s the actual registry operators who 

are handling complaints about abuse but it’s also potentially the 

rest of the world, like outside audience who may see something, 

seeing instance of DNS abuse and may have questions about 

what to do with that. So I think this idea of having something that 

can live on the ICANN website, I’m not going to die on the side of 

the hill for that idea but I think it’s one option that is maybe worth 

exploring. And to that end, I really like the way the I & J 

documents break things out into easily understandable and 

digestible, discreet pieces of information. So I kind of like that idea 

and I think we would do well to take the applicable and useful 

parts of those. But I think us producing something that can live in 

the ICANN sphere might be a good thing to aim at because I think 

it will help address the various/different audiences that we really 

kind of need to serve with this.  

 

BRIAN CIMBOLIC: That’s great. Thank you, Sam. Alan, go ahead. 
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ALAN WOODS: Thank you, Brian. Two things occur to me. One is hugely radical 

and nobody will like and the other one is just something, I 

suppose, from my own benefit and kind of responding to things 

that I see in Donuts. One of the things I love doing—and it’s 

terrible and this is addressing the other side of what Sam was 

talking about—is when I respond to a particularly irate 

complainant or somebody who doesn’t necessarily understand, I 

do send them in the direction of, in my response, directly to them. 

I send them to the direction of the DNS Abuse Framework and 

say, “I would ask you to consider what is in that.” I think there’s 

enough registries in this group that there’s perhaps scope for us to 

say, could we add a website that’s along the lines of the DNS 

Abuse Framework that’s more Registry Stakeholder Group-

focused or something that is distilling them here just as a 

reference point. As opposed to saying, “No, I can’t help you.” 

Because of this I’m giving them our normal reasons to say, “And 

for more information, we would encourage you to look at this.” So 

educate on the case-by-case basis. That’s not going to deal, 

unfortunately, with the people who Sam is talking about. And 

those are the people who could be directed more so to the ICANN 

site because they haven’t yet gotten in contact with us. 

 The radical one which nobody is going to like—and have tried to 

like it myself—but there’s also a potential that in the case where 

we suspend domains as well, there’s also this radical idea of 

actually redirecting to a specific domain. The domain is already 

there. We don’t delete domains. Can we redirect to domains 

giving information about abuse, much like a URS type thing? Now, 

again, hugely radical, people don’t like it, but these are concepts. 
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BRIAN CIMBOLIC: I love it, Alan. You’re out here lobbing bombs for us. What Alan 

just described, too, is sort of radical in the gTLD space but my 

understanding is that Nominet has implemented a system like 

that. I see Rowena on the call.  

 

ROWENA SCHOO: Hi, Brian. Yeah. 

 

BRIAN CIMBOLIC: Go ahead, Rowena. Thank you. 

 

ROWENA SCHOO: Do you want me to give a bit of background on that? 

 

BRIAN CIMBOLIC: Yes, please. That would be great. 

 

BRIAN CIMBOLIC: Sure. We started a pilot recently to look at this in pieces where we 

would have otherwise suspended the domain on advice of like 

adjusted notifier relationship with U.K. law enforcement. So we’ve 

begun with the sort of handful of domains by redirecting them to 

basically quite a simple information page that says, “This domain 

has been suspended. If you’ve been affected by activity related to 

this domain, visit this website.” So the example we’re using at the 

moment is action forward because the domains we’re suspending 
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are related to IP criminal activity. We’re moving probably in March, 

we’re going to add another agency to the pilot which is our 

medicines [inaudible] agency. So they’re kind of go-to part of that 

landing page. We’ll send people in the direction of the campaign 

that they have that helps people buy medicines safely online. We 

sort of just started it and testing the concept. We’re going to 

probably put something out I think around October when we finish 

the pilot to tell people of how it’s going and what we found. I’m 

happy to take any questions now as well. 

 

BRIAN CIMBOLIC: That’s excellent. Thanks you, Rowena. Personally, I think it’s a 

really neat idea and as it relates to DNS abuse and particularly 

phishing, I think that there’s something to be said. Now this is sort 

of a bit off tangent to the simple question of, how do we get 

outputs, like, what’s the form of the outputs? But while we’re 

speaking about it, there’s a phishing site, there’s potential victims 

that have visited that. And if they were to visit that same site 

again, that flags them rather than it just not resolving. It flags for 

them that they, if they visited the site before, may have fallen 

victim to a phishing site, that could be really helpful. For end 

users, I think that that could be a real service that it’s worth us 

potentially discussing how that would work in a gTLD space more 

broadly.  

Just a full disclosure, my U.S. lawyer sensibility is that in my mind 

I see more almost as in some ways akin to a seizure as opposed 

to just a—what Crystal’s saying—it would be like a URS 

redirection, which is true but except for it wouldn’t necessarily—

that’s us following ICANN mandated policy and procedures. This 
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would be upon the registry operator itself to do that redirection. So 

I don’t know if anyone else has any initial thoughts on this. I think 

it’s a very intriguing idea, Alan and Rowena, and to the extent we 

were to have a splash page having resources for people on DNS 

abuse. But I think the substance of redirection maybe we should 

speak to on another call and look at the question of what the 

format is for us to communicate these things.  

Full disclosure, I actually have a call with Russ tomorrow. He had 

a question about a DNS abuse issue. If the group is comfortable, I 

could just float the notion just to brainstorm as far as, “How would 

you feel about it if the Registry Stakeholder Group is out here 

putting out outputs, having some of those resources live on the 

ICANN site?” Does anyone have any initial thought, backlash, or 

guidance on that? No violent disagreement, then I’ll float the 

notion with Russ. 

 What I heard from Sam I think is that she favors the bite-size 

topic-by-topic paper rather than sort of manifesto on DNS abuse 

from the Registry Stakeholder Group. Anyone else have any 

thoughts on that? Do we want to go topic by topic or just sort of 

one big dump of what our position with regards to DNS abuse is? 

Keith, go ahead. 

 

KEITH DRAZEK: Thanks, Brian. Just thinking it through in terms of timing. I think if 

we try to produce a manifesto, it’s going to take a lot longer than 

we’d like and that if we’re going to look at things in manageable 

sized pieces, we’ll be able to produce outputs more quickly. So I 

think that there is some benefit to doing it in bite-sized chunks 
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rather than waiting and then having to get everybody on board on 

every point in a much, much longer document.  

I wanted to speak to your earlier point about publishing things on 

ICANN site. I think that’s a fine idea but it does raise questions of 

version control and if there’s a lot of different documents and 

things are updated over time. It’s just an operational and logistical 

thing that we’ll have to keep in mind. As Donna said, certainly 

interested in what Russ may think about that. Thanks. 

 

BRIAN CIMBOLIC: Great. Totally fair point on version control. I think then what 

perhaps the next step, I am happy to help coordinate sort of a 

drafting team on topic by topic purchase on papers. I would love it 

if someone else would—and I’m sure Jim would have a hand in 

that, too, but is there another, someone that would volunteer as 

far as helping to coordinate these output documents with Jim and 

I? Oh, Donna said that she would be happy to. Okay. That’s great. 

We’re happy to take another if anyone wants to raise their hand 

but I think a team of me and Jim and Donna as far as getting 

things going is probably a good place to start. Rowena and Alan, 

okay. Excellent. I’m writing your names down, guys. So thank you 

for volunteering. That will make things much easier, especially we 

can even potentially chop things up topic by topic.  

Now, if we could scroll down a little bit, Sue, so we can get most of 

the bit in the I & J documents. So the first one 1A, you don’t need 

to scroll back up. I’m sorry. One is the framework definition of 

DNS abuse. As everyone knows here, the CPH has officially 

endorsed the framework definition on DNS abuse. As everyone 
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knows, the framework covers more than just DNS abuse and we, 

as the CPH, have not waited outside of those strictly the confines 

of the definition of DNS abuse. But we have endorsed that so that 

is something that as we are putting our output documents out, 

probably just re-formalizing, reiterating that is an easy place to 

start. But then taking things beyond that, the Internet and 

Jurisdiction docs are a really good place to start. I would think that 

1C and 1D, in particular, those are I think the two documents that 

if we were to either endorse or rehash and accredit, of course, 

probably have the biggest impact education-wise, as well as 

kicking off a conversation. So 1C is a DNS operator’s guide to 

action on technical abuse. So basically, you’ve gotten a complaint 

for technical abuse. It’s just what it says. It’s a decision. It helps 

registry operators identify, evaluate, and apply applicable action to 

remediate DNS abuse.  

So if we were to get that out, I think it could really help smaller 

registries in particular with guidance as far as what they do when 

they get a DNS abuse complaint that they’re not familiar with. But 

equally important is educating the community as far as what goes 

into a helpful notification. This is something that we could 

piggyback with the—thank you, Crystal. I see you’re dropping—

Registrar Notification Guide, but really giving the other 

constituencies that would be the ones making complaints the 

materials that they note how to make a helpful, effective 

notification. Because just sending us a notification, if there’s not 

enough information for us to take action, just delays any eventual 

registrar or registry action and leaves a potential DNS abuse issue 

mitigated for even longer.  
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So I think that those are probably two good places to start. I’m 

curious in everyone else’s thoughts. But, Kurt, I see your hand is 

up in the meantime.  

 

KURT PRITZ:  Right. And I apologize in advance for this little bit of a rant. But I 

think we should get away from the rhetoric of helping small 

registries understand what to do. I work for a small registry and we 

have a letter of commendation from the London Police that says, 

“We wish Legacy TLDs were as fast as your small registry.” 

Honestly, looking at it, abuse mitigation, first of all, the registry has 

been pretty simple. We have our reputation providers, we act on 

every complaint, we follow up with registrars. When law 

enforcement calls, we make calls ourselves, try to get something 

done within a day. I’d like us to change our rhetoric from 

bifurcating between large and small registries to those that can 

use assistance or something like that. Thanks very much, and 

sorry for that. 

 

BRIAN CIMBOLIC:  No, no, no. It’s a fair point. I certainly wasn’t trying to besmirch the 

reputation of small registries. Frankly, Kurt, I’ve just been 

repeating rhetoric that I’ve heard. Certainly not from you, but I 

mean, you hear it all throughout ICANN, both for small registries 

and small registrars. The quotes are something along the lines of, 

“We just don’t have the resources or the know-how to do this.” So 

I want to address that subset of small registries and registrars that 

need some help. But point taken, that there of course are smaller 
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registrars and registries out there that are knocking it out of the 

park. Kurt, is that an old hand? 

 

KURT PRITZ:  Yeah. I haven’t mastered the new –  

 

BRIAN CIMBOLIC:  No worries. It’s not super intuitive. That’s an important distinction. 

So with that said, obviously, these documents were just sort of a 

starting point for me and Jim. But if you could scroll down a little 

bit more, Sue. I do think that I & J is probably the place for us to 

focus our efforts at first. I’ve spoken with Bertrand de La Chapelle 

about our work here and he would be happy to talk to us at any 

point about any questions we have about the documents. He is 

the executive director for I & J, as many of you know. 

The other documents that exist out there that we should, I think, 

certainly at least study in creating our output documents, our work 

that our stakeholder group had direct hands in crafting, the 

security framework, Alan so ably chaired a few years ago with the 

PSWG and has some really good job outlining the actual technical 

options that a registry has when it’s confronted with DNS abuse. If 

we were to pull from that, those options are spelled out in various 

places. But the fact that that is a document that was jointly created 

by both the registries and the PSWG, perhaps lends some 

credibility across constituencies. Then finally, the Spec 11 (3)(b) 

Advisory that came out in 2017, that has information about use of 

reputation block lists and statistical reports.  
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I think that that is sort of the universe that I’m at least aware of, of 

really helpful information that we have to pull from. Of course, 

that’s not to suggest that there aren’t a lot of other helpful 

documents out there. While I say that, does anyone have any 

other documents or resources they would like to add to the list or 

point us in the direction to at least consider? It’s not a “speak now 

or forever hold your peace” moment either. We can always add to 

it as we go on. Donna, I see your hand’s up. Go ahead. 

 

DONNA AUSTIN:  Thanks, Brian. Not necessarily to more documents, but I really do 

think that given we are revamping the Registry Stakeholder Group 

page, we should have a dedicated spot to DNS abuse and we 

should have those documents readily available there. I think that 

makes eminent sense to me that we have those resources 

available and can point to them. Putting aside conversations to 

have with ICANN and everybody else, I think we can easily get 

some of this stuff on the Registry website. Thanks, Brian. 

 

BRIAN CIMBOLIC:  That’s excellent. Thank you, Donna. That’s a really good point. 

We don’t have to reinvent the wheel, we can, in the meantime, at 

least get this information up so that our members can have it 

quickly. The work’s already done. Great point. Rowena, go ahead. 

 

ROWENA SCHOO:  This is kind of dependent on who the audience is. But I just want 

to flag that CENTR also have some quite good resources, 

obviously, drawn from the cc community. But I’ve got some quite 
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generic things around explaining the general picture of online 

abuse and what registries and registrars can and can’t do that I 

always find really useful when I’m talking to people who aren’t 

from the industry. 

 

BRIAN CIMBOLIC:  Thank you, Rowena. That’s a really good point. I think it was 

CENTR—you’ll probably know if I’m off on this—but CENTR put 

out a video just a few months ago about abuse online. I don’t think 

that they necessarily use the phraseology “DNS abuse” but they 

made a clear distinction between technical abuses and content 

abuse questions. That is a really good point and were good 

contribution. If you can think of any particular resources you want 

to point us to and share on the list or in chat, that would be 

excellent. But I will also try and dig up particular CENTR 

resources. That’s a great point. They’ve done a lot of really good 

work in this space. Okay. Kurt, go ahead. 

 

KURT PRITZ:  This might be timely. I’m wondering if we can combine these or 

add them some way or add an item for the upcoming ICANN 

meeting and how DNS abuse is going to be discussed there. And 

maybe we can change the cadence of having three repetitive DNS 

abuse sessions and leading the effort to creating a more 

meaningful session. That might be elements of this or something 

else. So a little bit of a non-sequitur. I don’t know if it goes in this 

document. An output might be ICANN meeting agenda or 

something like that. Anyway, it’s my suggestion. 
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BRIAN CIMBOLIC:  Thanks, Kurt. Just so I’m clear, you’re suggesting that we have, at 

an actual ICANN meeting, sessions on these sorts of outputs? 

 

KURT PRITZ:  Yes. Suggestions or recommendations for how DNS abuse might 

be discussed at ICANN meeting. So we change it from the 

meaninglessness of the past into something more meaningful. 

 

BRIAN CIMBOLIC:  That’s a good point. I like that. Especially, it’s something that I 

think we’ve all been frustrated, that despite our best efforts, often 

the DNS abuse plenary is just parties reciting their various 

positions and no one really gleaning anything new, as opposed to 

if we have a specific thing to talk about.  

Rowena just shared some resources in the chat. Thank you, 

Rowena.  

If we have a specific topic or document to talk about, then the 

conversation seems to be much more focused and fruitful as far 

as advancing position. I think that’s a good idea Kurt, but the first 

step is us actually getting these documents out. 

Okay. Does anyone else have any initial thoughts on outputs? I 

have our subgroup on outputs: me, Jim, Donna, Rowena, and 

Alan. We’ll sort of touch base via e-mail and keep this group, of 

course, up to speed. But any other thoughts on this before we 

move to AOB? Donna, I see your hand. Go ahead.  
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DONNA AUSTIN:  Sorry, Brian. Just one thing that occurred to me and something 

that I know PIR does—and I think it’s really helpful in something 

that maybe others are replicating or thinking about doing but Jim 

always takes us back to what’s the problem we tried to solve and 

data is a challenge for us—but I know that PIR keeps statistics on 

DNS abuse-related inquiries. It might be helpful if we could 

develop some kind of common manner in which that we could 

collect those sort of statistics or information individually just so that 

that’s another point that we can point to. Another piece of 

information that we can point to when people are going off about 

DNS abuse being a huge problem. 

 

BRIAN CIMBOLIC:  Thanks, Donna. Yeah. I just posted in the chat for anyone that’s 

curious where we update our abuse numbers. It’s supposed to be 

monthly but sometimes it happens quarterly. I think it’s a good 

point because we see with—basically, OCTO bearing out exactly 

how we understand things that, yes, of course, no one’s ever 

going to say that abuse is not a problem. Even if we’re all really 

doing great at it, it’s a very small percentage of what we come 

across. It’s still for those domains that are in that small 

percentage, they’re problematic. So abuse is necessarily always 

going to be a problem but it’s a big question as to the scale of the 

problem. And the OCTO data seems to bear out. And this is 

certainly true with our data too that a DNS abuse is not getting 

worse, in the way that various constituencies have painted the 

picture and sort of without much hard data, just sort of soft 

anecdotes.  
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Well, I’ve got clients that see X, Y, and Z. Well, we’ve got data that 

shows that year over year, phishing has gone down by 10%—I’m 

just making that up—but we have the data. So between OCTO 

data, our data and any other registry and registrar, I agree with 

Donna, that there’s no way to pierce through [fud] quicker than 

having actual hard data that shows what’s happened year over 

year. I think it’s a good point and something that we should, to the 

extent we go into our outreach conversations, have that data close 

at hand.  

Okay. With that then, if, Sue, we could just move back to the 

agenda. The only thing left is AOB. Does anyone have anything 

as far as AOB? Craig, I know you reached out to me offline about 

speaking with a PSWG. I didn’t know if you wanted to raise that 

here, or if anyone else had any AOB. Craig, go ahead. 

 

CRAIG SCHWARTZ:  Thanks, Brian. I did just want to get back to the topic of 

engagement with the PSWG. We had a call with them sometime 

in December and had outlined a few ways where we might work 

together a little bit more closely. I just wanted to understand within 

this group what the path forward is and how do we start to get 

some meat on the bones around that. 

 

BRIAN CIMBOLIC:  Hey, Craig, I’m sorry. I’m just going to jump in because Sue 

confirmed, I couldn’t really hear you and it doesn’t seem like 

others could either. If you could start over and get closer to your 

mic maybe. 
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CRAIG SCHWARTZ:  Can you hear me better now? 

 

BRIAN CIMBOLIC:  A little, yeah. Let’s give it a whack. 

 

CRAIG SCHWARTZ:  Let me try something else. Give me one sec. Is this any better, 

Brian? 

 

BRIAN CIMBOLIC:  Yes, that is. Thanks, Craig. 

 

CRAIG SCHWARTZ:  Sorry about that, computer setting. So the topic I wrote up was the 

PSWG and the call we had with them sometime in 

November/December, and we outlined a few ways where we 

might work a little bit more closely together. I just wanted to figure 

out, how do we start to advance some of that work and not let it 

fall by the wayside? I know everyone’s plates are super full but 

that engagement in that group always seems important to us and 

we want to figure out a way to chalk up some wins if we can. 

 

BRIAN CIMBOLIC:  It’s a great point. And in a lot of ways, the PSWG is one of our 

more important constituencies that we’re going to do outreach 

with, so much so that we sort of cleaved our own path with that. 
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This is probably admittedly a drop on my part, Craig, so I’m sorry 

to the group for that. I have an open line with Gabe Andrews on a 

few things right now. Maybe it’s as simple as informally a few of us 

talking with him, brainstorming how to start going down the path of 

the things we’ve talked about as far as DGAs and having, on the 

law enforcement side, court orders that work much better for CPH, 

for the Registries and Registrars. So maybe it’s sort of just the 

informal conversations first, and then followed up by another 

meeting where we invite them to the Registry Stakeholder Group 

abuse meeting. But I’m happy to set that up. Maybe just you, Jim, 

and I, talk to Gabe, informally generate some ideas, and then 

bring everything back together as a whole group. 

 

CRAIG SCHWARTZ:  Thanks, Brian. 

 

BRIAN CIMBOLIC:  That’s great. I’ll take that as an action item then.  

Anyone else? Anything for AOB? Martin, I see, is making the point 

that aggregate data is helpful but it requires that people are 

regularly submitting data. That’s absolutely true. So that is a 

challenge that we’ll have to try and overcome. If anyone wants to 

try and sort of coordinate that, I think that would be an excellent 

effort that would all help us all in the end but it certainly would be 

challenging.  

Okay. Well, unless anyone has anything else, I think we can call it 

13 minutes early. Last chance. Well, then, yes, I will reach out to 

Gabe Andrews on the PSWG front, and also kick things off for our 
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sort of internal drafting point group and we can get cracking. With 

that, we can end the recording, and thank you, guys, very much. 

  

SUE SCHULER:  Thanks, Brian. Andrea, please stop the recording. 
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